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(v. 2.2) Control Server User Guide

The EasyRPA Control Server is the heart of the EasyRPA platform used for automation. The Control Server User Guide describes how
EasyRPA Control Server operates.

In this section, you will learn how to work within the following EasyRPA Control Server modules:

® (v. 2.2) Automation Processes
® (v. 2.2) Automation Process Details
® (v. 2.2) Automation Process Run
® (v. 2.2) Dedicated Automation Processes
® (v. 2.2) Capabilities: Automation Process-to-Node Communication
(v. 2.2) Runs Management
(v. 2.2) Schedules
® (v. 2.2) Schedule an Automation Process
® (v. 2.2) Schedule Statuses Life Cycle
® (v. 2.2) Data Stores
® (v. 2.2) Create a New Data Store
® (v. 2.2) Data Store Details
(v. 2.2) Secret Vault
(v. 2.2) Node Management
® (v. 2.2) Node Details
® (v. 2.2) Node Features
® (v. 2.2) WebDriver Version Update
® (v. 2.2) Machine Learning
® (v. 2.2) Document Sets
® (v. 2.2) Details
® (v. 2.2) Documents
® (v.2.2) Runs
® (v. 2.2) Models
® (v. 2.2) Workspace
® (v. 2.2) Process Human Task
® (v. 2.2) Tagging Overview
® (v. 2.2) Administration
® (v. 2.2) Human Task Types
® (v. 2.2) Document Types
® (v. 2.2) Document Type Settings JSON Structure
® (v. 2.2) Playground
® (v. 2.2) User Management
(v. 2.2) Group Management
® (v. 2.2) Role Permissions
® (v. 2.2) Security Access
(v. 2.2) Notification Management
(v. 2.2) Control Server Configuration
(v. 2.2) Control Server Logs
(v. 2.2) Activity Log
(v. 2.2) License Management

How to Get Context Help

To view the Control Server User Guide for the EasyRPA Control Server, you need to:

1. Navigate to the start page.
2. Click Find Out More.
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(v. 2.2) Automation Processes

® Create a new Automation Process
® Edit Automation Process
® Upload Automation Process Package

The Automation Processes module displays a catalog of automation processes defined by the system and ready to run.

There are several sample automation processes supplied with the EasyRPA Control Server, such as Debtor Analysis, Invoice Plane
Automation, etc. You can refer to the RPA Samples Library for more details on how to set up the automation processes samples.

<*)EasyRPA
o

Automation Processes

E Upload package

EN

@ @

CREATE NEW

A AL e Filter by text
Q f:) Refresh Delete

Runs Managem

D Name Capabilities  Created By Creation Date Changed By Last Update
© schedul

[0  nodeuser-0380139a's development AR 1... |Dedicated NODE 1 dedicated .. 05.05.202111:07 NODE 1 dedicated . 05.05.202111:01 & 2, (]
[S) Data store ) ) =

[J  Invoice Plane Automation Dedicated System Admin 04.05.2021 12:15  System Admin 05.05.2021 10:25 L 2, [ ]
@) secre [0  cLDpocument Processor System Admin 04.05.202112:28  System Admin 040520211228 & 2 (]
A Node . [J  IE Document Processor System Admin 04.05.2021 12:28  System Admin 04.05.2021 1228 & 2 i
ML Machine Le .

Rows per page: 10 ¥ 1-40f 4

8 somo -

To access the Automation Processes module, you need to be granted AutomationProcess-READ permission. See (v. 2.2) Role
Permissions.

Manage existing Automation Processes

The EasyRPA control server allows managing the automation processes catalog.

Columns Description

Name - the automation process name.

Capabilities - the list of capabilities required for the automation process execution.
Created By - the name of the user, who created the automation process.
Creation Date - the date and time of the automation process creation.

Changed by - the name of the user, who changed the automation process details.
Last Update - the last date and time when the automation process was changed.

Filter by text
Filtering allows you to search the automation process by its name and author (columns Name, Created By respectively).
Sorting
Ascending/descending sorting is allowed by the columns: Name, Creation Date, Last Update.
Control Icons
® Download - to download the JSON file containing the automation process details, configuration parameters, and input data.
Required Permission: AutomationProcess-READ. A full automation process package cannot be downloaded from Control Server

directly but can be provided by the support team upon request.
® Delete - to delete the automation process. Required Permission: AutomationProcess-DELETE.


https://confluence.dc-iba.by/display/EAS/RPA+Samples+Library

Create a new Automation Process

To create a new Automation Process, you need to:

® Navigate to the Automation Processes module.
® Click Create New.

.:.‘)' W ® @

° Automation Processes

? Upload package} eI A1)
Nq_ | Filterby text

Q () Refresh Delete

O  neme Capabilities Created By Creation Date Changed By Last Update ,
(C]

[  nodeuser-0380139a's development AP. 1... [Dedicated NODE 1 dedicated 05.05.2021 11:01 NODE 1 dedicated .. 05.05.2021 11:01 3 2, [ ]
@ D Invoice Plane Automation Dedicated System Admin 04.05.2021 12:15 System Admin 05.05.2021 10:25 2 2 [}
@ D CL Document Processor System Admin 04.05.2021 12:28 System Admin 04.05.2021 12:28 & > [ ]
A D |E Document Processor System Admin 04.05.2021 12:28 System Admin 04.05.2021 12:28 & p [}
ML

10 1-40f4

® Fill in General automation process details:
® a unique name to distinguish the automation process (required).
® a short description of the automation process functionalities (optional).
® a name of the module class for execution (optional).

1+ It is important to indicate module class if there are several in the package. Otherwise, the system will execute the first
found module class from the package.

capabilities - capability labels required for the automation process execution. You can choose available capabilities in
the dropdown (optional).

® or dedicated nodes where the dedicated automation process is ready to run (available if the Dedicated toggle is on).
® switch the Dedicated toggle button, if the automation process is dedicated. See Dedicated Automation Process.

® Fill in the Repository Id Components:
® Group Id (required, example: eu.ibagroup);
® Artifact Id (required, example: easy-rpa-sample);
® Version Id (required, example: 0.1-SNAPSHOT);
® C(Classifier - a unique identifier that reflects the type of resource being loaded (optional).

You can find the necessary module class and repository id values for all the available samples in the corresponding section. See RPA
Samples Library.



-—e
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° New Automation Process ¢ Back to list

N

’

& General Repository Id Components
Name * Group Id *

@ Invoice Plane Automation eu.ibagroup
Description Artifact Id*

@ Extracts unique products from invoice planes and stor... easy-rpa-sample
Module Class Version Id*

@ eu.ibagroup.easyrpa.demo.invoiceplane.InvoicePlane.. 0.1-SNAPSHOT
Capabilities Classifier

- APRUN X ful

E M Dedicated

ML

® Click Create New.

If there are capabilities required to start the automation process they are displayed for each task.

CANCEL

ENNORNC)

CREATE NEW UPLOAD

To create a new automation process, you need to be granted AutomationProcess-CREATE permission. See (v. 2.2) Role Permissions.

Upload Automation Process via JSON File

The other way to create the automation process is to Upload File with an automation process configuration in JSON format.

To upload a new Automation Process JSON file, you need to:

® Click Upload.

—~e
oo ’ Automation Processes / New Automation Process

° New Automation Process < Backto list

Pad
Details
& General
Name *
Description
Module Class
Capabilities
A
E 1 Dedicated
ML

® Click Add and choose the JSON configuration file from the file system.

® Click Upload.

Repository Id Components

Group Id *

Artifact Id *

Version Id *

Classifier

CANCEL

n @ O

CREATE NEW




Please, Provide Automation Process JSON

Please, provide JSON file with Automation Process information

CANCEL | UPLOAD

JSON file example:

E AP Invoice Plane Automation Demo 14.03.2021 23_34.json E3 |

= {

2 "name" : "Invoice Plane Automation Demo",

5 "repositoryId"

"en.libagroup.samples.ap:easy-rpa-inveiceplane-ap:jar:2.0-SNAPSHOT",
4 "moduleClass" :
"en.ibagroup.gasyrpa.-ap.productsreader. ProductsReaderAp”,

5 "dedicated" : false,

6 "capabilities"™ : [ "NODE4" 1,

7l "dedicatedNodes" : [ 1,

8 O "params" : [ {

z) "key" : "key value",
10 "value" : "valuel"
1 Y, |
i Tleey™ & *Ny i Jelaent. gl
liE3 "value" G N ‘invoiceplane"
14 - } 1,
15 & "input"™ : {
16 "variables" : { },
il " id" : "5123dabl-4c23-43al-a73d-44875df9%cc39"
L .
. )

To upload an automation process, you need to be granted AutomationProcess-CREATE permission. See (v. 2.2) Role Permissions.

Edit Automation Process

Key information about a particular automation process is available at the pop-up panel at the right by clicking on the corresponding
row with the automation process.

You can edit the displayed fields and save the result by clicking the Update button. Required Permission: AutomationProcess-UPDATE.
See (v. 2.2) Role Permissions.



The pop-up panel contains the following information:

Name - the automation process name.

Description - a short description of the automation process functionalities.

Module Class - the name of the module class for execution (name example: eu.ibagroup.easyrpa.demo.debtors.
DebtorsAnalysisFullDemoAp)

t It is important to indicate module class if there are several in the package. Otherwise, the system will execute the first found
module class from the package.

® Capabilities - the list of capability labels required for the automation process execution. You can choose available capabilities
in the dropdown (the field is availble only for APs with defined capabilities).

® Dedicated Nodes (available if the Dedicated toggle is on) - the list of dedicated nodes where the dedicated automation process
is ready to run.

® Dedicated - the toggle allows you to make the automation process dedicated. See Dedicated Automation Process.

)

oo @ @
© Automation Processes _ Edit Automation Processes X
~ Filter by text .
Q (:) Refresh Delete Invoice Plane Automation
O neme Capabilities ~ Created By Creation Date Changed By Last Update b Extracts unique products
D nodeuser-0380139a's development AP. 1... |Dedicated NODE 1 dedicated 05.05.2021 11:01  NODE 1 dedicated 05.05.2021 11:01 hie 2 eu.ibagroup.easyrpa.ap.productsreader. ProductsReaderAp
I§I D Invoice Plane Automation Dedicated System Admin 04.05.2021 12:15  System Admin 05.05.2021 10:25 £ p8 ;\IODE 1 VX
Y] [J  cLDocument Processor System Admin 04.05.202112:28  System Admin 040520211228 & 2 @ Dedicated
BY [0  IEDocument Processor System Admin 04052021 12:28  System Admin 040520211228 & 9
Total Runs
E Last run status @ Completed
Last run i 1035
ML Submitte In Progress Stoppe: Stopping
®0 ®0 0 ®0
& Stopped idle  Completed Queue Failed
Row 10 - 1-40f4 DETAILS

® Total Runs - the quantity of the automation process runs and their statuses. See Automation Process Run Status Lifecycle.

If the automation process was launched once, the "Last run status" is displayed - the status and the index number of the last process
run. Clicking the index number of the process will lead to the last process Run page. See (v. 2.2) Automation Process Run.

® Repository Id Components - maven artifact identifier consists of the following IDs:
® Group Id (example: eu.ibagroup);
® Artifact Id (example: easy-rpa-sample);
® Version Id (example: 0.1-SNAPSHOT);
® Classifier - a unique identifier that reflects the type of resource being loaded.


https://confluence.dc-iba.by/display/EAS/%28v.+2.2%29+Automation+Process+Run#id-(v.2.2)AutomationProcessRun-AutomationProcessRunStatusLifecycle

—

(X E NN ORNCY
©  Automation Processes _ Edit Automation Processes X
Py Filter by text Last run 1035
Q ) Refresh Delete
Submitte B Stopping
mi
L ®0 0 [ ]
0O  nName Capabilities  Created By Creation Date Changed By Last Update
© Queue: Faile:
Q 0 ®0
[0  nodeuser-038013%a's development AP. 1... Dedicated NODE 1 dedicated 05.05.2021 11:01  NODE 1 dedicated 050520211101 & S
Deploying on Node
=) [  invoice Plane Automation |Dedicated System Admin 040520211215 System Admin 050520211025 & 9 ®0
@ D CL Document Processor System Admin 04.05.2021 12:28  System Admin 040520211228 & 2 Repository I[d Components
A D IE Document Processor System Admin 04.05.2021 12:28  System Admin 040520211228 & 2 eu.ibagroup.samples.ap
E easy-rpa-invoiceplane-ap
2.1-SNAPSHOT
ML
R rpage: 10 w 1-40f 4 DETAILS

! You can find the necessary module class and repository id values for all the available samples in the corresponding section. See RPA
Samples Library.

For more information about the automation process - click Details. Required Permission: AutomationProcess-READ.

Upload Automation Process Package

The EasyRPA allows to upload a package with all the necessary modules for an automation process:

Automation process .jar file

Automation process .json definition

Secret vault .json file

Automation process input

Automation process configuration parameters
Data stores

Notification templates definitions as .json files
Notification templates as .txt files

To upload a package, you need to:

® Navigate to the Automation Processes module.
® Click the Upload package icon.



° Automation Processes

CREATE NEW
Naf— Fiterbytext
Q ) Refresh Delete

B

D Name Capabilities Created By Creation Date Changed By Last Update \,
(C]

|:| nodeuser-0380139a's development AP. 1... |Dedicated NODE 1 dedicated ... 05.05.2021 11:01 NODE 1 dedicated ... 05.05.2021 11:01 3+ pL [}
©l O  Invoice Plane Automation [Dedicated System Admin 04.05.202112:15  System Admin 05.05.2021 10:25 hd 2, [ ]
@ D CL Document Processor System Admin 04.05.2021 12:28 System Admin 04.05.2021 12:28 2 p i
.& D |E Document Processor System Admin 04.05.2021 12:28 System Admin 04.05.2021 12:28 2 > i'
ML

Rows per page: 10 » 1-4of 4

Qo ® 2021 IBA Group. All rights reserved. v2.1.0-34908/2.1-SNAPSHOT-34949

® Provide a valid .zip file with a package. To apply override to the whole package check Try to override all.

Please, Provide packages to upload

easy-rpa-invoiceplane-2.1.zip

[ Try to override all

CANCEL

® Click Upload.
® In case of conflicts: resolve it using options Override or Skip.

10



Please, Resolve conflicts

easy-rpa-invoiceplane-2.1.zip X

sgg Apply strategies

A Invoice Plane Automation* Owerride v

easy-rpa-invoiceplane-ap-2.1.jar* Sk\piv

@ invoiceplane.secrets* I

@ mail.user* hd

CANCEL  UPLOAD

® To select the option (Import All, Skip All, Override All) for all items click on Apply strategies.

1 If the selected option is is not present in the item, therefore, it doesn't apply.

Please, Resolve conflicts

easy-rpa-invoiceplane-2.1.zip X

— §3% ApDly strategies

. Import All
A Invoice Plane Automation*®

Skip All

Override All

Q) invoiceplane.secrets*

®

B easy-rpa-invoiceplane-ap-2.1.jar* L | ®
®

®

© mailusert -

CANCEL  UPLOAD

® Click Upload.

To upload a package, you need to be granted AutomationProcess-CREATE permission. See Role Permissions .
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(v. 2.2) Automation Process Details

Details

Runs

Configuration Parameters
Input Data

Notifications

The Automation Process Details page contains general automation process details, executed automation process runs, and
configuration parameters. You can view/edit automation process details, configuration parameters, and manage automation process
runs. To access the Automation Processes Details, you need to be granted AutomationProcess-READ permission. See (v. 2.2) Role
Permissions.

Details

The Details tab displays general settings, that are necessary for the automation process creation and launch.
To view/edit automation process details, you need to:

® Navigate to the Automation Processes module.
® Click on the corresponding Automation Process Name.

D) »n @ @
©  Automation Processes —
A Filter by text
Q Q) Refresh Delete
O  nNeme Capabilities Created By Creation Date changed By Last Update
|:| Invoice Plane Automation System Admin 04.05.202112:15 Darya Trotskaya 06.05.2021 16:53 g g8 ]
= [0  CLDocument Processor System Admin 04.05.202112:28 System Admin 04.05.2021 12:28 3 o2, i
@ [0 1€ Document Processor System Admin 04.05.202112:28 System Admin 04.05.2021 12:28 3 2 i
A
ML

® Navigate to Details tab
® Change one of the field values.

12
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OO’ Automation Processes / CL Document Processor E NN ORNCY

©  Automation Process Details « Back to st -
SAVE ASFILE
v
Details Runs Configuration Parameters Input Data Notifications
General Repository Id Components Capabilities
[ CL Document Processor eu.ibagroup Task Capabilities
|§| Buildin Document Processor for Document Classificat easy-rpa-cldp-ap eu.ibagroup.easyrpa.ap.cldp.tasks.StoreCIMIResult
seeE e = eu.ibagroup.easyrpa.ap.cldp.tasks.StoreClOcrResult
@ eu.ibagroup.easyrpa.ap.cldp.ClDocumentProcessor 2.1-SNAPSHOT
Capabilities assifies eu.ibagroup.easyrpa.ap.cldp.tasks.GenerateCIModelReportTask
A AP_RUN X X
eu.ibagroup.easyrpa.ap.dp.tasks.SetModelOutput AsHuman
E Dedicated
eu.ibagroup.easyrpa.ap.dp.tasks.StoreHumanTaskResult
ML . .
eu.ibagroup.easyrpa.ap.cldp.tasks.PrepareClTrainingSetTask
&3 eu.ibaaroup.easyrpa.ap.cldp.tasks.PrepareCIMITask

® Click Update.

To update the Automation Process Details, you need to be granted AutomationProcess-UPDATE permission. See (v. 2.2) Role
Permissions.

Control icons

® Save as file - to download the JSON file containing the automation process details, configuration parameters, and input data.
Required Permission: AutomationProcess-READ.

Fields Description
General:

Name - the automation process name.

Description (optional) - a short description of the automation process functionalities.

Module Class (optional) - the name of the module class for execution.

Capabilities (optional) - capability tags required for the automation process execution. It is possible to choose available
capabilities in the dropdown.

Repository Id Components:

Group Id

Artifact Id

Version Id

Classifier - a unique identifier that reflects the type of resource being loaded.

Capabilities:

A list of system capabilities for the automation process tasks is automatically displayed on the right-hand side of the
Automation Process Details tab.

Runs

The Runs tab contains information about all runs of a particular automation process and their statuses. You can manage the
automation process runs using control buttons. To access the Automation Processes Runs, you need to be granted AutomationProcess-
READ permission. See (v. 2.2) Role Permissions.

To launch the automation process run, you need to click the Start Run button. Required permission: AutomationProcess-ACTION.

13
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OO’ Automation Processes / IE Document Processor E NN ORNCY

©  Automation Process Details « Back to st -
START RUN
Y
Details Runs Configuration Parameters Input Data Notifications
I! Filter by text
Q ) Refresh Delete  [jz Delete All
M u]
0O rwnp Created By Creation Date Status
D 1047 System Admin 05.05.2021 16:04 @ Completed [ 1
@ |:| 1048 System Admin 05.05.2021 16:08 @® Completed []
A O 1049 System Admin 05.05.2021 16:23 @® Completed ]
a O 1054 System Admin 06.05.2021 09:32 ® Failed & ]
O 1oss System Admin 06.05.2021 09:33 ® Completed ]
ML
O 1065 System Admin 06.05.2021 11:11 Stopped Idle (%) [}
Rows per page: 10 w 1-10 0f 11 > >l

Columns Description

Run ID - numeric identifier of the particular process run.

Created By - the automation process author name.

Creation Date - the date and time when the process was created.
Status - the current status of the automation process run.

Control icons
® Stop - to stop the automation process run. Required Permission: AutomationProcess-ACTION.

® Retry - to repair the automation process run. Required Permission: AutomationProcess-ACTION.
® Delete - to delete the automation process run. Required Permission: AutomationProcess-UPDATE.

Filter by text

Filtering allows you to search the automation process by Run ID, author (Created By column) or status.

Sorting
Ascending/descending sorting is allowed for the Creation Date column.

Related pages

Clicking on the Run ID value will lead to the "Run" page of the selected automation process run. See (v. 2.2) Automation Process Run f
or more information.

Configuration Parameters

The Configuration Parameters tab displays the list of automation process parameters in the form of key-value pairs.
To access the Configuration Parameters, you need to be granted AutomationProcess-READ permission. See (v. 2.2) Role Permissions.

1 If the same parameter with a different value is present in the CS Configuration and the Node Configuration Parameters modules, the
priority is assigned in the following order: Node Configuration Parameter -> Automation Process Configuration Parameter -> CS
Configuration Parameter.

Add Configuration Parameter

There are 2 ways to Add a new configuration parameter:

® Click Create New and add configuration parameter manually. Required Permission: AutomationProcess-UPDATE

14



® Click the Upload icon and import the CSV file. Required Permission: AutomationProcess-UPDATE.

-
o:) Automation Processes / IE Document Processor E N ORCY
©  Automation Process Details « Back o list
CREATE NEW
. (=]
Details Runs Configuration Parameters Input Data Notifications
Filter by text
Q ) refresh & pownload Delete 5 Delete Al
o)
0O ey lu
=]
[0 vatchsize 100 [
D remoteExecutionService.taskTimeout 10 [ 1
~ [  executorService.poolSize 1000 [
8
ML
&
Update Configuration Parameter
To Update an existing configuration parameter, you need to:
® (Click on the corresponding configuration parameter.
® Change one of the field values.
-
...) Automation Processes / IE Document Processor EA ® ®
° Automation Process Details « Back to list - Edit Configuration X
CREATE NEW
lad Key*
Details Runs Configuration Parameters Input Data Notifications ) torSenvi si
executorservice.poolSize
Filter by text value
Q (O refresh & Download ¥ Upload Delete = Delete All 0
© B JUSON
O e lue
=]
[J  batchSize 100 [}
D remoteExecutionService.taskTimeout 10 [ 1
A [0  executorService.poolSize  —afmmmmmm— 1000 [
8
ML
&

Rows per page: 10 v 130f3

® Click Update.

To update the Automation Process Configuration Parameters, you need to be granted AutomationProcess-UPDATE permission. See (v.
2.2) Role Permissions.

Control icons
® Download - to download existing configuration parameters in CSV file. Required permission: AutomationProcess-READ.

® Delete - to delete the configuration parameter. Required Permission: AutomationProcess-UPDATE.
® Delete all - to delete all configuration parameters of this automation process. Required Permission: AutomationProcess-UPDATE.

Filter by text

Filtering allows you to search the configuration parameter by Key, Value columns.

15



Configuration parameters example

key value
acc.client.url http://by.demo.1c.eu/accounting/en/
court.judgments.court DKOHOMUYeCKNU cya r. MnHcka
sap.path C:/Program Files (x86)/SAP/FrontEnd/SAPgui/saplogon.exe

WINDOWS_APPLICATION_DRIVER_URL ' http://localhost:4723

Input Data

The Input Data tab contains the input data configuration in JSON format. To access the Input Data, you need to be granted

AutomationProcess-READ permission. See (v. 2.2) Role Permissions.

By default the input data looks as follows:

—
L L] » Automation Processes / |E Document Processor

° Automation Process Details ¢ Backto list

Details Runs Configuration Parameters Input Data Notifications

<>

Q@ O @

>

ML

o

Update Input Data

There 2 ways to Update the default input data:

® Upload File in JSON format.

L X ’ Automation Processes / |E Document Processor

° Automation Process Details « Back tolist

Details Runs Configuration Parameters Input Data Notifications

<>

C)

©

9

B

B

»n @ O

UPLOAD

Add Input Data

The data input file contains information
needed to complete the task. You can either
upload ready JSON file, or write it right in
editor. You are allowed to change "variables”
content of the input JSON, all other fields will
be ignored

»n @ @

UPLOAD

Add Input Data

The data input file contains information
needed to complete the task. You can either
upload ready JSON file, or write it right in
editor. You are allowed to change "variables"
content of the input JSON, all other fields will
be ignored

® Write JSON manually in the editor. Click Format Data icon to bring it to JSON format. Click Update.
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http://by.demo.1c.eu/accounting/en/
http://localhost:4723

LA , Automation Processes / |E Document Processor B @ ®

° Automation Process Details ¢ Backto list -
UPLOAD

s
Details Runs Configuration Parameters Input Data Notifications
"variables" <> rD Add Input Data
"_dd": "68fd24bb-2f9a-4442-9f04-a25ebf30db245"
— The data input file contains information
® needed to complete the task. You can either
upload ready JSON file, or write it right in
editor. You are allowed to change "variables"
@ content of the input JSON, all other fields will
be ignored
b
a

ML

To update the Input Data, you need to be granted AutomationProcess-UPDATE permission. See (v. 2.2) Role Permissions.

Control icons

® Format Data - to bring it to JSON format.
® Copy - to copy input data to the clipboard.

Notifications

The Notifications tab allows users to receive messages about a particular AP Run. To access the Notifications, you need to be granted
AutomationProcess-READ permission. See (v. 2.2) Role Permissions.

-

(X J ’ Automation Processes / CL Document Processor 7A @ ®

° Automation Process Details « Back to list -
CREATE NEW

Pa'd
Details Runs Configuration Parameters Input Data Notifications
F
Filter by text
Q (:) Refresh Delete
©
D Trigger Template Channel
D Completed VL AP templ Notification Chann... [}
A
Rows per page: 10 = 1-10f1
ML

Columns Description
® Trigger - the action for which the message is sent to the particular channel.

® Template - example of a message is sent to a channel.
® Channel - mailing list of contacts.
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Control icons

® Refresh - to refresh the page.
® Delete - to delete Notifications.

Required Permission: AutomationProcess-UPDATE.

—e
e ’ Automation Processes / CL Document Processor

° Automation Process Details < Back to list

Notifications

Channel

Notification Chann...

Rows per page: 10 v 1-10f 1

N
Details Runs Configuration Parameters Input Data
&
Filter by text
Q [(:) Refresh Delete ]
D Trigger Template
D Completed Document Type ..
A
ML

Filter by text

Filtering allows you to search the automation process by Trigger, Template and Channel.

Sorting

Ascending/descending sorting is allowed for the Trigger, Template and Channel columns.

Create a New Notification
To create a New Notification:

1. Click "Create New" button.

2. In the New Notification pop-up panel enter Trigger, Chanel, Template.

3. Click CREATE.

18
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LA ’ Automation Processes / CL Document Processor YA @ ®
° Automation Process Details < Back to list - New Notification X
CREATE NEW
» . . . . Trigger *
Details Runs Configuration Parameters Input Data Notifications
-
& *
Filter by text Channel
-
Q (:) Refresh Delete
@ Template *
D Trigger Template Channel
D Completed VL AP templ Notification Chann... [}
b
Rows per page: 10 « 1-10f 1
ML

To create the Automation Process Notifications, you need to be granted AutomationProcess-UPDATE permission. See (v. 2.2) Role
Permissions.

Update Notifications

To Update an existing notification parameters, you need to:

® Click on the corresponding notification.
® Change one of the field values.

—e
oo ’ Automation Processes / CL Document Processor By @ ®
° Automation Process Details < Backto list - Edit Notification X
CREATE NEW
N Trigger *
Details Runs Configuration Parameters Input Data Notifications
Completed -
& *
Filter by text Channel
Notification Channel -
Q (:) Refresh Delete
@ Template *
VL AP templ -
D Trigger < Template Channel
E] Completed VL AP templ Notification Chann... Ap—— i
A
Rows per page: 10 v 1-10f 1 UPDATE
ML

® Click Update.
To update the Automation Process Notifications, you need to be granted AutomationProcess-UPDATE permission, Channel-READ and

Template-READ. See (v. 2.2) Role Permissions.

Delete Notifications
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There 2 ways to Delete Notifications:

® Press control icon Delete.

L
oo ’ Automation Processes / CL Document Processor

° Automation Process Details ¢« Backto list

Pa'd
Details Runs Configuration Parameters Input Data Notifications
|—. Filter by text
Q (:) Refresh Delete
©
D Trigger N Template
[ completed VL AP templ
[ submitted Document Type ...
b
ML

® Choose the particular (or all) Notification and press icon Delete.

oo ’ Automation Processes / CL Document Processor

° Automation Process Details ¢« Backto list

N7
Details Runs Configuration Parameters Input Data Notifications
&
Filter by text
Q (:) Fefresh
= Trigger Template
[ completed VL AP templ
Submitted Document Type ...
A
ML

Channel

Notification Chann...

Notification Chann...

Rows per page:

Channel

Notification Chann...

Notification Chann...

Rows per page:

You need to be granted AutomationProcess-UPDATE permission. See (v. 2.2) Role Permissions.
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(v. 2.2) Automation Process Run

® History
® Event Log
® Automation Process Run Status Lifecycle

The Runs page contains detailed information about a particular automation process run, its history, and event log which help users to
monitor particular process execution. To view the list of the automation process runs, you need to be granted AutomationProcess-
READ permissions. See (v. 2.2) Role Permissions.

To navigate to the Run page, you need to:

® Navigate to the Automation Processes module.
® Click on the corresponding Automation Process Name.
® Click on the corresponding Automation Process Run ID. Required Permissions: AutomationProcess-READ.

-—e
o0 ’ Automation Processes / |E Document Processor x‘\ @ ®

° Automation Process Details ¢ Backto list
START RUN

N
Details Runs Configuration Parameters Input Data Notifications
@
Filter by text
Q () Refresh Delete  [jz Delete All
(C]
O Ruwid Created By Creation Date Status
D 1049 af—— System Admin 05.05.2021 16:23 @ Completed ']
D 1054 System Admin 06.05.2021 09:32 @ Failed (’ ']
-
D 1055 System Admin 06.05.2021 09:33 @ Completed [}
a |:| 1065 System Admin 06.05.2021 11:11 Stopped Idle @ ']
ML
Rows per page: 10 » 1-10 of 11 > >1

Each run has information about a user who started the Automation Process and start Date/Time and actions to Stop, Retry and Delete
the automation process run (enabled for the corresponding Automation Process Run Status Lifecycle).

-
o0 ’ Automation Processes / |E Document Processor / 1028 EA @ ®
° Run & Backtolist Stop Rety [J Delete
~ NODE 4 dedicated user on 05.05.2021 10:00
History Event log
& IEDocumenits (:) Refresh | #% Diagram Code Table
I@\
v v v v v
@ [ ] o [ J [ ] ®
Prepare OCR T... Prepare OCRT... Prepare OCRT... Prepare OCRT... Prepare OCR T...
-
v v v v v
@ C @ C @ J @ J @ C
ML OCR OCR OCR OCR OCR
86%v + —
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History

The History tab displays the automation process steps in either Diagram, Code or Table representation. To access the Automation
Processes Run History, you need to be granted AutomationProcess-READ permission. See (v. 2.2) Role Permissions.

-
o0 ’ Automation Processes / |E Document Processor / 1028 YA ® ®
° Run ¢ Backtolist Stop Rety [ Delete |IE Document Processor X
~ i NODE 4 dedicated user on 05.05.2021 10:00 Module details
History Event log
RunUUID  233b3d79-8689-482b-b273-1b21e07c434e
. . o ‘
yl Refresh ao Diagram Code Table Module class  eu.ibagroup.easyrpa.ap.iedp.leDocumentProcessor
Module name  IE Document Processor
—~ . |
@ \ IEDocument... ¥ Module description  Buildin DpDocument Processor for IE.
Status COMPLETED
@ v v W v L 2
L4 o ® @ completed
Prepare OCRT. Prepare OCRT... Prepare OCR T... Prepare OCR Task
A 05 May 2021 09:47 - 05 May 2021 09:48
43fb701c-53fe-4ced-86ab-3e8e1e611882
eu.ibagroup.easyrpa.ap.dp.tasks.PrepareOcrTask
a8 | |
A 4 v w v L 4
@ O @ O @ < 5] < @ C
ML OCR OCR OCR OCR
69%v + —

Control icons

Stop - to stop the automation process run. Required Permission: AutomationProcess-ACTION.
Retry - to repair the automation process run. Required Permission: AutomationProcess-ACTION.
Delete - to delete the automation process run. Required Permission: AutomationProcess-UPDATE.
Refresh - to pull the last process run state from the server and see all the completed steps.
Diagram/Code/Table toggle - to switch between Diagram, Code or Table representation.

Diagram
The first step describes the general information about the process run:

Run uuid (example: 683b293d-bf6b-44ab-9430-7de269bda187)

Module class (example: eu.ibagroup.easyrpa.demo.debtors.DebtorsAnalysisFullDemoAp)
Module name (example: Debtor analysis full demo)

Module description

Status (example: OK/ERROR)

The subsequent steps describe every task executed by the bot with Input/Output for each step in JSON format. It is possible to copy
data to clipboard or maximize for easy viewing.
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-—e
o0 ’ Automation Processes / |E Document Processor / 1028 ‘,QA @ ®

° Run & Backtolist Stop Retry [ Delete Prepare OCR Task X
N .
History Eventlog NODE 4 dedicated user on 05.05.2021 10:00 Show Task Tree 7 View Eventlog A View Node Log
. . Task Input JSON  ~
) Refresh do Diagram Code Table

Task Output JSSON  ~

IE Document

@

ra
"variables" rD )

I§I "ocr.task.data": "
5 I
. .
Prepare OCRT Prepare OCRT. + Prepare OCRT. " o Comp\eled
. + Prepare OCR Task
T 05 May 2021 09:47 - 05 May 2021 09:48
o 43fb707c-53fe-4ced-86ab-3e8e1e61f882
eu.ibagroup.easyrpa.ap.dp.tasks.PrepareOcrTask
E O O J Q U O
ock ock ock ock ocR
|
ML
56%v + —
. . . °

Event Log

The Event Log tab displays the logs of the particular automation process run. To access the Automation Processes Run Event Log, you
need to be granted AutomationProcess-READ permission. See (v. 2.2) Role Permissions.

P
.~0) Automation Processes / |E Document Processor / 1028 ‘,QA @ ®
° Run ¢ Backto list [ Stop Retry EI- Delete I
fad NODE 4 dedicated user on 05.05.2021 10:00
History Event log
Search by text
Filter by severity View columns
Q I C) Refresh Autorefresh ALL ~  timestamp, severity, node name ~  Sort by timestamp T
—~
©
[2021-05-05 ©9:49:36.523] [/easyrpa_ocr_1] ded60786-53bb-43b5-adf0-ae123f391362 OCR Task finished
[2021-05-05 ©9:49:30.528] [CS]  Completing OCR Task ded60786-53bb-43b5-adf@-ae123f391362 ra |—D 3
=] [2021-05-05 ©9:49:30.628] [CS]  Retransmitting [233b3d79-8689-482b-b273-1b21e07c434e, ded60786-53bb-43b5-adf0-2e123F391362] to node NODE 4 o -
[2021-05-05 ©9:49:30.816] [cs] Assigning [233b3d79-8689-482b-b273-1b21e07c434e, 2d844cf2-6b25-42c1-9346-5d4f8677997e] on node NODE 2
[2021-05-05 ©9:49:34.923] [CS]  Retransmitting [233b3d79-8689-482b-b273-1b21e07c434e, 10537780-4593-4198-b43e-e77acclBeb3d] to node NODE 4
@ [2021-065-05 ©9:49:34.961] [CS]  Assigning [233b3d79-8689-482b-b273-1b21e07cd34e, 2e0225dc-f286-4319-9c28-58369e19a3fc] on node null
[2021-05-05 ©9:49:34.961] [CS]  Sending notification Node with id null and trigger ASSIGN
[2021-05-05 ©9:49:34.985] [CS]  Creating Human Task for task 2e0225dc-f286-4319-9c28-58369e19a3fc
A [2021-05-05 ©9:49:35.107] [CS]  Sending notification DocumentType with id 1038 and trigger AVAILABLE
[2021-05-05 ©9:49:35.110] [CS]  Human Task 1018 injected ino workspace for task 2e0225dc-f286-4319-9c28-58369e19a3fc
[2021-05-05 ©9:49:39.275] [NODE 4] Got notification ApModuleNotification(command=taskNotify, param=2d844cf2-6b25-42c1-0346-5d4f867997e) for runluid: 233b3d79-8689-482b-b2
E [2021-05-05 ©9:49:39.478] [NODE 4] Got notification ApModuleNotification(command=taskNotify, param=2d844cf2-6b25-42c1-9346-5d4f8677997e) for runluid: 233b3d79-8689-482b-b2
[2021-05-05 ©9:49:39.759] [NODE 1] Received Run: ap IE Document Processor, runUuid 233b3d79-8689-482b-b273-1b21e@7c434e, taskUuid Taf1-4 béb da23ds, dov.
[2021-05-05 ©9:49:39.759] [NODE 1] AP 68fd24bb-2f9a-4442-97@4-a25ebf30db24 working directory is ci\easy_rpa\node_agent\node_@1\ap-run\233b3d79-8689-482b-b273-1b21e07c434e~
[2021-05-05 ©9:49:39.759] 1 [NODE 1] RunConfiguration was cha by SELENIUM_STANDALONE feature.
ML [2021-05-05 ©9:49:39.963] [NODE 1] Downloaded: https://16.224.8.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-iedp-ap/2.1-SNAPSHOT /maven-metadata.xml (337 B at 5.
[2021-05-05 ©9:49:40.603] [NODE 1] Executing command [java, -Dfile.encoding=UTF-8, -Dlog.appenders=ELASTIC-AP, -DRUN_UUID=233b3d79-8689-482b-b273-1b21e@7c434e, -DTASK_UUID
"t AT AT nniansan caen FMARE 11 Convbnd memnnmm wisle mid 00N
&

Control icons

Stop - to stop the automation process run. Required Permission: AutomationProcess-ACTION.
Retry - to repair the automation process run. Required Permission: AutomationProcess-ACTION.
Delete - to delete the automation process run. Required Permission: AutomationProcess-UPDATE.
Refresh - to pull the latest logs from the server.

Autorefresh checkbox - to turn on/off an automatic refresh of logs.

Search by text

You can search for a particular log by its text. The logs found are highlighted in yellow.

Filter by severity
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Filtering allows you to choose the level of severity of the displayed logs from the dropdown menu. The available options are as follows:

Filter by severity View columns

o Refresh Autorefresh ALL ~  timestamp, severity, node name v

e -

o - - © ALL e - R

ocr_1] ded6@786-53bb-43b5-adf@-ael23f391

Completing OCR Task deds@786-53bb-43b5-a (:) TRACE ::
Retransmitting [233b3d72-8689-482b-b273- B-ael23f391362] to node NODE 4

Assigning [233b3d79-8689-482b-b273-1b21e C) DEBUG f86f7997e] on node NODE 2

Retransmitting [233b3d72-8689-482b-b273- e-e77accl8eb3d] to node NODE 4

Assigning [233b3d79-8683-482b-b273-1b21e C) INFO 69el19a3fc] on node null

Sending notification Node with id null a

Creating Human Task for task 2e0225dc-f2 () WARN

Sending notification DocumentType with i

Human Task 1018 injected ino workspace f () ERROR 8el19a3fc

Got notification ApModuleNotification(co 5-42¢c1-9346-5d4f86f7997e) for runUuid: 2:

Got notification ApModuleNotdification(commano=raskNoTrryyparan=2a899cTZ=6025-42c1-9346-5d4f8677997e) for runluid: 2:
Received Run: ap IE Document Processor, runUuid 233b3d79-8689-482b-b273-1b21e07c434e, tasklUuid ac5beecbh-7afl-49a8-bé&

View columns

You can add or remove the columns timestamp/severity/node name from the event log view.

Filter by severity View columns
ALL +  severity, node name 4~ Sortby timestamp T

8689-482b-b273-1b21e67c434e, taskUuid null, dow |_J timestamp
is ci\easy_rpa\node_agentinode_04\ap-run\233b3

| 2 @[ 2
severity =
group/eu/ibagroup/easy-rpa-iedp-ap,/2.1-SNAPSHOT [/sec)
groupfeu/ibagroup/easy-rpa-iedp-ap/2.1-SNAPSHOT v node name 29 KB at 362.8 KB/sec
SNAPSHOT from group (https://10.224.8.35/nexus/ releases+snapshots)
group/eu/ibagroup/easy-rpa-iedp-ap/2.1-SNAPSHOT pmaven=metadatanXmmSSyBNatSTsKE / sec)
group/eu/ibagroup/easy-rpa-iedp-ap/2.1-SNAPSHOT feasy-rpa-iedp-ap-2.1-SNAPSHOT.pom (2 KB at 22.0 KB/sec)

Sort by timestamp
Ascending/descending logs sorting by the timestamp is allowed.

In the upper-right corner of the logs window there are buttons for opening logs in the full browser window, copying logs to the
clipboard and downloading a .txt file with logs:
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-
o0 ’ Automation Processes / |E Document Processor / 1028

@ o @

>

ML

&

"Not Full Logs" indicator appears at the bottom

Run & Backto list

History

Search by text

Q

[2021-05-05
[2021-05-05
[2021-05-65
[2021-05-05
[2021-05-85
[2021-05-05
[2021-05-05
[2021-05-05
[2021-05-05
[2021-05-05
[2021-05-05
[2021-05-05
[2021-05-05
[2021-05-05
[2021-05-05
[2021-05-05
[2021-05-05

[2021-05-05
-

Event log

09:47:12.181
197
228
©9:47:12.509
790
09:47:12.790
041
259
290
©9:47:13.540

©9:47:12.
09:47:12.

©9:47:12.

©9:47:13.
©9:47:13.
09:47:13.

©9:47:13.821
087
©9:47:14.369
634
©9:47:14.900

©9:47:14.

09:47:14.

09:47:15.165

©9:47:17.183
©9:47:17.380

[WARN]

[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[NODE
[cs]
[cs]

4]
4]
4]
4]
4]
4]
4]
4]
4]
4]
4]
4]
4]
4]
4]
4]

ENNORNC)

Stop Retry  [J Delete

NODE 4 dedicated user on 05.05.2021 10:00

View columns
severity, node name, timestamp -

Filter by severity

(:) Refresh ALL -

Autorefresh
Sort by timestamp T

Received Run: ap IE Document Processor, runUuid 233b3d79-8689-482b-b273-1b21e07c434e, taskUuid null, downloadpes o
AP 68fd24bb-2f92-4442-9f04-225ebf30db24 working directory is ci\easy_rpa\node_agent\node_04\ap-run\233b3d79-86: 9-482b—b27r-1J21
RunConfiguration was changed by SELENIUM_STANDALONE feature
Downloaded:

7 B at

https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-iedp-ap/2.1-SNAPSHOT /mavendgetadata.xnl (

Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa—iedp-ap/2.1-SNAPSHOT /easy-rpa-iedp-ap-2.1-SNAPSHOT. j
Downloaded artifact eu.ibagroupieasy-rpa-iedp-apijar:2.1-SNAPSHOT from group (http:

/1@.224.0.35/nexus/repository/easyrpa-group/, defau
Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-iedp-ap/2.1-SNAPSHOT /maven-netadata.xml (337 B at 3.
Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-iedp-ap/2.1-SNAPSHOT /easy-rpa-iedp-ap-2.1-SNAPSHOT.p
Downloaded artifact eu.ibagroup:easy-rpa-iedp-ap:pom:2.1-SNAPSHOT from group (https://16.224.0.35/nexus/repository/easyrpa-group/, defau
Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-aps/2.1-SNAPSHOT/maven-metadata.xml (333 B at 4.2 KB
Downloaded: httpsi//10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-engine-parent/2.1-SNAPSHOT /maven-metadata.xml (343 B
Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-dp-ap/2.1-SNAPSHOT /maven-metadata.xnl (335 B at 3.0
Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-engine/2.1-SNAPSHOT /maven-metadata.xnl (336 B at 4.2
Downloaded: https://10.224.8.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-parent/2.1-SNAPSHOT /maven-metadata.xnl (336 B at 4.2
Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-be-communication/2.1-SNAPSHOT /maven-metadata.xml (34
Downloaded: httpsi//10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-engine-api/2.1-SNAPSHOT/maven-metadata.xnl (340 B at
https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-iedp-ap/2.1-SNAPSHOT /maven-netadata.xml (337 B at 4.

https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-iedp-ap/2.1-SNAPSHOT /maven-metadata.xnl (337 B at 5.

Downloaded:

Downloaded:

2021 IBA Group. All rights reserved. v2.1.0-34908/2.1-SNAPSHOT-3494

right corner when the log becomes too long for one page.

To download full logs use Download button:

View columns

timestamp, severity

class candidate for launch.

in class candidate for launch.

lass candidate for launch.

Sort by timestamp T

Download Full Logs

To copy the displayed logs only use Copy button:

View columns

timestamp, severity

n class candidate for launch.

ion class candidate for launch.

:lass candidate for launch.

S Y B
v Sort by timestamp T
Copy
o BN B4
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The following section describes the life cycle of the automation process and the corresponding statuses that it may have.

Automation Process Run Status Lifecycle

Submitted - transient status responsible for downloading artifacts and their capabilities that are necessary for starting the AP.

® Queued - describes the state when the automation process gets queued on the Control Server side and is waiting for a free
node (one in status Idle) on which it can be executed. The node is searched among not dedicated nodes on Control Server
based on the capabilities described in (v. 2.2) Automation Process Details (Details tab). The "Queued" status is received by the
process immediately after clicking the "Start run" button if the required node is busy, and is active until the necessary node is
found.

® Deploying on Node - the automation process receives the status when it finds the node required for its execution and is
assigning to that node.
In Progress - describes the state when the automation process is executed on the node.
Stopping - transient status responsible for stopping the automation process run. The AP receives the status immediately after
clicking the "Stop" icon.

® Stopped - the automation process receives the status when its execution is stopped. It is possible to retry stopped automation
processes.

® Stopped Idle - the automation process receives the status when nothing happened with the task for some time. For example,
Human tasks are in the Workspace without changes.

® Failed - describes the automation process that is failed with an error. The details of the error can be found in the "Event Log"
of the automation process run.

® Completed - indicates the successful completion of the automation process run.

Control icons

The following actions can be applied to the automation processes with corresponding statuses:

Stop Retry Delete

Submitted
Queued

Deploying on node
In Progress
Stopping

Stopped

Stopped Idle
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Failed

Completed
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(v. 2.2) Dedicated Automation Processes

The EasyRPA Control Server allows running Dedicated Automation Processes, that can be launched by the users on their own machines.

® Dedicated Automation Processes Overview
® (Create a Dedicated Automation Process
® Start a Dedicated Automation Process Run

Dedicated Automation Processes Overview

The automation processes intended for a specifically dedicated node (or groups of nodes) are configured by the administrator and
marked as Dedicated on the Control Server side. The node agent is installed on the working machine, where the user operates. The
dedicated user can navigate to the user-friendly dashboard with all dedicated automation processes and launch them with one click (it
is not possible to start a dedicated AP run from the Control Server).

Create a Dedicated Automation Process

To create a Dedicated Automation Process you need to:

® Navigate to the Automation Process Details section.
® Enable the Dedicated mode.
® Choose the appropriate Dedicated Nodes.

If the automation process is dedicated, then the Capabilities do not work and the assignment of automation processes occurs on a
specifically dedicated node (there may be several of them).

-
L1 ’ Automation Processes / Invoice Plane Automation YA @ @
° Automation Process Details ¢ Backto list
SAVE AS FILE
Pad
Details Runs Configuration Parameters Input Data Notifications
General Repository Id Components Capabilities
— o
® Invoice Plane Automation Dedicated eu.ibagroup.samples.ap Task
Descript Artifact Id X
\§| Extracts unique products easyrpa-invoiceplane-ap eu.ibagroup.easyrpa.ap.productsreader.task.GenerateAndSendReportTask
ouieEss veE eu.ibagroup.easyrpa.ap.productsreader.task.CollectUniqueProducts
@ eu.ibagroup.easyrpa.ap.productsreader. ProductsRead.. 2.1-SNAPSHOT
Dedicated Nodes Classifie
S v
E . Dedicated
ML

Start a Dedicated Automation Process Run

To launch the Dedicated Automation Process assigned by the administrator, the user needs to:

Launch a web browser on the working machine.

Connect via a special URL (which ends with /dap) to the Control Server (e.g. https://10.224.0.35/dap).
Get into the view, which shows dedicated automation processes assigned to the machine.

Click start run for the appropriate automation process.
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& C @& 10.2240235/dap
—

*
)

° Dedicated AP
-~ (:) Refresh

Invoice Plane Automation

Ready for start
Extracts unique products

(& The process is successfully started!

2021 IBA Group
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(v. 2.2) Capabilities: Automation Process-to-Node
Communication

The decision on which Node the Automation Process will be launched is made based on the Capabilities. While launching, the AP checks
whether there are available nodes with a suitable set of capabilities for the automation process execution. If the necessary node is
found, the AP starts to run on that node. Capabilities are presented as a system of linking tags.

-
o0 ’ Automation Processes / Invoice Plane Automation X-A @ @

° Automation Process Details ¢ Backto list -
SAVE AS FILE

v
Details Runs Configuration Parameters Input Data Notifications
& General Repository Id Components Capabilities
Name Group Id *
'® Invoice Plane Automation eu.ibagroup.samples.ap Task
Description Artifact Id * :
@ Extracts unique products easy-pa-invoiceplane-ap eu.ibagroup.easyrpa.ap.productsreader.task.GenerateAndSendReportTask
Module Class Version Id* eu.ibagroup.easyrpa.ap.productsreader.task. CollectUniqueProducts
@ eu.ibagroup.easyrpa.ap.productsreader. ProductsRead.. 2.1-SNAPSHOT
Classifier
-
E 1D Dedicated
"

The EasyRPA Control Server allows executing the automation processes on the nodes. Node - is any machine where the node agent,
the EasyRPA Control Server client, is installed. The node agent must be configured according to the configuration from the Control
Server. See Node Management Configure a new Node. The Automation Processes are linked to the Nodes with the capability labels.
Capabilities - are tags assigned to the Nodes and Automation Processes. When the new Node instance is created on the Control Server,
the administrator specifies which capabilities the node supports.

1 For example, if the node can serve requests for the automation of SAP applications (i.e. is configured by the administrator to serve

SAP applications), the tag SAP should be added to the Capabilities of the node. Automation processes that automate SAP must also
have the SAP capability tag so that the process can be passed to a node that supports this functionality.

—
‘y Node Management / NODE 4 3@\ @ @

° Node Details ¢ Backtolist
g Download C) Restart (1) Shutdown

™7
Details Configuration Parameters Runs Features Node Logs Notifications
& General Node Agent Features
Name * Version 2.1-SNAPSHOT-35303 AP_RUN
—~
() NODE4 CPU 32 Status:  Enabled
Running in all AP run mode. AP: 0 of 8 executors are busy. Tasks: 0 of 1 executors are busy
Description
Total memory 2.71 GB
@ SELENIUM_HUB
Working Direct Free memory  2.34 GB Status:  Disabled
Working ectory
) . 1P addresses  10.224.0.32
@ c:\easy_rpa\node_agent\node_04 addresses SELENIUM_NODE
Status: Disabled
Capabilities
SELENIUM_STANDALONE
A SAP X AP_RUN X
X Status:  Enabled
SELENIUM X | Healthy: ves
E Running (0) since 2021-05-12T14:34:48.525+03:00[Europe/Minsk
JD Dedicated
ML UPDATE
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The Automation Process that needs several capabilities for the execution (multiple Capability tags are specified) will look for the node
that has all these capabilities. If the necessary node is not found, the automation process will receive the status "Deploying on Node",
it means that the system is waiting for the node with all the required capability to execute the automation process. As soon as the AP
finds a node with the required capabilities, it receives the status "Queued", which means that the AP is in the queue for processing.

When the process starts execution, it receives the status "In Progress". For more information about the automation process workflow,
see Automation Process Run Status Lifecycle.
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(v. 2.2) Runs Management

The Runs Management module allows users to manage and display active Automation Processes Runs at the moment.

-

o) wn @ ®
° Runs Management
N Filter by text View statuses
Q Deploying on Node, Stopped... = (%) pefresh Retry Stop Delete () Stopallactive
-
O R Created By Creation Date ), Status

@

v D CL Document Processor / 1065 Nastassia Burak 03.05.2021 16:20 Stopped Idle A [
@ v D IE Document Processor / 1055 Hanna Zaprutskaya 30.04.2021 10:50 Stopped Idle A [
@ v D HT Sample / 1034 System Admin 28.04.2021 15:38 Stopped Idle A [
~
ML
@ 10w -30f3

Active runs

By default the module displays all Automation Processes Runs in the following statuses: Deploying on Node, In Progress, Stopping,
Stopped Idle, Queued (See Automation Process Run Status Lifecycle). Runs in Stopped, Submitted, Failed, Completed statuses can be
displayed as well.

-

D) wn @ @
° Runs Management
N Filter by text View statuses
O\ Deploying on Node, In Progr... ~ (:) Refresh Retry Stop Delete @ Stop all active
O R Created By Creation Date ), Status

,®\

v D CL Document Processor / 1066 Nastassia Burak 03.05.2021 16:35 @ InProgress A @ []
@ v D CL Document Processor / 1065 Nastassia Burak 03.05.2021 16:20 Stopped Idle A (7] [
@ v D IE Document Processor / 1055 Hanna Zaprutskaya 30.04.2021 10:50 Stopped Idle A @ [
A v D HT Sample / 1034 System Admin 28.04.2021 15:38 Stopped Idle A @ [
E v D JNLP/WebStart Demo RI Local / 1026 System Admin 28.04.2021 12:59 @ Stopping A @ [
ML
i:ﬂ) Rows per page: 10 ¥ 1-50f5

Columns Description
® Run ID - The Automation Process Name and a numeric identifier of the particular process run. By clicking on the Run Id, you

can see the history of the particular process run.
® Created By - the automation process run author name.
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® Creation Date - the date and time when the process was created.
® Status - the current status of the automation process run.

Control icons

—e
es) wn @ @
° Runs Management
N Filter by text View statuses
Q Deploying on Node, In Progr... + C) Refresh Retry Stop Delete () Stop all active }
O e Created By Creation Date Status
©
v D CL Document Processor / 1063 Nastassia Burak 03.05.2021 16:06 @ In Progress [ A @ []

@ v D IE Document Processor / 1055 Hanna Zaprutskaya 30.04.2021 10:50 Stopped Idle 2 @ (]
@ v D HT Sample / 1034 System Admin 28.04.2021 15:38 Stopped Idle A (%) ]
A v D JNLP/WebStart Demo RI Local / 1026 System Admin 28.04.2021 12:59 @ Stopping A @ []
ML

@3 Rows perpage: 10 ¥ 1-40f 4

Refresh - to pull the last processes runs from the server.
Retry - to repair the automation process run. Available for runs with statuses Failed, Stopped. Required Permission:
AutomationProcess-ACTION. See (v. 2.2) Role Permissions.

® Stop - to stop the automation process run. Available for runs with statuses Deploying on Node, In Progress, Stopping, Stopped
Idle, Queued. Required Permission: AutomationProcess-ACTION. See (v. 2.2) Role Permissions.

® Stop all active - to stop all automation process runs in Deploying on Node, In Progress, Stopping, Stopped Idle and Queued
statuses. This action will stop launches in the specified statuses, even if other statuses are displayed in the table. Required
Permission: AutomationProcess-ACTION. See (v. 2.2) Role Permissions.

® Delete - to delete the selected automation process run. Required Permission: AutomationProcess-DELETE. See (v. 2.2) Role
Permissions.

® Open run log - to see the logs of the particular automation process run. See Automation Process Run for more
information. Required Permission: AutomationProcess-READ. See (v. 2.2) Role Permissions.

Filter by text

Filtering allows you to search the Automation Processes run by Run ID, Created By, Status columns.

View statuses

Filtering allows you to choose statuses in the View statuses dropdown.
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-

° Runs Management

™ Filter by text View statuses
Q Deploying on Node, In Progr... (:) Refresh Retry Stop Delete  (Z) Stop all active
@ Deploying on Node
D Run ID 1By Creation Date Status

In Progress

@

v D CL Document Processor / 1064 Stopping sia Burak 03.05.2021 16:14 @ InProgress A @

= v [0 IE Document Processor / 1055 Stopped Idle Zaprutskaya 30.04.2021 10:50 Stopped Idle A %)
Queued

@ v D HT Sample / 1034 1 Admin 28.04.2021 15:38 Stopped Idle Vd @
O stopped

A v D JNLP/WebStart Demo Rl Local / 1 1 Admin 28.04.2021 12:59 @ Stopping yd [7)
O completed

g O Submitted
O Failed

ML

@3 Rows perpage: 10 w 1-40f4

Sorting

Ascending/descending sorting is allowed for the Creation Date and Status columns.

Tasks
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After clicking on the

icon - table with all tasks for the Run is opened.

The table contains all the tasks and corresponding Nodes, on which the Runs are performed.

-0

0
>

ML

-0

0
>

Q@ DO a

>

ML

WO
Runs Management
Filter by text View statuses
O\ Deploying on Node, In Progr... ~ (:) Refresh Retry Stop Delete @ Stop all active
D Run D Created By Creation Date \}, Status
D CL Document Processor / 1064 Nastassia Burak 03.05.2021 16:14 @ InProgress A @ [}
O  EDocument Processor / 1055 Hanna Zaprutskaya 30.04.2021 10:50 Stopped Idle A @ 8
D HT Sample / 1034 System Admin 28.04.2021 15:38 Stopped Idle A [7) [
D JNLP/WebStart Demo RI Local / 1026 System Admin 28.04.2021 12:59 @® Stopping A @ [
Rows per page 10 = 1-4 of 4
All tasks in the Run are displayed in the table.
WO
Runs Management
Filter by text View statuses
Q Deploying on Node, In Progr... ~ (:) Refresh Retry Stop Delete @ Stop all active
D Run ID Created By Creation Date {, Status
v D CL Document Processor / 1064 Nastassia Burak 03.05.2021 16:14 @ InProgress A @ [
~ D IE Document Processor / 1055 Hanna Zaprutskaya 30.04.2021 10:50 Stopped Idle A @ []
Task Name Task Description Node Name Start Date End Date Status
Human Task Built-in Human Task. Control Server 30.04.2021 10:52 03.05.2021 16:18 @ InProgress
Human Task Built-in Human Task. Control Server 30.04.2021 10:52 03.05.2021 16:18 @ InProgress
Human Task Built-in Human Task. Control Server 30.04.2021 10:52 03.05.2021 16:18 @ InProgress
Prepare Human Task NODE 3 30.04.2021 10:52 30.04.2021 10:52 @ Completed
Prepare Human Task NODE 4 30.04.2021 10:52 30.04.2021 10:52 @® Completed
Rows per page: 10 = 1-4 of 4

Columns Description:

Task Name - the name of the task.

Task Description - a short description of the task functionalities.

Node Name - the node name, after clicking on the Name - you redirect on the Node Logs. If a Node is not needed for task
execution, "Control Server" is displayed.
Start Date - the date and time when the task was created.
End Date - the date and time when the task has lasted.

Status - current status of the task.
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When the Run has no tasks - the 'No Tasks' message appears.

° Runs Management

Retry Stop

Creation Date

28.04.2021 13:08

28.04.2021 10:29

N Filter by text View statuses
Q Failed, Deploying on Node, I... v (:) Refresh
=
O o Created By

© -

v [0  JNLP/Webstart Demo RI Local / 1027 System Admin

~ O  JNLP/Webstart Demo / 1019 NODE 1 dedicated user
A

JNLP/WebsStart Demo / 1018

ML v [ JNLP/WebStart Demo RI Local / 1017

No Tasks

NODE 1 dedicated user

RI NODE dedicated user

When you click on the icon "" - the task table is hidden.
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Delete

@ Stop all active

Status

@ Failed

@ Failed

@ Failed

@ Failed

Rows per page: 20 ¥

A

1-130f 13
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(v. 2.2) Schedules

® (v. 2.2) Schedule an Automation Process
® (v. 2.2) Schedule Statuses Life Cycle
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(v. 2.2) Schedule an Automation Process

Create a New Schedule

View/Edit a Schedule via a right-side panel
Schedule Details

View/Edit a Schedule via Schedule Details
Schedule Runs

Notifications

Create a New Notification

Update Notifications

Delete Notifications

Besides running your automation process manually, you can set up a schedule to run the automation process periodically at fixed
times, dates, or intervals.

Create a New Schedule
To create a schedule:

1. Go to the Schedules module and click Create New.

e
o) »n @O @
° Schedules
~ Filter by text
Q ) Refresh Enable Disable Delete

O  Neme Process Name Created By Creation Date Status

[CR s
[OJ  cLschedule CL Document Processor System Admin 06.05.2021 15:34 @ Completed @ 2 []

| D IE Schedule IE Document Processor System Admin 06.05.2021 15:41 Scheduled @ 2 [}
D Invoice Shedules Invoice Plane Automation Darya Trotskaya 06.05.2021 16:55 @ Disabled @ 2 ]

A

ML

5:03 10« 1-30f 3

2. In the New Schedule pop-up panel:

Enter a unique name to distinguish the schedule.

Enter description optionally.

Select the automation process you need to run.

Set the schedule period (type in start and end dates in the mm/dd/YYYY format or select the values from the dropdown
menus).

® Set the schedule frequency using CRON expression.

1. The schedule will be triggered according to the schedule frequency only within the schedule period.
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-
o0

B e B R

>

ML

Schedules

Filter by text

Q

Name

CL Schedule

IE Schedule

O 0O 0o o

Invoice Shedules

3. Click Create button.

View/Edit a Schedule via a right-side panel

(:) Refresh

Process Name
CL Document Processor
|E Document Processor

Invoice Plane Automation

Enable Disable

Created By

System Admin

System Admin

Darya Trotskaya

Delete

Creation Date

06.05.2021 15:34

06.05.2021 15:41

06.05.2021 16:55

Rows per page

Status

@® Completed

Scheduled

@ Disabled

10«

CREATE NEW

2, ]
2, []
2, []

wn @ O

New Schedule X

CL Schedule 2

Description

Automation Process *

CL Document Processor v

Schedule Period

Start Date

05/06/2021 B8

End Date

05/07/2021 B8

Frequency Current Server Time 2021-05-06 16:5:

Cro 55
051765*

What is CRON?

At 05:05 PM, on day 6 of the month, only in May

CREATE

To view the detailed information about an existing schedule, click at any place in the corresponding row of the automation process
schedule and the information pop-up will appear. To edit the information about a particular schedule, edit necessary fields at the
information pop-up and click the Update button.

-

Q@ P @ B 3

>

ML

Schedules

Filter by text

Q
O nNeme
D CL Schedule
D IE Schedule
[0  Invoice Shedules
D CL Schedule 2

Schedule Details

The Details tab displays the Run schedule and the Schedule settings.

(:) Refresh

Process Name

CL Document Processor
IE Document Processor
Invoice Plane Automation

CL Document Processor

To view/edit Schedule details, you need to:

Enable Disable

Created By

System Admin

System Admin

Darya Trotskaya

Darya Trotskaya

Delete

Creation Date

06.05.2021 15:34

06.05.2021 15:41

06.05.2021 16:55

06.05.2021 17:02

Rows per page:
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Status

@® Completed

Scheduled

@ Disabled

@® Completed

10 = 1-40f 4

e ® © ©o

CREATE NEW

2 [ ]
2, [}
2 [ ]
2 [ ]

»n @ O

Edit Schedule X
General

Name *
CL Schedule

Description

for 05/06/2021

Schedule Period
Start Date

05/06/2021 (]

End Date

05/07/2021 B

Frequency Curr rver Time 2021-05-06 1706

Cron Ex s
501565%

DETAILS UPDATE




® Navigate to the Schedules module and Click on the corresponding Schedule Name.

oe) O O
©  Schedules
(CREATE NEW
N~ Fil v tex
Q @ Refresh Enable Disable Delete
O Pro Created By Creation Date Status
O
[0  cLschedule <= CL Document Processor System Admin 06.05.2021 1534 @ completed %) 2, ]
=] 0O  ieschedule IE Document Processor System Admin 06.05.2021 15:41 Scheduled o 2 (]
D Invoice Shedules Invoice Plane Automation Darya Trotskaya 06.05.2021 16:55 @ Disabled @ 2 | ]
X O  cuschedule2 CL Document Processor Darya Trotskaya 06.05.202117:02 @ Completed o 2 (]
ML
& Rows per page: 10 v 140f4

or

® Navigate to the Schedules module, Click on the corresponding row with the Schedule, and at the pop-up panel click Details.

-
oo »n @ O
©  schedules Edit Schedule X
~ Filter by text General
Q @) retresn Enable Disable o

CL Schedule

O weme Process Name Created By Creation Da Status T
© for 05/06/2021

[0  cLsSchedule CL Document Processor System Admin 060520211534 @ Completed 7)) 2 ]
= O  iEschedule IE Document Processor System Admin 06.05.2021 15:41 Scheduled @ 2 i
9 [0 invoiceShedules  Invoice Plane Automation  Darya Trotskaya  06.05.202116:55 @ Disabled @ 2 i Schedule Period
x O  cLschedule2 CL Document Processor DayaTrotskaya  06.05.202117:02 @ Completed %) 2 i (‘]5/0'6/2021 g 65/67/2021 g
E Frequency
ML 50156 5*
& Rowsperpage: 10 v 1-dof4 ——p | DETALS

View/Edit a Schedule via Schedule Details

To view/edit Schedule details, you need to:

® Change one of the field values.
® Click Update.
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-~
(L] ) Schedules / CL Schedule

©  schedule Details « Backto list

~
Details Runs Notifications
.
& General Schedule Period
Name * Start Date End Date
—~
O CL Schedule 05/06/2021 5 05/07/2021 5
Description
@ for 05/06/2021 Frequency Current Server Time 2021-05-07 16:03
Cron Expression *
@ 001g65*
What is CRON?
B At 06:00 PM, on day 6 of the month, only in May
ML

Fields Description

Schedule Runs

Name - the schedule name.

Description (optional) - a short description of the schedule.
Automation process - selected automation process for the Schedule, the field is not edited.
Start and End dates in the mm/dd/YYYY format.
Schedule frequency using CRON expression.

wn @ @

UPDATE

The Runs tab contains information about all runs of a particular Schedule and their statuses. You can manage the automation process

runs using Control icons.

When the schedule starts an automation process, it creates a separate instance of this process.

—0

(X ] ’ Schedules / CL Schedule

©  schedule Details « Backtolist

Details Runs Notifications

=]

Filter by text

Q

C)

[0  Processname/Run D

D CL Document Processor / 1066

@ [

>

ML

Columns Description

) Refresh Delete  [J5 Delete All
Created By Creation Date \,
System Scheduler 06.05.2021 15:50
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Process name / Run ID - the automation process name / numeric identifier of the particular process run.
Created By - the automation process runs initiated by the schedule will have System Scheduler value
Creation Date - the date and time when the Run was created.

Status - the current status of the Run.

Control icons
® Stop - to stop the automation process run. Required Permission: Schedule-ACTION. See (v. 2.2) Role Permissions.
! Note: the process is included when Status of Run is Queued, Deploying on Node, In Progress, Stopping, Stopped Idle.
In other statuses the button is disabled.
® Retry - to repair the automation process run. Required Permission: Schedule-ACTION. See (v. 2.2) Role Permissions.
The Run is deleted from the Schedule after clicking Retry, the Run is on the Automation Process Runs tab.
1 Note: the process is included when Status of Run is Stopped and Failed.
In other statuses the button is disabled.
Delete - to delete the selected automation process run. Required Permission: Schedule-DELETE. See (v. 2.2) Role Permissions.

Delete All - to delete all the automation process runs that were started on this Schedule. Required Permission: Schedule-
DELETE. See (v. 2.2) Role Permissions.

Filter by text

Filtering allows you to search the automation process by Process name / Run ID column, Status and its author (Created By column).
Sorting

Ascending/descending sorting is allowed for the Creation Date column.

Related pages

Clicking on the Process name / Run ID value will lead to the "History" page of the selected automation process run. See Automation
Process Run for more information.

See Automation Process Run Status Lifecycle for more information about the automation process statuses and control icons.

Notifications

The Notifications tab allows users to receive messages about a particular AP Run. To access the Notifications, you need to be granted
Schedule-READ permission. See (v. 2.2) Role Permissions.

L

.., Schedules / rfortest X @ ®

~ . )
° Schedule Details < Back to list
GREATENEW

Details Runs Notifications
,@ Filter by text
Q f:) Refresh Delete
D Trigger s Template Channel
@ D In Progress Document Type . Notification Chann.. @
b
ML
Rows per page: 10 ¥ 1-10f1

Columns Description

® Trigger - the action for which the message is sent to the particular channel.
® Template - example of a message is sent to a channel.
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® Channel - mailing list of contacts.

Control icons

® Refresh - to refresh the page.
® Delete - to delete Notifications.

Required Permission: Schedule-UPDATE.

-

..’ Schedules / rfor test

N . .
° Schedule Details < Back to list

Details Runs Notifications

@ Filter by text
Q (:) Refresh Delete

D Trigger Template Channel

D In Progress Document Type ... Notification Chann...

>

ML

Rows per page: 10 + 1-10f 1

&

Filter by text
Filtering allows you to search the automation process by Trigger, Template and Channel.

Sorting

Ascending/descending sorting is allowed for the Trigger, Template and Channel columns.

Create a New Notification

To create a New Notification:

1. Click "Create New" button.
2. In the New Notification pop-up panel enter Trigger, Chanel, Template.
3. Click CREATE.
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(X} ’ Schedules / rfor test

Schedule Details < Back to list

Details Runs Notifications
,@ Filter by text
Q (:) Refresh
D Trigger Template
@ D In Progress
A
ML

To create the Schedule Notifications, you need to be granted Schedule-UPDATE permission. See (v. 2.2) Role Permissions.

Update Notifications

Document Type ..

Delete
Channel
Notification Chann...
Rows per page: 10 « 1-10f 1

To Update an existing notification parameters, you need to:

® (Click on the corresponding notification.

® Change one of the field values.

-0

oo , Schedules / rfortest

Schedule Details < Back to list

Details Runs Notifications
,@ Filter by text
Q (:) Refresh
D Trigger Template

E] In Progress

pal

ML

® Click Update.

Document Type ...

Delete
Channel
Notification Chann...
Rows per page: 10 + 1-10f1

CREATE NEW

CREATE NEW

|

E NN ORI
New Notification X

Trigger *
-

Channel *
-

Template *

CREATE

ENNORNO)
Edit Notification X
Trigger *
In Progress -
Channel *

Notification Channel Email

Template *

Document Type Template

UPDATE

To update the Automation Process Notifications, you need to be granted AutomationProcess-UPDATE permission. See (v. 2.2) Role

Permissions.

Delete Notifications

There 2 ways to Delete Notifications:
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® Press control icon Delete.

-

..’ Schedules / rfor test *a @ ®

A . )
° Schedule Details < Back to list
CREATE NEW

Details Runs Notifications
,@ Filter by text
Q (:) Refresh Delete
E] Trigger < Template Channel
@ D In Progress Document Type .. Notification Chann... EI
A
ML

Rows per page: 10 « 1-1 0of 1

® Choose the particular (or all) Notification and press icon Delete.

-—e

.:) Schedules / rfortest B @ ®

~ - )
° Schedule Details < Back to list
CREATENEW

Details Runs Notifications

— Filter by text

© a 2 petes

@ D Trigger Template Channel

@ @ In Progress Document Type ... Notification Chann... [}
b

ML

Rows per page: 10 v 1-10f 1

X

You need to be granted Schedule-UPDATE permission. See (v. 2.2) Role Permissions.
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(v. 2.2) Schedule Statuses Life Cycle

The schedule can receive the following statuses during its life-cycle:

Status

Scheduled

@® Pending

@® InProgress

® Completed

@® Disabled

Once the schedule is created, it receives status:

® Pending - if the start date has not come yet.
® Scheduled - if the start date has already come, but there have not been any automation process runs yet.

As soon as the automation process starts first run, the schedule gets the status:
® In Progress

When the end of the schedule time frame comes, the schedule receives the status:
® Completed

Once the process is disabled by the user, it receives status:

® Disabled

Control icons
You can enable or disable any schedule, refresh page and delete a schedule at any stage using control buttons.

Refresh - to pull the last updates from the server.

Enable/disable - to make enable or disable any schedule.

Delete - to delete the data store (via the recycle bin control icon in the table row or Delete icon above the table).
Security Access - See (v. 2.2) Security Access.
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© schedules
N Filter by text
Q ) Refresh Enable Disable Delete
D Name Process Name Created By \J,
¢}
D Invoice Shedules Invoice Plane Automation Darya Trotskaya
@ D CL Schedule 2 CL Document Processor Darya Trotskaya
@ D |E Schedule |E Document Processor System Admin
A D CL Schedule CL Document Processor System Admin

ML

Filter by text

Creation Date

06.05.2021 16:55

06.05.2021 17:02

06.05.2021 15:41

06.05.2021 15:34

Status

@ Disabled

@® Completed

Scheduled

@® Completed

Rows per page: 10 =

You can search for the necessary schedules using filtration by Name, Process Name, Created By, Status.

Sorting

Ascending/descending sorting is allowed for Name, Created By, Creation Date columns.

47

1-40f4

e O |0 B

Fa

®@ @

CREATE NEW

o)
=

o)
=




(v. 2.2) Data Stores

® (v. 2.2) Create a New Data Store
® (v. 2.2) Data Store Details

The Data Stores module displays a list of data stores available in the Control Server. EasyRPA Control Server allows users to store and
manage automation process data with the help of data stores. It is possible to upload .csv file to a data store or add new records
manually.

To manage Data Stores, users must have Data Stores modification permissions. See Role Permissions .

System Data Stores

The data store can also be created during the automation process run execution. In that case, the Created By column will contain the
name and description of the Node that executed the corresponding automation process.

-—e

D) @
© DatasStores
~ Filter by text
Q ) Refresh Delete

O Name Description Count of Records Creation Date Updated By Last Update

O  debtor 26 21.05.2021 15:36 21.05.2021 15:36 o 2, [}
@ \:\ DS With ManyColumns Data Store With Many Columns 4 24.05.202115:14 Darya Trotskaya 24.05.2021 15:16 4 2, 1
© [J  Dpswith Long Data Data Store With long data 1 24.05.202115:14 Darya Trotskaya 24.05.2021 15:16 o 2, [}
P
ML

Columns Description

Name - the data stores name.

Description - a short description of the data stores.

Count of Records - the number of records in the data stores.

Creation Date - the date and time of the data stores creation.

Updated By - the name of the user or Node, who change the data stores.
Last Update - the last date and time when the data stores was changed.

Filter by text

Filtering allows you to search the data store by the columns: Name, Description, Updated By.

Sorting

Ascending/descending sorting is allowed for the columns: Name, Description, Count of Records, Creation Date, Last Update.

Control icons

Refresh - to pull the last updates from the server.

Delete - to delete the data store (via the recycle bin control icon in the table row or Delete icon above the table).
Download - to download the data store in CSV or XLSX file.

Security Access - See (v. 2.2) Security Access.

48



—

oo
© Datastores
~ Filter by text
Q
0O  nNeme
o)
O  debtor
= O  pswith ManyColumns
Q [J DS With Long Data
ES
ML

) Refresh Delete

Data Store With Many Columns

Data Store With long data

Download the data store

Count of Recof

26

Creation Date

21.05.2021 15:36

24.05.202115:14

24.05.202115:14

Updated By

NODE 2 AP user

Darya Trotskaya

Darya Trotskaya

%

@

CREATE NEW

Last Update

To select the file format to download, click on the Download button next to the desired datastore.

—
L X ]

© DatasStores
Filter by text

Q

b

®

Name

@

debtor

DS With ManyColumns

DS With Long Data

Q [
O 0O 0O

bad

ML

After clicking the button a list of available formats for downloading will be displayed.

) Refresh

ption

Data Store With Many Columns

Data Store With long data

Delete

Gount of Recol

26
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Creation Date

21.05.2021 15:36

24.05.2021 1514

24.05.202115:14

Updated By

NODE 2 AP user

Darya Trotskaya

Darya Trotskaya

21.05.2021 15:36 2
24.05.202115:16 R4
24.05.2021 1516 ° 2,

Rows per page: 10 v 1-30f3

B

@ O

CREATE NEW

Last Update

21.05.202115:36 2
24.05.202115:16 h'4 2,
24.05.2021 15:16 ° 2,

Rows per page: 10 130f3



ML

Data Stores

Filter by text

Q

0O 0 oo

Name

debtor

DS With ManyColumns

DS With Long Data

) Refresh

Description

Data Store With Many Columns

Data Store With long data

Delete

Count of Records <}

26
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Creation Date

21.05.2021 15:36

24.05.2021 1514

24.05.2021 1514

Updated By

NODE 2 AP user

Darya Trotskaya

Darya Trotskaya

e

Last Update

21.05.2021 15:36 csv | 2
XLSX

24,05.2021 15:16 ~ 2

24,05.2021 15:16 3 P8

Rows perpage: 10 130f3

@ ©

CREATE NEW



(v. 2.2) Create a New Data Store

To create a New Data Store:

1. Go to the Data Stores module and click CREATE NEW:

—
L X ]

© DataStores

Filter by text

X

Q ) Refresh Delete

Name Description Count of Re Creation Date

debtor 26 21.05.2021 15:36

DS With ManyColumns Data Store With Many Columns 4 24.05.202115:14

0O oo o

DS With Long Data Data Store With long data 1 24.05.202115:14

ML

2. Enter a unique Name and Description to distinguish the Data Store.

NODE 2 AP user

Darya Trotskaya

Darya Trotskaya

21.05.2021 15:36

24.05.2021 15:16

24.05.2021 15:16

3. Click UPLOAD FILE (Upload file by another format, the first row should contain column headers):

-—e
oo ’ Data Stores / New Data Store

© NewDataStore & Backtolist

N Name Description
Product product Data Store

Q@

Q @

Empty Collection

Please, provide a file with data store records

UPLOAD FILE

>

ML

4. Choose file format:
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Upload Data Store entries

Please, provide a file with data store records

Choose file format
DEFAULT

/1

CANCEL  UPLOAD

File format settings:

DEFAULT - CSV file as a delimiter comma (,)

SEMICOLON_SEPARATED - CSV file as a delimiter semicolon (;)

TAB_SEPARATED - CSV file as a delimiter tab (\t)

CUSTOM - CSV file as a delimiter comma (,) other options - for advanced user.
EXCEL - Excel file in *.xlsx format. 4. For correct import excel file use text format.

Upload Data Store entries

Please, provide a file with data store records

DEFAULT

SEMICOLON_SEPARATED

TAB_SEPARATED CANCEL  UPLOAD

CUSTOM
EXCEL
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5. Click ADD to select file:

6. Click UPLOAD to load the file:

7. Click SAVE:

Upload Data Store entries

Please, provide a file with data store records

— 3

Choose file format
DEFAULT

Upload Data Store entries

ProductDS.csv

Choose file format
DEFAULT

53
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-
LX) ’ Data Stores / New Data Store

ML

New Data Store ¢« Back to list

Name * Description
Product product Data Store
Product Name Product Description
BMW Car
WP Laptop
Lenovo Laptop
Iphone Mobile phone

54

Price

$150,000.00

$11.00

$23.00

$95.00

Rows per page:

10~

@ ®

‘ CANCEL ‘

@) Data Store Preview
Count

100

2500

1-40f4



(v. 2.2) Data Store Details

Options to Data Store

Add New Records to Data Store

Add New Records manually

Upload a file to Data Store

View/Edit an existing Record in Data Store

After opening the existing Data Store by clicking its name - the Data Store Details page is opened.
'0) ENNGINO)

CREATE NEW

© Datastores

N Filter by text
Q ) Refresh Delete

0O  name Description Count of Records N Creation Date Updated By Last Update

O debtor 39 21.05.2021 15:36 NODE 2 AP user 21.05.2021 15:36 4 2, [}
|§I \:\ Product <l product Data Store 4 24.05.2021 15:51 Darya Trotskaya 24.05.2021 15:51 4 g.N [}
@ O DS With ManyColumns Data Store With Many Columns 4 24.05.202115:14 Darya Trotskaya 24.05.2021 15:16 4 g.N [}
A [J DS WithLong Data Data Store With long data 1 24.05.2021 15:14 Darya Trotskaya 24.05.2021 15:16 3 2, ]
ML

10 v 1-40f4

The page is used for the following actions:

® Add New Records to the Data Store. See Add New Records to Data Store.
® Edit Records for the Data Store.
® Delete Records from the Data Store.

Control icons
® Refresh - to refresh the page.

® Delete - to delete the selected records in the Data Store (via the recycle bin control icon in the table row or Delete icon above
the table).
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-
®e)  DatasStores / Product n @ 9

©  DataStore Details + Backiolist -
oIt CREATE NEW

N Filter by text
2
O  systemi Product Name Product Description Price Count
©
D 1 BMW Car $150,000.00 100 @
@ |:| 2 HP Laptop $11.00 2500 [ 1
@ 3 Lenovo Laptop $23.00 450 [ ]
O (]
X g - Iphone Mobile phone $95.00 675 [
=]
ML
&
erpage:. 10 v 1-40f4
Filter by text
Filtering allows you to search the record by all columns in the table except the System Id column.
Sorting
Ascending/descending sorting is allowed for all columns.
Options to Data Store
For additional actions with the datastore, click on the Options in the upper-right corner.
oo Data Stores / Product b @ ®
©  Data Store Details ¢ Backtollist
83 options |EINENEY
Q ) Refresn Delete
O  systemic Product Name Product Description Price Count
©
0O BMW Car $150,000.00 100 [ ]
|§I D 2 HP Laptop $11.00 2500 [ 1
@ O 3 Lenovo Laptop $23.00 450 [
ES O 4 Iphone Mobile phone $95.00 675 [
=]
ML
o
Rows per page: 10 v 1-40f4

After clicking on the button a list of actions, that can be applied to this datastore, will be displayed.
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-—e
L L] ’ Data Stores / Product

©  Data Store Details « Backolist

Delete

car $150,000.00
Laptop $11.00
Laptop $23.00
Mobile phone $95.00
Row

Export Data Store CSV - to download existing records from the Data Store in CSV file.
Export Data Store EXCEL - to download existing records from the Data Store in EXCEL file.

~ Filter by text
Q ) Refresn
0O  systemue Product Name
©
0 BMW
= o - HP
@ 0O s Lenovo
ES 0O s Iphone
=]
ML
g
°
[ ]
® Clear Data Store - to delete all records in the Data Store.
°

Add New Records to Data Store

Import Data Store Records - to upload a file with additional records to the Data Store.

There are 2 possible ways to add New Records to the already existing Data Store:

rpage: 10 w

® Add New Records manually - to add records manually one by one. See Add New Records manually.
® Upload a CSV file - to upload with multiple records. See Upload a file to Data Store.

In both cases, firstly you should open the existing Data Store by clicking its name:

© DatasStores

N Filter by text
Q () Refresh
0O  name on
[0 debtor
= [  Product <= product Data Store
@ [  Ds with ManyColumns Data Store With Many Columns
A [  DswithLong Data Data Store With long data
ML

Add New Records manually

1. Click CREATE NEW:

Delete

Count of Records N Creation Date

39 21.05.2021 15:36 NODE 2 AP user
4 24.05.2021 15:51 Darya Trotskaya
4 24.05.202115:14 Darya Trotskaya
1 24.05.202115:14 Darya Trotskaya

Rows per page
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21.05.2021 15:36

24.05.2021 15:51

24.05.2021 15:16

24.05.2021 15:16

10 +

(= R

2500

14074

1-4of 4

Clear Data Store

1€

1€

1€

1€

E

Export Data Store CSV

Export Data Store EXCEL

Import Data Store Records

Ey

® @

®@ ©

CREATE NEW

o)
=

o)
=

o)
=

o)
=



-

o0 Data Stores / Product

©  DataStore Details < Backtolist

N~ Filter by text
Q ) Refresh Delete
O  systemud Product Name Price Count
®
o =« BMW car $150,000.00 100 i
= o = HP Laptop $11.00 2500 i
@ O s Lenovo Laptop $23.00 450 [
X 0 Iphone Mobile phone $95.00 675 [
8
ML
&
Rows perpage: 10 v 1-40f 4
2. Enter values to each column header field in the New record popup panel and click CREATE:
—
LAJ Data Stores / Product e @ ®
©  DataStore Details ¢ Backtolist New Record X
6% options [eRZNIANY
N Filter by text - Product Name
Q ) Refresh Delete Volvo
Product Description
O systemid Product Name Produc Pric Coun Car
©
O 1 BMW car $150,000.00 100 [ $130,000
count
g O - HP Laptop $11.00 2500 i 270
@ O s Lenovo Laptop $23.00 450 ]
Es O s Iphone Mobile phone $95.00 675 ]

ML

Rows per page: 10 v 1-40f4

CREATE

Upload a file to Data Store

1. Click Options and select Import Data Store Records:
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-0
..' Data Stores / Product EN @ ®

©  Data Store Details « Backolist

i§3 SR CREATE NEW
N Filter by text

& Export Data Store CSV.
Q ) Refresn Delete
& Export Data Store EXCEL
O Clear Data Store
O systemu Product Name Product Description Price
© ——p T Import Data Store Records
—
o0 BMW Car $150,000.00 100 (]
=) a = HP Laptop $11.00 2500 [
@ a s Lenovo Laptop $23.00 450 [
Es a s Iphone Mobile phone $95.00 675 ]
ML

Rows perpage: 10 = 1-40f4

2. Choose file format:

Upload Data Store entries

Please, provide a file with data store records

ADD

Choose file format
DEFAULT

/ CANCEL  UPLOAD

File format settings:

DEFAULT - CSV file as a delimiter comma (,)

SEMICOLON_SEPARATED - CSV file as a delimiter semicolon (;)

TAB_SEPARATED - CSV file as a delimiter tab (\t)

CUSTOM - CSV file as a delimiter comma (,) other options - for advanced user.
EXCEL - Excel file in *.xlsx format. 4. For correct import excel file use text format.
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Upload Data Store entries

Please, provide a file with data store records

DEFAULT

SEMICOLON_SEPARATED

TAB_SEPARATED CANCEL  UPLOAD
CUSTOM

EXCEL

3. Click ADD to select file:

Upload Data Store entries

Please, provide a file with data store records
—_— ADD

Choose file format
DEFAULT

CANCEL UPLOAD

4. Click UPLOAD for load the file:
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Upload Data Store entries

ProductDS_NewRecords.csv

Choose file format

DEFAULT

CANCEL | UPLOAD

1. The column headers in the chosen file should be the same as in the existing Data Store to be mapped properly. Only the values
with the same column headers will be added to the Data Store, the other will stay blank. If no match in column headers will be found,
then empty records will be added to the Data Store.

View/Edit an existing Record in Data Store
To update an existing Record, you need to:
® (Click on the corresponding Record.

® Change one of the field values in the Edit Record popup panel.
® Click UPDATE.

—e
LX) ’ Data Stores / Product By @ @
©  DatasStore Details ¢ Backolist Edit Record X
N Filter by text Product Name
Q ) Refresh Delete BMW

Product Description

O sstemi Product Name Product Description Price Count Car
© Price

o =« BMW. car $150,000.00 100 ] $150,000.00
=] Gount

o - HP Laptop $11.00 2500 ] 200
@ D 3 Lenovo Laptop $23.00 450 [}
EY D 4 Iphone Mobile phone $95.00 675 [}
8 O s Volvo car $130,000 270 [
ML
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(v. 2.2) Secret Vault

Create a New Secure Entry

Upload a New Secret Vault Entry
View/Edit an Existing Secure Entry
Delete an Existing Secure Entry
Control icons

EasyRPA Control Server provides Secrets Vault functionality intended for storing sensitive data (i.e., login, password).

To navigate to Secret Vault module and view the list of secret vault entries, you need to be granted SecretVault-READ. To get Secret
Vault details, you need to be granted SecretVault-READ permission. See (v. 2.2) Role Permissions.

Create a New Secure Entry

To create a new secret entry:

1. Go to the Secret Vault module and click Create New.

-
ee) wn @ @
o Secret Vault
N Filter by text
Q () Refresh ¥ Upload Delete

O it

[  acclogin 2, [
= [0  courtlogin 2 ]
Qe— [ epuser 2§
A [  invoiceplane secrets 2 ]

[0  mailuser 2, ]

[  sfsecrets 2 ]
ML

2. In the New Secret Entry pop-up panel:

® Enter a unique alias to distinguish the secret entry.
® Enter value. The user can create new entries by adding sensitive data both in TEXT and JSON format.
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New Secret Entry X

Alias *

rpa.secrets

Value®* )

"rpasecrets"”

I
password": "password!1l"

CREATE

3. Click the Create button.

To create a new Secret Vault entry, you need to be granted SecretVault-CREATE permission. See (v. 2.2) Role Permissions.

Upload a New Secret Vault Entry

The other way to create the secret vault is to Upload File with secure entry in CSV format:

1. Click Upload File
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D) wn @ @
© secretvault
CREATE NEW
N Filter by text
Q (:) Refresh 3 Upload Delete
=2
O s
o
O  acclogin o2 (]
@ D court.login 2 i
@ D erp.user 2 (]
)\ D invoiceplane.secrets pid i
E D mail.user 2 i
O  rasecrets o ]
ML
@ Rows perpage: 10 v 1-70f 7
2021 1BA Group. All rights reserved. v2.1.0-34376/2.1-SNAPSHOT-34329

2. Choose CSV format:

Please Provide Secure Entries
Please, provide CSV file with columns: alias, value

Choose CSV format
DEFAULT

/ CANCEL UPLOAD

D Override existing keys

CSV format settings:

DEFAULT - CSV file as a delimiter comma (,)

SEMICOLON_SEPARATED - CSV file as a delimiter semicolon (;)
TAB_SEPARATED - CSV file as a delimiter tab (\t)

CUSTOM - CSV file as a delimiter comma (,) other options - for advanced user.

64



Please Provide Secure Entries

Please, provide CSV file with columns: alias, value

[C] Override existing keys DEFAULT

SEMICOLON_SEPARATED
TAB_SEPARATED

CUsSTOM

3. Click Add to select CSV file and provide CSV file with columns: alias, value.
4. Please, use Override existing keys checkbox if needed.

5. Click Upload for load the file:

Please Provide Secure Entries

sv3.csv

Choose CSV format

Override existing keys  peea 1

CANCEL | UPLOAD

To upload a secret vault entry, you need to be granted SecretVault-CREATE permission. See (v. 2.2) Role Permissions.

View/Edit an Existing Secure Entry

To view or edit the information about a particular secret entry, edit value field provided at the information pop-up and click the Update
button.

Please, use eye icon for switch on visibility of secret entry.
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Edit Secret Vault Entry X

rpa.secrets

Value * 0V ~aff—

1. Once the secret vault entry created, alias cannot be modified.
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Edit Secret Vault Entry X

rpa.secrets

~": "rpasecrets"

%}
o

password": "password_rpal"

® son

UPDATE

To update an existing secret vault entry you need to be granted SecretVault-UPDATE permission. See (v. 2.2) Role Permissions.

Delete an Existing Secure Entry
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To delete the secret entry, use the recycle bin control icon. Required Permission: SecretVault-DELETE. See (v. 2.2) Role Permissions.

o:) @ 0O

©  SecretVault

CREATE NEW
~ Filter by text

Q () Refiesh  Upload Delete
O  anesp
©
[ acclogn 2 (3]
g [  courtiogin o i
@ O  ewuser o i
A [  invoiceplane secrets 2 i
[0 mailuser o2 ]
a8
O  wasectes O |
ML
[  stsecrets o2 ]
&
Rows per page: 10 w 1-70f7
To delete multiple secret entry, you need to:
® Put a tick next to the required secret entry.
® Click Delete.
) wh @ @

©  SecretVault

CREATE NEW
N Filter by text
Q () Refresh  F Upload

B aest
— acc login =3 i
g courtlogin N |
9] erpuser o -
x [0 ivoiceplane.secrets 2, [ ]
a [ mailuser - -
[0 rpasecrets 2 [ ]
ML
O sfsecrets 2\ [ ]

Rows per page: 10 + 1707

Control icons

68



—e

ML

Secret Vault

Filter by text

Q

0O 00 o0oooaoao

Alias

acclogin

court.login

erp.user

invoiceplane.secrets

mailuser

rpa.secrets

sf.secrets

) Refresh | ¥ Upload Delete

® Refresh - to pull the last updates from the server.
® Security Access - See Security ACCESS.

Filter by text

Filtering allows you to search the Secret Vault by Alias column.

Sorting

Ascending/descending sorting is allowed for the Alias column.
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(v. 2.2) Node Management

® Manage existing Nodes
® Edit an existing Node
® (Create and configure a new Node

The Node Management module displays a catalog of the available nodes defined by the system. EasyRPA Node is a place where
automation processes perform, it can be the same machine as for Control Server or a remote one.

-

D) E N ORNCY
° Node Management
-~ Filter by text
Q ) Refresh Delete

O  name Description Capabilitie Last Seen Status

[J NopE? AP_RUN SELENIUM 27.04.202118:10 @ Available b ¢: [0} 2 i
= [J NopE2 AP_RUN SELENIUM 27.04.202118:10 @ Available 4 ¢: [0} i1} i
@ [J NoDE3 AP_RUN SELENIUM 27.04.202118:10 ® Available 3 (& [0} 2 [}
By O NODE 4 AP_RUN SELENIUM 27.04.2021 18:10 ® Available 4 ¢ 0] 2 [

|:\ NODE 5 dedicated Dedicated a dedicated node for OCR AP_RUN SELENIUM 31.12.1901 01:40 @ Down b 2 [ 1
ML

To access the Node Management module, you need to be granted Node-READ permission. See (v. 2.2) Role Permissions.

Manage existing Nodes
The EasyRPA control server allows managing the node catalog.

Columns Description

Name - the node name.

Description - a short description of the node.

Capabilities - the list of capabilities offered by the node for the automation processes execution.
Last Seen - the last date and time when the node was Available.

Status - the status of the node (Available/Down/Busy).

Filter by text

Filtering allows you to search the node by its name, description and Capabilities.

Sorting

Ascending/descending sorting is allowed for the columns: Name, Description, Last Seen.

Control Icons

Download node agent package - Required Permission: Node-ACTION.

Restart - to restart the node. Required Permission: Node-ACTION.

Shut down - to shut down the node. Required Permission: Node-ACTION.

Delete - to delete the node. Required Permission: Node-DELETE.

Ping all - to get the latest state for all the nodes. Required Permission: Node-ACTION.
Refresh - to refresh the page.
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Edit an existing Node

Key information about a particular node is available at the pop-up panel at the right by clicking on the corresponding row with the
node. To access the Edit Node panel, you need to be granted Node-READ permission for Node context. See (v. 2.2) Role Permissions.

You can edit the displayed fields and save the result by clicking the Update button. Required Permission: Node-UPDATE.

The pop-up panel contains the following information:

anagement

Name

NODE 1

NODE 2

NODE 3

INODE 4

NODE 5 dedicated Dedicated

RINODE Dedicated

© Nodem
-~ Filter by text
Q
O
)
0O
= O
© O
By O
O
8
0O
ML
o

Name - the node name.

Description - a short description of the node functionalities.
Working Directory - to rewrite the default directory to which the automation process run information is saved.
Capabilities - the list of capability labels indicating what capabilities the node has.
Dedicated - the toggle allows you to make the node dedicated. See (v. 2.2) Dedicated Automation Processes.
Details with Node status

adedicated node for OCR

) Refresh

Delete

Capabilities

JAVA AP_RUN SELENIUM

AP_RUN SELENIUM

AP_RUN SELENIUM

AP_RUN SELENIUM

AP_RUN SELENIUM

JAVA AP_RUN ROMA SELENIUM

28.04.202110:49 @ Available

28.04.202110:49 @ Available

28.04.202110:49 @ Available

28.04.202110:49 @ Available

31.12.190101:40 @ Down

28.04.202110:29 @ Down

Rows per page: 10

]

]

]

]

1-60f6

LUV CREATE NEW

[CEENOURE- S |
G o 2§
G oo oa .
(CERNCIINE S |
2 u
L |

For more information about the node - click Details. Required Permission: Node-READ.

anagement

Name

NODE 1

NODE 2

NODE 3

NODE 4

NODE 5 dedicated Dedicated

RINODE Dedicated

© Nodem
N~ Filter by text
Q
O
®
O
© O
© O
ES O
O
a8
O
ML
ko

adedicated node for OCR

) Refresh

Delete

Capabilities

JAVA AP_RUN SELENIUM

AP_RUN SELENIUM

AP_RUN SELENIUM

AP_RUN SELENIUM

AP_RUN SELENIUM

JAVA AP_RUN ROMA SELENIUM

28.04.202110:49 @ Available
28.04.2021 10:49 @ Available
28.04.202110:49 @ Available
28.04.2021 10:49 @ Available
31.12.190101:40 @ Down

28.04.202110:29 @ Down

Rows perpage: 10
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Z° Ping all [ENGAVE

[CEERUCI- S |
GO o2 .
G oo o2 8
G o o2 0w
2 8
2 @

E

®@ ©

Edit Node

Name *

NODE 4

Working Directory

c:\easy_rpa\node_agent\node_04

Capabilities

AP_RUN X SELENIUM X

1 Dedicated

Details

Node status @ Available

Edit Node

Name *

NODE 4

DETAILS

B

®@ ©

Working Directory

c:\easy_rpa\node_agent\node_04

Capabilities

AP_RUN X SELENIUM X

1D Dedicated

Details

Node status @ Available

v

DETAILS



Create and configure a new Node

Read more about how to create and configure a new node in Node agent installation.
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(v. 2.2) Node Details

Details

Configuration Parameters
Runs

Node features

Node logs

Node Status Lifecycle
Notifications

The Node Details page contains general information about node, configuration parameters for this node, automation processes
executed on this node, features, and logs. You can view/edit node details, configuration parameters and manage automation process
runs. To access the Node Details, you need to be granted Node-READ permission. See Role Permissions .

Details

The Details tab displays general settings that are necessary for the Node creation. If at least once the node agent was started and at
least once automation process was launched, information about node agent, features and about the last automation process executed
on this node is displayed on the tab.

To view/edit node details, you need to:

® Navigate to the Node management module.
® Click on the corresponding Node Name.

—

oo n @ O
° Node Management
N Filter by text
Q ) refresn Delete
O ame Description tatu
©
|:| NODE 1 |Dedicated JAVA AP_RUN SELENIUM 29.04.2021 10:34 ® Available g (’ (0] g8 [
= [0 NODE?2 <immmn AP_RUN SELENIUM 29.04.202110:34 @ Available 3 ¢: 0 2 ]
[0 nopEs AP_RUN SELENIUM 29.04.202110:34 ® Available 3 ¢ o 2, ]
A — [0 nope4 AP_RUN SELENIUM 20.04.2021 10:34 @® Available 3 C: o 2, ]
O NODE 5 dedicated |Dedicated a dedicated node for OCR AP_RUN SELENIUM 31.12.1901 01:40 @® Down e 2 i
[J  RiNoDE JAVA AP_RUN RI SELENIUM 28.04.2021 15:18 @ Down < o2, i
ML
R perpage: 10 v 1

® Change one of the field values.
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A~

Details  Configuration Parameters Runs
& General

Name *
© NODE 2

Description

NODE 2

Working Directory

c\easy_rpa\node_agent\node_02

@ D

Capabilities
A AP_RUN X SELENIUM X
B Dedicated
ML

® Click Update.

Features

Node Logs Notifications
Node Agent
Version 2.1-SNAPSHOT-34329
CPU 32

Total memory 2.38 GB
Free memory 2.08 GB

IP addresses  10.224.0.32

O oownload  C: Restart () Shutdown

Features

AP_RUN
Status:  Enabled

1 all AP run mod

Ru of 8 executors are by

»f 1 executors are busy

SELENIUM_HUB
Status: Disabled
SELENIUM_NODE
Status:  Disabled
SELENIUM_STANDALONE

Status:  Enabled
Healthy: yes

Running (0) since 2021-04-27T11:40:30

[Europe/Minsk]

To update the Node Details, you need to be granted Node-UPDATE permission. See (v. 2.2) Role Permissions.

-
oo ’ Node Management / NODE 2

© NodeDetails « Backtolist

-~

Details Configuration Parameters Runs
& General

Name *
© NODE 2

Description

NODE 2

Working Directory

c\easy_rpa\nede_agent\node_02

Q@ O

Capabilities
A AP_RUN X SELENIUM X
1D Dedicated
8
ML
&

Control icons

Fields Description
General:

Name - the node name.

Features

Node Logs Notifications
Node Agent
Version 2.1-SNAPSHOT-34329
CPU 32

Total memory 2.38 GB
Free memory 2.08 GB

IP addresses  10.224.0.32

*a

@ ©

@ @
O Download (s Restart () Shutdown
Features
AP_RUN
Status:  Enabled
Running in all AP run mode. AP: 0 of 8 executors are busy. Tasks: 0 af 1 executars are busy.

SELENIUM_HUB

Status:  Disabled
SELENIUM_NODE

Status:  Disabled
SELENIUM_STANDALONE

Status:  Enabled
Healthy: yes

Running (0) since 2021-04-27T11:40:3

Download node agent package - Required Permission: Node-ACTION.

Restart - to restart the node. Required Permission: Node-ACTION.

Shut down - to shut down the node. Required Permission: Node-ACTION.

Upgrade version - to upgrade node version to Control Server version. Required Permission: Node-ACTION.

Description (optional) - a short description of the node functionalities.

Working Directory (optional) - to save drivers and other necessary files for running processes in a specific folder. By default,

this is %Temp%\NODE NAME\.

Capabilities - the list of capability labels indicating what capabilities the node has.
Dedicated - the toggle allows you to make the node dedicated. See (v. 2.2) Dedicated Automation Processes.

UPDATE



Node Agent:

This group of fields represents physical characteristics of the node.

Version of the node agent
CPU - bit amount of the node's CPU
Total memory - memory volume of the node

Free memory - memory volume available for usage
IP address - IP address of the node

Features

See Node features for detailed information.

Feature name
Status

Healthy
Timestamp of run

B g
L X ] ’ Node Management / NODE 2

ML

Node Details « Back tolist

Details Configuration Parameters

General

Name *

NODE 2

Runs

Description
NODE 2

Working Directory

ci\easy_rpa\node_agent\node_02

Capabilities

AP_RUN X SELENIUM X

) Dedicated

Features

8 oownioad  (C: Restart

Node Logs Notifications
Node Agent Features
Version 2.1-SNAPSHOT-34329 AP_RUN
CPU 32 Status:  Enabled
Running in all AP run mode. AP 0 of 8 executors are busy. Tasks: 0 of 1 executors are busy
Total memory 2.38 GB
SELENIUM_HUB
Free memory 2.08 GB Status:  Disabled
IP addresses  10.224.0.32

Configuration Parameters

SELENIUM_NODE

Status:  Disabled

SELENIUM_STANDALONE

Status:  Enabled

() shutdown

£

®@ ©

UPDATE

The Configuration Parameters tab displays the list of node parameters in the form of key-value pairs. Here you can specify the
parameters required to start the automation process on the current node.

To access the Configuration Parameters, you need to be granted Node-READ permission. See (v. 2.2) Role Permissions.

1 If the same parameter with a different value is present in the CS Configuration and the Automation Process Configuration
Parameters modules, the priority is assigned in the following order: Node Configuration Parameter -> Automation Process
Configuration Parameter -> CS Configuration Parameter.

Add Configuration Parameter

There are 2 ways to Add a new configuration parameter:

® Click Create New and add configuration parameter manually. Required Permission: Node-UPDATE.
® Click the Upload icon and import the CSV file. Required Permission: Node-UPDATE.
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© NodeDetails « Backtolist ]
& ovownioad  (: Restart () Shutdown

A
Details Configuration Parameters Runs Features Node Logs Notifications
Filter by text
Q ) refresh & Download | ¥ Upload Delete TS Delete All
©
O Key lue
=]
[  mongodb.port 27017 i
[J  mongodb.db easyrpa [
A [0  mongodb.index longds [}
a8 [J  mongodb.timeout 10000 ]
ML
&
Rows perpage: 10 v 14ofd
Update Configuration Parameter
To Update an existing configuration parameter, you need to:
® Click on the corresponding configuration parameter.
® Change one of the field values.
-
®8)  Node Management / NODE2 @ ®
° Node Details « Back to list O bownlond (3 Restrt <) shutdown Edit Configuration X
~; .
Details Configuration Parameters Runs Features Node Logs Notifications e
mongodb.timeout
Filter by text fue*
Q () Refresh & Download ¥ Upload Delete = Delete Al |
© @® Json
O Key lue
(=]
[  mongodb.port 27017 [
[  mongodb.db easyrpa [
A [0  mongodb.index longds [}
B8 [0 mongodblimeout e 10000 [}
ML
&

Rows per page: 10 14014

® Click Update.
To update the Automation Process Configuration Parameters, you need to be granted Node-UPDATE permission. See Role Permissions .

In the upper-right corner of the Node Details there are Node Control icons that remain the same for all the tabs:
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®e)  NodeManagement / NODE2 @ O

© Node Details « Back o list
L Download (' Restart (1) Shutdown
N~

Details Configuration Parameters Runs Features Node Logs Notifications
Filter by text
Q ) mefresh & Download ¥ Upload Delete = Delete All
o)
0O ey lu
=]
[  mongodb.port 27017 i
© _
[  mongodb.db easyrpa (]
~ [  mongodb.index longds [
=] [0  mongodb.timeout 10000 i
ML
&
® Download - to download node agent package. Required Permission: Node-ACTION.
® Restart - to restart the node. Required Permission: Node-ACTION.
® Shut down - to shut down the node. Required Permission: Node-ACTION.
There are also tab-specific controls regarding Configuration Parameters:
-
o:) Node Management / NODE 2 @ O
© Node Details « Back o list
8 pownload (' Restart (1) Shut down [REITNIANY
. ==
Details Configuration Parameters Runs Features Node Logs Notifications
Filter by text
Q ) mrefresh & Download ¥ Upload Delete = Delete All
o)
0O ey lu
=]
[  mongodb.port 27017 i
9 _
[  mongodb.db easyrpa (]
~ [  mongodb.index longds [
=] [0  mongodb.timeout 10000 i
ML
&

Control icons

Refresh - to refresh configuration parameters' list

Download - to download existing configuration parameters in CSV file. Required permission: Node-READ.
Upload - to import new configuration parameters from CSV file. Required Permission: Node-UPDATE.
Delete - to delete the configuration parameter. Required Permission: Node-UPDATE.

Delete all - to delete all configuration parameters of this node. Required Permission: Node-UPDATE.

Filter by text

Filtering allows you to search the configuration parameter by Key, Value columns.

Runs

The Runs tab contains information about all the runs that were started on this node and their statuses. You can manage the
automation process runs using control buttons. To access the Automation Processes Runs, you need to be granted AutomationProcess-
READ permission. See (v. 2.2) Role Permissions.
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© NodeDetails « Backtolist & oownload  ( Restart () shutdown

~; .

Details Configuration Parameters Runs Features Node Logs Notifications
Filter by text

Q Q) Refresh
©)

Run ID Created B Creation Date Status
@ JNLP/WebsStart Demo / 1025 System Admin 28.04.2021 10:50 ® Completed
@ JNLP/WebStart Demo / 1020 System Admin 28.04.202110:31 @ Completed
A JNLP/WebStart Demo / 1013 System Admin 28.04.2021 09:45 ® Completed
E JNLP/WebStart Demo / 1012 System Admin 28.04.2021 09:40 ® Failed

Invoice Plane Automation / 1001 Raman llyuchyk 27.04.2021 12:10 ® Completed
ML
&

Rows perpage: 10 v 1-50f5

Columns Description
Process name / Run ID - the automation process name / numeric identifier of the particular process run.
Created By - the First and Last names of the user who started the automation process. The automation process runs initiated
by the schedule will have System Scheduler value

Creation Date - the date and time when the Run was created.
Status - the current status of the Run.

Filter by text

Filtering allows you to search the automation process by its name (Run ID column) and author (Created By column).
Sorting

Ascending/descending sorting is allowed for the Creation Date column.

Related pages

Clicking on the Process name / Run ID value will lead to the "History" page of the selected automation process run. See Automation
Process Run for more information.

See Automation Process Run Status Lifecycle for more information about the automation process statuses and control icons.

Node features

See Node features for detailed information about this tab.

Node logs

The Node Logs tab displays the logs of the particular node. There are displayed only 10 000 log records (All records can be downloaded
in the .txt file). To access the Node Logs, you need to be granted Node-READ permission. See Role Permissions .
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(X ] ’ Node Management / NODE 2 N @ ®

© NodeDetails « Backtolist IQ Download (i Restart () shut down

Details  Configuration Parameters ~ Runs Features  NodeLogs Notifications

Search by text

View columns

Q QO refresn Autorefresh ALL ~  timestamp, severity - by timestamp M
©)
[2021-04-28 15:38:14.816] configuration [eu.ibagroup.easyrpa.engine.boot.configuration.NodeConfigurationtodule@lce24691]
[2021-64-28 15:38:14.816] taskUuid: ddc55760-4548-457b-0968-6060ec3f51d3 53 |—D 3
[ [2021-04-28 15:38:14.816] runUuid: 76deb837-fd6c-4578-Gchba-F95522ac6102 e ==
[2021-04-28 9091 Set JXM RMI connector server URL to service:jmx:irmi:///indi/rmi://:33509/jmxrmi
[2021-04-28 .909] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service.wire.TaskAnnotationsExecutionaspect
@ [2021-04-28 .9691 Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionaspect
[2021-04-28 .925] Creating human task for document 22d4f54b-77e2-4f77-227f-04ae56dd2b72
[2021-04-28 Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service.wire.TaskAnnotationsExecutionaspect
A [2021-64-28 Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect
[2021-04-28 15:38:17.112] Injecting task into workspace HumanTaskData(id=null, runUuid=null, taskUuid=null, name=Customer survey 1, description=bDemo of form based human tasks, documentType=HT Sam
[2021-04-28 15:38:17.128] Run [7600b837-fd6c-4578-9cba-f95522ac610a ,ddC55700-4548-457b-9968-6069ec351d3] completed with OK

=] [2021-04-28 Received Run: ap HT Sample, runUuid 76deb837-fd6c-45f8-9cba-f95522ac610a, taskUuid 32139a0f-0723-4003-90e0-193dc3f837bf, downloading script on node NODE 2

[2021-04-28 Ru was c d by SELENIU DAL re.
[2021-04-28 AP 207e0814-6631-4d0d-05be-bbagbs8FFd1f working directory is c:\easy_rpa\node_agent\node_2\ap-run\76d8b837-fd6c-4578-0cha-f05522ac6102-3213920 F-0723-4003-000-193dC3 83
[2021-04-28 Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/sanples/ap/easy-rpa-ht-ap/2.1-SNAPSHOT/maven-metadata.xnl (346 B at 3.6 KB/sec)
ML [2021-04-28 15:38:18.878] Executing command [java, -Dfile.encoding=UTF-8, -Dlog.appenders=ELASTIC-AP, -DRUN_UUID=76d0bg37-fd6c-45F8-Ocha-f95522ac610a, -DTASK_UUID=3213020F-0723-4003-90e6-103dc3 fa!
[2021-04-28 200] Started process with pid 4704
[2021-04-28 15:38:20.631] Found class eu.ibagroup.easyrpa.engine.boot.configuration.NodeConfigurationModule module configuration class candidate for Llaunch.
&3 [2021-04-28 15:38:20.631] scanning class path to find ConfigurationModule to run, using profile node.
[2021-04-28 15:38:20.647] Creating JMX server on random port ...
[2021-04-28 :20.647] Registering JMX ApModuleRunner:name=runner bean. @ NotFull Logs
202170428 120.647] configuration [eu.ibagroup.easyrpa.engine.boot.configuration.NodeConfigurationtodule@lce24091]

Control icons
General:
® Download - to download node agent package - Required Permission: Node-ACTION.

Restart - to restart the node. Required Permission: Node-ACTION.
Shut down - to shut down the node. Required Permission: Node-ACTION.

Tab-specific:

® Refresh - to pull the latest logs from the server.
® Autorefresh checkbox - to turn on/off an automatic refresh of logs.

Search by text

You can search for a particular log by its text. The logs found are highlighted in yellow.

-~
®e)  Node Management / NODE2 @ @

© NodeDetails « Backtolist & ownload  (: Restart (1) Shutdown

Details Configuration Parameters Runs Features Node Logs Notifications

Search by text

Filter by severity View columns
Q_ Uuid X | ) refresh Autorefresh AL «  timestamp, severity v Sortby fmestomp A
o
[2021-04-28 15:38:14.816] configuration [eu.ibagroup.easyrpa.engine.boot.configuration.NodeConfigurationtodule@lce24091]
[2021-04-28 15:38:14.816] taskUuid: ddc55700-4548-457b-9968-6069ec3f51d3 e |—D 3
3] [2021-04-28 15:38:14.816] runUuid: 76doba37-fd6c-45f8-acba-f95522ac610a o -
[2021-04-28 :3 909] Set JXM RMI connector server URL to service:jmx:rmi:///indi/rmi://:33509/jmxrmi
[2021-04-28 15:38:16.909] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service.wire.TaskAnnotationsExecutionaspect
@ [2021-04-28 15:38:16.969] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect
[2021-64-28 15:38:16.925] creating human task for document 22d4f54b-77e2-4f77-227f-04ae56dd2b72
[2021-04-28 15:38:16.925] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service.wire.TaskAnnotationsExecutionaspect
X [2021-04-28 15:38:16.925] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect
[2021-04-28 15:38:17.112] Injecting task into workspace HumanTaskData(id=null, runUuid=null, taskUuid=null, name=Customer survey 1, description=Demo of form based human tasks, documentType=HT Samj
[2021-04-28 Run [7600b837-fd6c-4578-0cba-f95522ac6102,ddC55700-4548-457b-0968-6060ec351d2] completed with OK
B [2021-04-28 15:38:18.082] Received Run: ap HT sample, runUuid 76d0b837-fd6c-45f8-0cba-f95522ac610a, taskUuid 32120207-0723-4003-90e-103dc3f837bf, downloading script on node NODE 2
[2021-04-28 15: r RunConfiguration was ¢ d by SELENIU NDAL E
[2021-64-28 15:38:18.0697] AP 207e0814-6631-4d0d-05be-bba8bSEFfd1f working directory is c:\easy_rpa\node_agent\node_62\ap-run\76daba37-fd6c-45f8-0cha-Fo5522ac610a-32130a0F-0723-4003-00e0-103dc3Fa3"
[2021-04-28 15:38:18.3€0] Downloaded: https://10.224.6.35/nexus/repository/easyrpa-group/eu/ibagroup/samples/ap/easy-rpa-ht-ap/2.1-SNAPSHOT /maven-netadata.xnl (346 B at 3.6 KB/sec)
ML [2021-04-28 15:38:18.878] Executing command [java, -Dfile.encoding=UTF-g, -Dlog.appenders=ELASTIC-AP, -DRUN_UUID=76d0ba37-fdec-45f8-0cba-f95522ac610a, -DTASK_UUID=3213920f-0723-4003-90e0-193dc3fa!
[2021-04-28 15:38:18.909] Started process with pid 4764
[2021-04-28 15:38:20.631] Found class eu.ibagroup.easyrpa.engine.boot.configuration.NodeConfigurationModule module configuration class candidate for launch.
&8 [2021-04-28 15:38:20.631] Scanning class path to find ConfigurationModule to run, using profile node.
[2021-04-28 15:38:20.647] Creating JMX server on random port ...
[2021-04-28 15:38:20.647] Registering JMX ApModuleRunner:name=runner bean. @ NotFullLogs
202170428 15:38:20.647] configuration [eu.ibagroup.easyrpa.engine.boot.configuration.NodeConfigurationtodulegice24091]

Filter by severity

Filtering allows you to choose the level of severity of the displayed logs from the dropdown menu. The available options are as follows:
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© Node Details « Backolist
~

& Download  C: Restat (1) shut down

Details Configuration Parameters Runs Features Node Logs Notifications

Search by text
Filter by severity View columns

Q ) Refresh Autorefresh ALL ~  timestamp, severity -

®

[2021-64-28 15:38:14.816] configuration [eu.ibagroup.easyrpa.engine.boot.configuration.Nc © A
[2021-04-28 15:38:14.816] taskUuid: ddc55700-4548-457b-9968-6069ec3f51d3
] [2021-04-28 15:38:14.816] runUuid: 76deba37-fde6c-a5f8-9cba-f95522ac610a © wnEE I—D 2
[2021-04-28 38:14.909] Set JXM RMI connector server URL to service:jmx:rmi:///jndi/rmi
[2021-84-28 15:38:16.909] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service O omre
@ [2021-64-28 15:38:16.900] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.dri
[2021-04-28 15:38:16.925] Creating human task for document 22d4f54b-77e2-4f77-a27f-94ae5¢ O v
[2021-84-28 15:38:16.925] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service O wary
A [2021-04-28 15:38:16.925] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.dri
[2021-64-28 15:38:17.112] Injecting task into workspace HumanTaskData(id=null, runUuid=ny , description=bemo of form based human tasks, documentType=HT Sam
[2021-04-28 15:38:17.128] Run [76doba3T-fdEc-45f8-9cba-fe5522ac610a,ddc55700-4548-457b-9¢ O ERROR
8 [2021-64-28 15:38:18.082] Received Run: ap HT Sample, runUuid 76deb837-fd6c-45f8-3cha-fa -193dc3f837bf, downloading script on node NODE 2
[2021-84-28 15:38:18.097] RunConfiguration changed by SELENIUM_STANDALONE feature
[2021-84-28 15:38:18.0971 AP 20720814-6631-4d0d-05be-bba8bSEFfdLf working directory is c:\easv rpa\node agent\node 02\ap-run\76d6b827-fd6c-4578-0cha-F95522ac610a-32130a0F-0723-4003-000-103dc3a3

View columns

You can add or remove the columns timestamp/severity from the event log view.

-
..) Node Management / NODE 2 @ ®

© NodeDetails ¢ Backtolist
~

& pownload  C: Restart (1) Shut down

Details Configuration Parameters Runs Features Node Logs Notifications

earch by text Filter by severity View columns

Q ) Refresh Autorefresh ALL ~  timestamp, severity a by timestamp N
o)

[2021-64-28 15:38:14.816] configuration [eu.ibagroup.easyrpa.engine.boot.configuration.NodeConfigurationtodule@lce24691] timestamp

[2021-04-28 15:38:14.816] taskUuid: ddc55700-4548-457b-9968-6069ec3f51d3 r 0
=] [2621-64-28 15:38:14.816) runUuid: 76d0bR37-fdBc-45F8-0cha-F85522ac6102 severity D

[2021-04-28 15:38:14.909] Set JXM RMI connecter server URL to service:jmx:rmiz///jndi/rmi:z//:33509/imxrmi

[2021-64-28 15:38:16.909] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service.wire.TaskAnnotationsExecutionAspect
@ [2021-64-28 15:38:16.969] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect

Sort by timestamp
Ascending/descending logs sorting by the timestamp is allowed.

In the upper-right corner of the logs window there are buttons for opening logs in the full browser window, copy logs to the clipboard
and download a .txt file with logs

e
®e)  Node Management / NODE2 W@ Q

© NodeDetails « Backtolist
~

¥ Download ¢ Restart (1) shutdown

Details Configuration Parameters Runs Features Node Logs Notifications

Search by text

Filter by severity View columns
Q ) Refresh Autorefresh ALL +  timestamp, severity + Sortby tmestamp
o
[2021-04-28 15:38:14.816] configuration [eu.ibagroup.easyrpa.engine.boot.configuration.NodeConfigurationtodulegice24091]
[2021-04-28 15:38:14.816] taskUuid: ddc55700-4548-457b-2968-6069ec3f51d3 I—D 3
© [2021-04-28 15:38:14.816] runUuid: 76dob837-fdec-45f8-acha-f95522ac610a -
[2021-04-28 15:38:14.909] Set JXM RMI connector server URL to service:jmx:rmi:///indi/rmi://:33509/jmxrmi
[2021-04-28 :16.909] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service.wire.TaskAnnotationsExecutionaspect
@ [2021-04-28 15:38:16.909] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect
[2021-04-28 15:38:16.925] Creating human task for document 22d4f54b-77e2-4f77-227f-04ae56dd2b72
[2021-64-28 15:38:16.925] Loaded Executionaspect class eu.ibagroup.easyrpa.engine.service.wire.TaskannotationsExecutionaspect
X [2021-04-28 15:38:16.925] Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect
[2021-04-28 15:38:17.112] Injecting task into workspace WumanTaskData(id=null, runUuid=null, taskUuid=null, name=Customer survey 1, description=Demo of form based human tasks, documentType=HT Samj
[2021-04-28 15:38:17.128] Run [76d0b837-fd6c-458-9cba-f95522ac610a,ddc55700-4548-457b-9968-6069ec3f51d3] completed with OK
[2021-04-28 15:38:18.082] Received Run: ap HT Sample, runUuid 76d0b837-fd6c-45f8-9cba-f95522ac610a, taskUuid 32139a07-0723-4003-90e0-193dc3fa37bf, downloading script on node NODE 2
[2021-04-28 15:38:18.007]1 [ RunConfiguration ENIUM_STANDALONE
[2021-04-28 15:38:18.097] AP 20720814-6631-4d0d-05be-bba8bSEFFd1f working directory is c:\easy_rpa\node_agent\node_2\ap-run\76debg37-fd6c-45f8-Ocba-f05522ac610a-32130a0F-0723-4003-00e0-103dc2 a3
[2021-04-28 15:38:18.360] Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/sanples/ap/easy-rpa-ht-ap/2.1-SNAPSHOT /maven-netadata.xml (346 B at 3.6 KB/sec)
ML [2021-04-28 15:38:18.878] Executing command [java, -Dfile.encoding=UTF-&, -Dlog.appenders=ELASTIC-AP, -DRUN_UUID=76d0ba37-fdec-4578-9cha-95522ac610a, -DTASK_UUID=3213030f-0723-4003-90e0-193dc3fa:
[2021-04-28 15:38:18.909] Started process with pid 4704

2021-04-28 15:38:20.631] Found class eu.ibagroup.easyrpa.engine.boot.configuratian.NodeConfigurationModule module configuration class candidate for laun| Tm"’e"";"ﬂ’fﬁ‘n”m"’“’”"“‘ e A i
2021-04-28 15:38:20.631]

Scanning class path to find ConfigurationModule to run, using profile node.
20.6471 Creating JMX server on random port ...

@ NotFull Logs

38:20.647] Registering JMX ApModuleRunner:name=runner bean.
2021-04-28 15:38:20.647] configuration [eu.ibagroup.easyrpa.engine.boot.configuration.NodeConfigurationModule@lce24091]

The following section describes the life cycle of the node and the corresponding statuses that it may have.
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Node Status Lifecycle

[ ]
¢ Down- the Node agent was not started.
[ ]
[ ]

Control icons

Available - describes the state when the node is ready for use (the Node agent is started).

Busy - describes the state when the automation process is executed on the node.
Stopping - describes a transition state before stop/deletion.

The following actions can be applied to the node with corresponding statuses:

Restart Shut down Delete
Available
Down
Busy
Stopping
Notifications

The Notifications tab allows users to receive messages about a particular AP Run. To access the Notifications, you need to be granted
Node-READ permission. See (v. 2.2) Role Permissions.

- e

(X ] ’ Node Management / test01

° Node Details ¢ Backto list

& Download Restart
Pa'd
Details Configuration Parameters Runs Features Node Logs Notifications
|—. Filter by text
Q (:) Refresh elete
©
D Trigger Template Channel
D Stopping node_entity Skyup Email Chan...
b
Rows per page: 10 v T-10f1
ML

Columns Description

® Trigger - the action for which the message is sent to the particular channel.
® Template - example of a message is sent to a channel.

® Channel - mailing list of contacts.

Control icons

® Refresh - to refresh the page.
® Delete - to delete Notifications.
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Required Permission: Node-UPDATE.

-

0
>

Node Management / test01

Node Details ¢« Backto list

Pad
Details Configuration Parameters
7
Filter by text
Q
©
D Trigger <
D Stopping

>

ML

Filter by text

Runs Features Node Logs Notifications
(:) Refresh Delete
Template
node_entity

¥ Download

Channel

Skyup Email Chan..

Filtering allows you to search the automation process by Trigger, Template and Channel.

Sorting

Ascending/descending sorting is allowed for the Trigger, Template and Channel columns.

Create a New Notification

To create a New Notification:

1. Click "Create New" button.

2. In the New Notification pop-up panel enter Trigger, Chanel, Template.

3. Click CREATE.

-0

0
©

Node Management / test01

Node Details ¢ Backto list

& Download Restart
Pa'd
Details Configuration Parameters Runs Features Node Logs Notifications
&
Filter by text
Q (:) Refresh Delete
©
D Trigger Template Channel
D Stopping node_entity Skyup Email Chan...
b
Rows per page: 10 v 1-10f 1
ML
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Rows per page: 10 « 1-10f 1
n @ ©®
New Notification X
Trigger *
-
Channel *
-
Template *
-
[ ]

CREATE




To create the Schedule Notifications, you need to be granted Node-UPDATE permission. See (v. 2.2) Role Permissions.

Update Notifications

To Update an existing notification parameters, you need to:

® (Click on the corresponding notification.
® Change one of the field values.

e
o0 ’ Node Management / test01 By @ ®
° Node Details « Backto list Edit Notification X
& Download Ri t Shut down
~ Trigger *
Details Configuration Parameters Runs Features Node Logs Notifications .
Stopping v
Filter by text Channel *
Skyup Email Channel v
Q (:) Refresh P
@ Template *
node_entity -
D Trigger s Template Channel
D Stopping node_entity Skyup Email Chan.. e |
b
Rows per page: 10 + 1-10f1 UPDATE
ML

® Click Update.

To update the Automation Process Notifications, you need to be granted Node-UPDATE permission. See (v. 2.2) Role Permissions.

Delete Notifications

There 2 ways to Delete Notifications:

® Press control icon Delete.

L
(X J ’ Node Management / test01 _'IA @ ®
° Node Details « Backto list
¥ Dpownload Restart Shut down i3]
e
Details Configuration Parameters Runs Features Node Logs Notifications
Filter by text
Q (:) Refresh Delete
©
D Trigger <y Template Channel
D Stopping node_entity Skyup Email Chan.. E‘
A
Rows per page: 10 = 1-10f1
ML

83



® Choose the particular (or all) Notification and press icon Delete.

—
LX) ' Node Management / test01

© B @

>

ML

You need to be granted Node-UPDATE permission. See (v. 2.2) Role Permissions.

Node Details ¢ Backto list

Details Configuration Parameters
Filter by text
Q

= Trigger

E] Stopping

Down

Runs Features Node Logs

(:) e
Template
node_entity

SkyUp invoice pr...
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& Download

Channel

Skyup Email Chan...

Skyup Email Chan...

Rows per page:

10 +

Restart

1-20f 2
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Shut down MeATWIS



(v. 2.2) Node Features

® Automation Process Run Feature
® Selenium Configuration

® General Selenium Feature Configuration

® Selenium Hub Feature
® Selenium Node Feature
® Selenium Standalone Feature
® Driver Storage
® Feature Logs

The Node Features tab displays the list of system capabilities available for the specific node.

You can configure node features by clicking Node Management Node Details Features. Required Permissions: Node-READ (to view a
node feature configuration), Node-UPDATE (to change a node feature configuration). See (v. 2.2) Role Permissions.

-
o0 ) Node Management / NODE 1

° Node Details ¢ Backtolist

Pad
Details Configuration Parameters Runs Features
&
Filter by text
Q (:) Refresh
©
0O  Twee
D SELENIUM_STANDALONE
[[]  SELENIUM_HUB
A [[]  SELENIUM_NODE
8 [0 APRUN
ML

Node Logs

Enable

Each node has the following list of default features:

AP_RUN

SELENIUM_HUB
SELENIUM_NODE
SELENIUM_STANDALONE

Notifications

Disable

& Download
start
Status
@® Enabled
Disabled
Disabled
@ Enabled
Rows per page: 10 = 1-40f4

»n @ @

C: Restart (1) Shutdown

e ® ©® ©

The node features can receive two statuses: Disabled/Enabled. Those features that are enabled appear as tags at the Capabilities field

at Node Management Node Details Details.
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-—e
o0 ’ Node Management / NODE 1

Node Details ¢ Backto list

P4
Details Configuration Parameters Runs
& General
Name *
—~
© NODE 1
Description
Working Directory
@ c:\easy_rpa\node_agent\node_01
Capabilities
A JAVA X AP_RUN X
SELENIUM X
-. Dedicated
ML

Features

Node Logs Notifications
Node Agent
Version 2.1-SNAPSHOT-34329
CPU 32

Total memory 2.43 GB
Free memory 1.79 GB

IP addresses  10.224.0.32

ENNORNC)

2 Download C: Restart (1) Shutdown —UPGRADE VERSION

Features

AP_RUN

Status:  Enabled
Running in dedicated AP run mode

SELENIUM_HUB

Status: Disabled

SELENIUM_NODE

Status:  Disabled

SELENIUM_STANDALONE

Enabled

Healthy: ves
Running (0) since 2021-04-27T11:40:05.394+03:00[Europe/Minsk]

Status:

You can also observe the following information about the node features at the Details tab:

® Status
® Healthy
® Timestamp of run

Automation Process Run Feature

The AP_RUN feature is capable to run automation processes and is enabled by default.

It can be configured to run dedicated or non-dedicated automation processes. The configuration for non-dedicated automation

processes:

-
o0 ) Node Management / NODE 2

Node Details ¢ Backtolist

Pad
Details Configuration Parameters Runs Features
&
Filter by text
Q (:) Refresh Enable
o
D Type
D SELENIUM_STANDALONE
[[]  SELENIUM_HUB
A [[]  SELENIUM_NODE
8 [0 APRIN a——
ML
Rows per page: 10

3 Download (%t Restart

Node Logs Notifications

Disable Restart

Status

@® Enabled

Disabled

Disabled

e ® & ©

@® Enabled

- 1-40f4
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»n @ @

AP_RUN X

VIEW FEATURE LOGS A1

Feature Configuration

"dedicated": false
"capacity”




The configuration for dedicated automation processes: "dedicated": true.

AP_RUN

VIEW FEATURE LOGS A

Feature Configuration

The capacity setting allows you to set up the quantity of different automation process tasks that can be run on the node at the same
time.

1 If the AP_RUN feature is disabled, the node cannot run automation processes.

Selenium Configuration

Selenium Hub, Selenium node and Selenium standalone features make use of Selenium infrastructure and hence have many common
settings.

You can manage configuration parameters for each feature in JSON format at the pop-up panel at the right by clicking on the
corresponding row with the feature. The overview of the parameters see below

General Selenium Feature Configuration
The general configuration parameters for all features includes the following fields:

restart Ti meout : time in milliseconds to wait for the process to finish or restart
ur | : the container that describes how the node fetches the file
® type: the storage provider, possible values are S3, URL, NEXUS
® | ocation: the path to selenium server executable jar - relative if the type is S3 or NEXUS, absolute if URL
file: the name of selenium server jar file stored on node agent
port : the port number on which selenium will be started

Selenium Hub Feature

The SELENIUM_HUB feature is capable to use the Selenium framework for automating web browser actions. The feature allows
configuring a single machine (hub), that delegates requests to different machines (nodes).
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SELENIUM_HUB X

VIEW FEATURELOGS A

Feature Configuration

"restartTimeout"”

"type": "S3"
"location": "easyrpa/selenium/selenium-server-standalone-
3.141.59.jar"
"file": "selenium-server-standalone-3.141.59.jar"

"port

The description of each parameter is given in the General Selenium Feature Configuration title above.

! SELENIUM_HUB and SELENIUM_NODE features work in conjunction and both must be Enabled for setting up the Selenium grid.

Selenium Node Feature

The SELENIUM_NODE feature is capable to use the Selenium framework for automating web browser actions. SELENIUM_NODE feature
works in conjunction with SELENIUM_HUB.

The feature allows configuring web drivers that are supported for automation processes execution.
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SELENIUM_NODE
VIEW FEATURELOGS A

Feature Configuration

1a{
2 "restartTimeout": 10000,
3 a0 M"url™: {
4 "type": ||53n’
5 "location": "easyrpa/selenium/selenium-server-standalone-3.141.59.jar"
6 3,
7 "file": "selenium-server-standalone-3.141.59.jar",
8 A  "drivers": [
9 A {
18 A Turl": {
11 Iltypell: IISSII,
12 "location": "easyrpa/selenium/drivers/chromedriver.exe"
13 1,
14 "file": "chromedriver.exe",
15 A "seleniumCapabilities": {
16 "browserName": "chrome",
17 "maxInstances": "3"
18 1,
19 "driverName": "chrome"
20 1,
21 A {
22 A Turl": {
23 ||type||: IISSFI,
24 "location": "easyrpa/selenium/drivers/geckodriver.exe"
25 1,
26 "file": "geckodriver.exe",
27 a "seleniumCapabilities": {
28 "browserName": "firefox",
29 "maxInstances": "3"
30 1,
31 "driverName": "gecko"
32 1,
33 A {
34 A UG =R |
35 "type": "53",
36 "location": "easyrpa/selenium/drivers/msedgedriver.exe"
37 1,
38 "file": "msedgedriver.exe",
39 A "seleniumCapabilities": {
40 "browserName": "MicrosoftEdge",
41 "maxInstances": "3"
42 1,
43 "driverName": "edge"
44 1
45 A {
46 A "url": {
47 lltype": IISBII,
48 "location": "easyrpa/selenium/drivers/IEDriverServer.exe"
49 1,
50 "file": "IEDriverServer.exe",
51 A "seleniumCapabilities": {
52 "browserName": "internet explorer",
53 "maxInstances": "3",
54 "version": "11"
55 1,
56 "driverName": "je"
57 1,
58 a {
59 A murit: {
69 Iltypell : IISSII .
61 "location": "easyrpa/selenium/drivers/operadriver.exe"
62 1,
63 "file": "operadriver.exe",
64 A "seleniumCapabilities": {
65 "browserName": "operablink",
66 "maxInstances": "3"
67 1,
68 "driverName": "opera"
69 1
70 1,
71 "port": 441,
72 "hub": "http://localhost:4444/grid/register"
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The description of some parameters is given in the General Selenium Feature Configuration title above. Along with the selenium
capabilities here are the parameters of the web drivers:

Root section

® drivers: the list of web drivers supported by this node
® hub: the URL at which the selenium hub registers the nodes, for example http://| ocal host: 4444/ gri d/ regi ster

List of drivers:

® file:the name of web driver file as it will be stored on node agent

® driver Nane: the name of system property corresponding to this web driver, passed as - Dnebdri ver. <dri ver Nane>.
driver=...

® sel eni unCapabi lities: the list of key-value pairs corresponding to selenium capabilities, passed as - br owser
"keyl=val uel, key2=value2..."

Selenium Capabilities section:

br owser Nanme: supported values are chrone, firefox, McrosoftEdge, internet explorer, operablink
mex| nst ances: the maximum number of browser instances to run at the same time

ver si on: the browser version, or the empty string if unknown

pl at f or m: the platform that the browser should run on, currently support is only guaranteed for W NDO\S

Selenium Standalone Feature

The SELENIUM_STANDALONE feature is capable to use the Selenium framework for automating web browser actions. The feature
works independently of the SELENIUM_HUB and represents the hub + the only node on which automation processes can be executed.

1 It is advised to use the SELENIUM_STANDALONE feature for automation processes that imply a low load with a limited number of
sessions.
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http://localhost:4444/grid/register

SELENIUM_STANDALONE
VIEW FEATURELOGS A

Feature Configuration

1a{
2 "restartTimeout": 10600,
3a Murl": {
4 "t-ypell 1 "s3",
5 "location": "easyrpa/selenium/selenium-server-standalone-3.141.59.jar"
6 1,
7 "file": "selenium-server-standalone-3.141.59.jar",
8 A "drivers": [
9 a {
10 A Turl": {
11 "type": "S3",
12 "location": "easyrpa/selenium/drivers/chromedriver.exe"
13 1,
14 "file": "chromedriver.exe",
15 A "seleniumCapabilities": {
16 "browserName": “chrome",
17 "maxInstances": "3"
18 1,
19 "driverName": "chrome"
20 1
21 A {
22 A "url": {
23 Iltype": IISSFI,
24 "location": "easyrpa/selenium/drivers/geckodriver.exe"
25 1,
26 "file": "geckodriver.exe",
27 A "seleniumCapabilities": {
28 "browserName": "firefox",
29 "maxInstances": "3"
30 1,
31 "driverName": "gecko"
32 1,
33 Y
34 A "url": {
35 Iltype": Ilsall,
36 "location": "easyrpa/selenium/drivers/msedgedriver.exe"
37 1,
38 "file": "msedgedriver.exe",
39 A "seleniumCapabilities": {
40 "browserName": "MicrosoftEdge",
41 "maxInstances": "3"
42 1,
43 "driverName": "edge"
a4 1,
45 A {
46 A "url": {
A7 "type" : mg3n .
48 "location": "easyrpa/selenium/drivers/IEDriverServer.exe"
49 },
5e "file": "IEDriverServer.exe",
51 a "seleniumCapabilities": {
52 "browserName": "internet explorer",
53 "maxInstances": "3",
54 "version": "11"
55 1,
56 "driverName": "ie"
57 1.
58 A {
59 A "url®: {
60 "type" 1 mg3n .
61 "location": "easyrpa/selenium/drivers/operadriver.exe"
62 1,
63 "file": "operadriver.exe",
64 A "seleniumCapabilities": {
65 "browserName": "operablink",
66 "maxInstances": "3"
67 },
68 "driverName": "opera"
69 }
70 1,
71 "port": 4404
72 3}
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The description of some parameters is given in the General Selenium Feature Configuration title above. Along with the selenium
capabilities here are the parameters of the web drivers:

Root section
® drivers: the list of web drivers supported by this node
List of drivers:

® file: the name of web driver file as it will be stored on node agent

® driverNane: the name of system property corresponding to this web driver, passed as - Dnebdri ver. <dri ver Nane>.
driver=...

® sel eni unCapabi lities: the list of key-value pairs corresponding to selenium capabilities, passed as - br owser
"keyl=val uel, key2=value2..."

Selenium Capabilities section:

br owser Nanme: supported values are chrone, firefox, McrosoftEdge, internet explorer, operablink
max| nst ances: the maximum number of browser instances to run at the same time

ver si on: the browser version, or the empty string if unknown

pl at f or m: the platform that the browser should run on, currently support is only guaranteed for W NDO\S

Driver Storage
When the selenium node feature is being enabled, the node agent retrieves the web drivers in the following steps:

1. analyzing driver list from selenium feature configuration

2. downloading each driver from ur| section

3. saving downloaded drivers with the name taken from fi | e field to node working directory. It can be the default folder like %
Tenp% NODE NAME\ or custom folder that you specified on the Node Details tab.

Typical Node cache content:

29.12.2020 13:55 <Dl R>
29.12.2020 13:55 <Dl R> .
27.12.2020 15:54 <Dl R> ap-run

24.12.2020 13:57 9 721 344 chronedriver. exe

24.12.2020 13:57 2 980 048 geckodriver. exe

27.12.2020 18:03 3 420 672 | EDriver Server. exe

24.12.2020 13:57 9 292 184 nsedgedriver. exe

24.12.2020 18:18 <Dl R> nexus-repo

29.12.2020 13:55 0 node. | ock

27.12.2020 17:54 10 936 344 operadriver.exe

24.12.2020 13:57 10 649 948 sel eni um server-standal one-3. 141.59.j ar

Driver version can be checked by running - - ver si on command from the node working directory.

>chronedriver.exe --version
ChroneDriver 84.0.4147.30 (48b3e868b4cc0aa7e8149519690b6f 6949e110a8-r ef s/ br anch- heads/ 4147@ #310})

Feature Logs

Each node feature has logs that show how the feature is used.

You can access feature logs by clicking View Feature Logs at the corresponding node feature. To access the Node feature logs, you
need to be granted Node-READ permission. See Role Permissions .
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-
®e)  NodeManagement / NODE 1 n® @

© NodeDetails ¢ Backtolist & bownloas C Restart () Shutdown SELENIUM_STANDALONE X
N~ VIEW FEATURE LOGS 71
Details Configuration Parameters Runs Features Node Logs Notifications
Feature Configuration
Filter by text N
Q (:) Refresh Enable Disable Restart ::"EsfartHWEOUt” e
- A url!
® "type" ng3m
"location": "easyrpa/selenium/selenium-server-standalone-
O Type Status ol BoTr=
@ "file": "selenium-server-standalone-3.141. jar"
[]  SELENIUM_STANDALONE @ Enabled o ¢ e
@ A rury”
) ntypen: ns3n
[  SELENIUM_HUB Disabled Q@ "location": "easyrpa/selenium/drivers/chromedriver.exe"
A "file": "chromedriver.exe"
[J  SELENIUM_NODE Disabled @ A “seleniumCapabilities”
"browserName": "chrome"
"maxInstances": "3"
8 O arRuN ® Enabled %)
"driverName": "chrome"
ML
Rows per page: 10 » 1-4 of 4
Control icons
® Refresh - to pull the latest logs from the server.
® Autorefresh checkbox - to turn on/off an automatic refresh of logs.
-
®e)  NodeManagement / NODE 1 E NN QRO

° Node Details & Back to list ¥ Download  (; Restart (!) Shutdown

Pad

Details Configuration Parameters Runs Features Node Logs Notifications SELENIUM_STANDALONE logs X
L. Search by text

(' Filter by severity View columns

Q o Refresh puorefresn ALL v timestamp, severity ~  Sortbytimestamp M
©

[2021-04-27 14:19:21.206] [WARN] 3}

[2021-04-27 14:19:21.206] [WARN] 1 ca o
(=] [2021-84-27 14:19:21.206] [WARN] ] va |_D =

[2021-04-27 14:19:21.269
[2021-04-27 14:19:21.269
@ [2021-04-27 14:19:21.269
[2021-04-27 14:19:21.284

[WARN] Please see https://chromedriver.chromium.org/security-considerations for suggestions on keeping ChromeDriver safe.
[WARN] Only local connections are allowed.
[WARN] Starting ChromeDriver 89.6.4389.23
[WARN] ChromeDriver was started successful

bo8ee2c50024babe04e48d2b1bes83cdbdac579-refs/branch-heads/4389@{#294}) on port 21548

Search by text

You can search for a particular log by its text. The logs found are highlighted in yellow.

Filter by severity

Filtering allows you to choose the level of severity of the displayed logs from the dropdown menu. The available options are as follows:

—e

ee Node Management / NODE 1 By ® ®

© NodeDetails « Backtolist B vownioad (3 Restart (1) shut down

e
Details Configuration Parameters Runs Features Node Logs Notifications SELENIUM_STANDALONE logs X
Search by text
Filter by severity View columns
Q Q© Refresh Autorefresh ALL ~  timestamp, severity v Sortby timestamp.
o
[2021-04-27 14:19:21.269] Starting ChromeDriver .4389.23 (61b0sec2c50024babooseandz] (@ ALL 43) on port 21548
[2021-04-27 14:18:21.284] ChromeDriver was started successfully. .
(=] [2021-04-27 14:18:22.323] RNING]: This ver: ronedriver has nof O TRACE Ga I—D A
[2021-04-27 14:18:22.347] [ProtocolHa ession] - Detected
[2021-04-27 14:19:22.349] enotes $performHandshak O noesus 2ebfa34aaa6752616f (org.openga.selenium.chrome. Chromedri
@ [2021-04-27 14:22:21.050] [ActiveSessionFactory. lam apply$11] - Matd fon. remote. ServicedsessionsFactory o um
[2021-04-27 14:22:21.050] O o
[2021-04-27 14:22:21.050]
X [2021-04-27 14:22:21.050] O warN
[2021-04-27 14:22:21.050]
[2021-04-27 14:22:21.050] O ERROR

a [2021-64-27 14:22:21.056]
[2021-04-27 14:22:21.050]
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View columns

You can add or remove the columns timestamp/severity from the event log view.

& Download c: Restart (1) Shut down

Features Node Logs Notifications SELENIUM_STANDALONE logs X

Filter by severity View columns

(:) Refresh Autorefresh ALL ~  limestamp, severity - Sort by timestamp P

timestamp

ra
Ld

D 2

severity

e https://chromedriver.chromium.org/security—-considerations for suggestions on

1 connections are allowed.

ChromeDriver 89.0.4389.23 be8ee2c50024babre4e48d2b1b083cdbdacs79-refs/branch-heads /4389 port 21548

ver was started successfullv.

Sort by timestamp
Ascending/descending logs sorting by the timestamp is allowed.

In the upper-right corner of the logs window there are buttons for opening logs in the full browser window, copy logs to the clipboard
and download a .txt file with logs:

-— O
®e)  NodeManagement / NODE 1 »n @ ®

° Node Details ¢ Backtolist 2 Download C} Restart Q) Shut down

Pad
Details Configuration Parameters Runs Features Node Logs Notifications SELENIUM_STANDALONE logs X
Search by text
(. Filter by severity View columns
Q ) Refresh Autorefresh ALL ~  timestamp, severity ~  Sortby timestamp T
—~
©
[2621-04-27 [WARN] 3
[2021-04-27 [v.'ARN: } ) v |_D 3
=] [2021-84-27 [WARN] 1 =
[2021-04-27 [WARN] Please see https hromedriver.chromium. org/security-considerations for suggestions on keeping ChromeDriver safe.
[2021-04-27 [WARN] Only local connections are allowed.
@ [2021-04-27 [WARN] Starting ChromeDriver 89.0.4389.23 08ee2c50024bab004e48d2b1b083cdbdacs79-refs/branch-heads /4389 }) on port 21548
[2021-04-27 [WARN] ChromeDriver was started successf
[2021-04-27 [WARN] [1619522362.314] [WARNING]: This version of ChromeDriver has not been tested with Chrome version 9e.
[2021-04-27 [WARN] INFO [ProtocolHandshake.createSession] - Detected dialect: W3C
A [2021-04-27 [WARN] INFO [RemoteSession$Fact lambda$performHandshake$6] - Started new session 089ab76ce80e7aaebfa34aaa675a616f (org.openqa.selenium.c
[2621-04-27 [WARN] : 50 INFO [ActiveSessionFactory.lambda$apply$11] - Matched factory org.openga.selenium.grid.session.remote.ServicedSession$Factory (provi
[2021-04-27 [WARN] 3
E [2021-04-27 [WARN] 1
[2021-04-27 [WARN] 1
[2021-04-27 [WARN] extensions": [
ML [2021-04-27 [WARN] 1,
[2021-04-27 ] [WARN] '
L2020 0427 14:00:01 000]  WARN]
&

"Not Full Logs" indicator appears at the bottom right corner when the log becomes too long for one page:
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pa.englne.num‘cunhguratmn.uevelnpmentunnhgurat\unr’lumule module cunnguratmn class candigate ror launcn. I
pa.engine.boot.configuration.DedicatedModeConfigurationModule module configuration class candidate for launch. ca |_ 3
pa.engine.boot.configuration.StandaloneConfigurationModule module configuration class candidate for launch. LL D _—

URL to service:jmx:rmi:///jndifrmi://:31037/jmxrmi

eu.ibagroup.easyrpa.engine.service.wire.InputOutputExecutionAspect

eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect

1 63elllec-5023-4be5-8fa9-5f308748ch91

>d by SELENIUM_STANDALONE feature.

-al473206232c working directory is c:\easy_rpa\node_agent\node_03\ap-run\26244766-d021-45c1-b851-e77c81441785-e0bb3a0d-2f55-4fba-ba3a-885a620]
:nt Processor, downloading script on node NODE 3
.35/nexus/repository/easyrpa-group/eu/ibagroup/samples/ap/easy-rpa-ie-ap/2.0-SNAPSHOT/maven-metadata.xml (346 B at 4.3 KB/sec)

ile.encoding=UTF-8, -Dlog.appenders=ELASTIC-AP, -DRUN_UUID=26244766-d021-45c1-b851-e77c81441785, -Delastic.host=https://elastic-node:admin@ 1(

351-e77c8144f785,b6e372ce-beb-4dcé-91a6-fd07a029fba0l completed with OK

nfigurationModule to run, using profile node.

nport ...
ner:name=runner bean. @® NotFull Logs

yrpa.engine.boot.configuration.NodeConfigurationModule @ 291b4bf5]

To download full logs use the Download button:

View columns

timestamp, severity ¥ Sort by timestamp ‘T

Download Full Logs

class candidate for launch. I
an class candidate for launch.

ra
lass candidate for launch. LdJ [_D E

To copy the displayed logs only use the Copy button:

View columns

timestamp, severity ¥ Sort by timestamp P

n class candidate for launch.

ion class candidate for launch.
:lass candidate for launch.
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(v. 2.2) WebDriver Version Update

This section provides information about the best practices for updating the web driver.

Semi-automatic driver update method
Manual driver update method
Obtaining right web driver version
Common issues and solutions

Each web driver has a version corresponding to a particular browser version. Therefore, if the browser receives the update
automatically (and the web driver - does not), a version mismatch exception may occur.

For example, automation processes using the Chrome browser may encounter the following exception:

Sessi onNot Cr eat edExcepti on: session not created: This version of ChromeDriver only supports Chronme version 84

Since the web driver is tied to the node environment, you need to identify the node on which the automation process was running to
fix the exception.

Semi-automatic driver update method

The easiest way to update the web-drivers is to put a new driver's version in the data storage (see the url section in the Node Details
Features selenium feature parameters at the right pop-up panel). New drivers will be automatically updated on the node after the
feature or the node is restarted.

If the driver contains a version in its name, you also need to specify the fi | e field.

SELENIUM_NODE SELENIUM_NODE X

VIEW FEATURE LOGS A VIEW FEATURELOGS A

Feature Configuratior Feature Configuratior

——
——

Manual driver update method

To update drivers manually, you need to download the appropriate driver version and replace it in the node's working
directory. However, if there is a recently added file in the data storage, the driver will be updated when the feature or node is restarted.

How to Update the Driver Version
There are two possible ways to identify the node on which the automation process is running for the purpose :

1. Check the automation process Event Log.
2. Check the Node Logs.

How to check the Node Logs
® Open the automation process run history.

® Select the failed task.
® Click the View Node Log.
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bStart Deme [ 1020 EN @ ®

° Run ¢ Backtolist s ¢ Rty [ Delee Do Input Verification X
tad ser on 28.04.2021 14
History Event log e ' e o Wiew EventLog A A
Task Input JSON -~
& Show Full Graph f:) R & Diagram Code Table
o Iy o
=) JNLP/WebStar...
Task Output JSOM
L]
A ) rD ra
° : ¥
Do Input Yeri
ML
100%~ + —
® The corresponding Node Logs are opened.
-
oo ’ Node Management E @ ®
° Node Details ¢ Back tolist 2 Download c: Restart Q) Shut down
P
Details Configuration Parameters Runs Features Node Logs Notifications
Search by text » Filter by severity View columns
Q i Refresh Autorefresh ALL ~  timestamp, severity ¥ Sortbytimestamp T

©

[2021-04-28 15:03:01.644
[2021-04-28 15:03:01.644
[2021-04-28 15:03:01.644
[2021-04-28 15:03:01.784
[2021-04-28 15:03:02.878
[2021-04-28 15:03:02.878
[2021-04-28 15:03:02.878
[2021-04-28 15:03:02.878
[2021-04-28 15:03:02.878
[2021-04-28 15:03:02.878
[2021-04-28 15:03:02.894

[2021-04-28 15:03:02.894
E [2021-04-28 15:03:05.113
[2021-04-28 15:03:05.113
[2021-04-28 15:03:05.128

Found class eu.ibagroup.easyrpa.engine.boot.configuration.StandaloneConfigurationModule module configuration class candidate for launch.

Found class eu.ibagroup.easyrpa.engine.boot.configuration.NodeConfigurationModule module configuration class candidate for lagnch.

Found class eu.ibagroup.easyrpa.engine.boot.configuration.DevelopmentConfigurationModule module configuration class candidate”for Dy
Set JXM RMI connector server URL to service:jmx:rmi:///jndi/rmi://:33595/3mxrmi
Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service.wire . TaskAnnotationsExecutionAspect

@ @

Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect
Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service.wire.TaskAnnotationsExecutionAspect
Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect
Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service.wire.TaskAnnotationsExecutionAspect

>

Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect

Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.service.wire.TaskAnnotationsExecutionAspect

Loaded ExecutionAspect class eu.ibagroup.easyrpa.engine.rpa.driver.DriverExecutionAspect

Trying to communicate with AP run using folder ci\easy_rpa\node_agent\node_81\ap-run\beecf56f-8602-4a62-b8c5-d79bbfdbdas3-null.
Stop signal received from CS for 51466 pid, sending to process.

Connecting to AP run process using serviceijmxirmii///jndi/rmi://:33595/3mxrmi.

ML 2021-04-28 15:03:05.160 Automation process module run process 51460 has been notified to stop.
@ NotFull Logs
[2021-04-28 15:03:08.738 Canceled process 51460 executed with exitCode 2 9
-|'7(>771*F!A*7F\ 15:A3:AR. 73R Process 51460 executed with exitCode 2

&

® Search for the working directory by the node name. All drivers, as well as automation process dependencies, are stored in the
working directory.

! This can be the default folder, such as %denp% NODE NAME\ or a custom folder specified on the Node Details tab.
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-
L L] ’ Node Management / NODE 1

@ o @

>

ML

&

© NodeDetails ¢ Backtolist
Details Configuration Parameters Runs Features Node Logs Notifications

Search by text

Filter by severity
Q_ working dif X () Refresh Autorefresh

ALL

[2021-04-28 14:57:34.769
[2021-04-28 14:57:34.769

[WARN] at
[WARN] at

agroup.easyrpa.en

bagroup.easyrpa.ap.JnlpAp. run(InlpAp 4)

[2021-04-28 14:57:35.706
[2021-04-28 14:57:35.706
[2021-04-28 15:00:40.457

Canceled process 14424 executed with exitCode 2
Process 14424 executed with exitCode 2

ApModule. execute (ApModule. java:

L Download

View columns
~  timestamp, severity

12021-04-28 14:57:34.769] [WARN] at eu.ibagroup.easyrpa.engine.task.ap.Aptxecutioniask.execute(Aptxecutioniask.java:26)

[2021-64-28 14:57:34.769] [WARN] at java.util.concurrent.CompletableFuture.get(CompletableFuture.java:1908)

[2021-04-28 14:57:34.769] [WARN] at java.util.concurrent.CompletableFuture.reportGet(CompletableFuture.javai3sr)
[2021-64-28 14:57:34.769] [WARN] Java.util.concurrent.ExecutionException: eu.ibagroup.easyrpa.engine.exception.EasyRpaException:
[2021-04-28 14:57:34.769] [WARN] eu.ibagroup.easyrpa.engine.exception.EasyRpaException: E1000-4451-521 - Unexpected fatal error

-

E1000-4451-521 - Unexpected

C} Restart

ra

EX

® @

() shutdown

Sort by timestamp T

H !

Received Run: ap INLP/WebStart Demo, runUuid beecf50f-0602-4a62-b8c5-d79bbfdbdas3, taskUuid null downloadw‘ng script on node NODE 1

hid

fatal error

[2021-04-28 15:00:40.463

AP 7bfdbf97-2e9b-4Ffb-a9e6-e7F18fco1f3e[wWorking directory is c:\easy_rpa\node_agent\node_01\ap-run\beecf50f-0602-4a62-bsc5-d79pbrdbdas3null |

[2021-04-28 15:00:40.472
[2021-04-28 15:00:40.769
[2021-04-28 15:00:41.691
[2021-04-28 15:00:41.738
[2021-04-28 15:00:43.160
[2021-04-28 15:00:43.175
[2021-04-28 15:00:43.175

[WARN] RunConfiguration was changed by SELENIUM_STANDALONE feature.

Started process with pid 28916
Scanning class path to find ConfigurationModule to run, using
Create an RMI connector server

Create RMI registry on port 15416

Working directory path can also be found at the Node Details tab:

-
L L] ’ Node Management / NODE 1

@ o @

>

ML

© NodeDetails ¢ Backtolist

Details Configuration Parameters Runs Features Node Logs Notifications
General Node Agent
Name * Version 2.1-SNAPSHOT-34329
NODE 1

CPU 32
Description

Total memory 2.43 GB

Free memory 1.25GB

Working Directory

c:\easy_rpa\node_agent\node_01 |Paddresses

Capabilities

JAVA X AP_RUN X

SELENIUM X

‘ Dedicated

profile dedicated_node.

O Download  (; Restart

Features

AP_RUN

Status:  Enabled
Running in dedicated AP run mode

SELENIUM_HUB

Status:  Disabled
SELENIUM_NODE

Status: Disabled
SELENIUM_STANDALONE

Status:  Enabled

Healthy: yes
Running (0) since 2021-04-27T11:40:05.394+03:00[Europe/Minsk]

® To identify the Node host, go to the Node Details tab and check its IP address.
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(!) Shutdown

Downloaded: https:// ‘nexus/repository/easyrpa-group/eu/ibagroup/samples/ap/easy-rpa-jnlp-ap/2.1-SNAPSHOT/maven-metadata. xml (348 B at

Executing command [java, -Dfile.encoding=UTF-8, -Dlog.appenders=ELASTIC-AP, -DRUN_UUID=beecf50f-0602-4262-b8c5-d79bbfdbd8s3, -DTASK_UUID=null,

@® Not Full Logs

-C



-—e
o0 ’ Node Management / NODE 1

© NodeDetails ¢ Backtolist

N
Details Configuration Parameters Runs Features Node Logs Notifications
& General Node Agent
Name * Version 2.1-SNAPSHOT-34329
—~
© NODE 1
CPU 32
Description Total memory 2.43 GB
@ Free memory 1.25GB
Working Directory -
IP addresses
@ c:\easy_rpa\node_agent\node_01
Capabilities
A JAVA X AP_RUN X
SELENIUM X
. Dedicated
ML

2 Download C: Restart (1) Shutdown

Features

AP_RUN

Status:  Enabled
Running in dedicated AP run mode
SELENIUM_HUB
Status: Disabled
SELENIUM_NODE
Status:  Disabled
SELENIUM_STANDALONE

Enabled

Healthy: ves
Running (0) since 2021-04-27T11:40:05.3

Status:

+03:00[Europe/Minsk]

ENNORNC)

® Connect to the desired machine, open the Chrome browser and check the version through the Help About menu.

@ Google Chrome

&

Google Chrome is up to date
Version 87.0.4280.88 (Official Build) (64-bit)

® To fix the exception, you should replace the corresponding web driver file stored on the node with the required version.

! You can check the driver version by running the - - ver si on command from the node's working directory.

>C

hromedri ver. exe --version

ChroneDriver 84.0.4147.30 (48b3e868b4cc0aa7e8149519690b6f 6949e110a8-r ef s/ branch- heads/ 4147@ #310})

For the web-driver to run smoothly, the following conditions must be met:

The latest drivers for each browser can be found on the respective pages.

Obtaining right web driver version

® The major driver version must be equal to the major browser version. For example, the Chrome web-driver v. 87.0.4280.88 is
suitable for the Chrome browser v. 87.0.4280.88.
® The platform architecture must match: you cannot run Linux driver on Windows.

Links are relevant at the time of writing (March 2021).
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Chrome: https://sites.google.com/a/chromium.org/chromedriver/downloads.
Firefox: https://github.com/mozilla/geckodriver/releases.
Edge: https://developer.microsoft.com/en-us/microsoft-edge/tools/webdriver/#downloads.
Internet Explorer 11: https://selenium-release.storage.googleapis.com/index.html.

Opera: https://github.com/operasoftware/operachromiumdriver/releases.


https://sites.google.com/a/chromium.org/chromedriver/downloads
https://github.com/mozilla/geckodriver/releases
https://developer.microsoft.com/en-us/microsoft-edge/tools/webdriver/#downloads
https://selenium-release.storage.googleapis.com/index.html
https://github.com/operasoftware/operachromiumdriver/releases

Common issues and solutions

Issue

Solution
"The action could not be completed because the folder or file is open in another program." The driver file can only be replaced
when replacing a driver file. if it is not currently being used.
Check Windows Task Manager to
"--no- sandbox" X L
find and stop running instances of
parameter selenium server do not close child chromedriver.exe process. the required web d_rlver. You can
also use the following command to
© Node Details & sack o1ist kill all opened chromedriver.exe:
o~
ation Parameters Runs Features Node Logs ations i . i
taskkill /imchronedriver.
Q @) Retresn Autorefresh AL exe
©
Saving file from Resourcelocation(type=53, location=easyrpa/selenium/drivers/chromedriver.exe)
B
9
A
=]
"Cannot find firefox binary in PATH" when running the automation process in Firefox. Firefox.exe must be placed in the
PATH for geckodriver to work
correctly.
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(v. 2.2) Machine Learning

Machine Learning module is designed to enable user to perform a complete cycle of operations from document set collection, applying
OCR conversion, tagging documents in Workspace, preparing training data sets to train machine learning models.

This section contains the following modules:

® (v. 2.2) Document Sets
® (v. 2.2) Details
® (v. 2.2) Documents
® (v.2.2) Runs

® (v. 2.2) Models

Document Sets module allows to create and view document sets used to train ML models along with their names, descriptions, creation
/update time as well as data type and automation process used. Here users can edit document sets, populate them with necessary
documents, assign correct labels and mark entities, prepare training data, and train models.

Models module provides users with a single point for ML models management: view all the models registered in the system, train new
models and delete existing ones, export and import models.
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(v. 2.2) Document Sets

® Document Sets Overview

® Manage Document Sets
® Create Document Sets
® Edit Document Sets
® Delete Document Sets
® Train Model

Document Sets module allows to create and view document sets used to train ML models along with their names, descriptions, creation
/update time as well as data type and automation process used. Here users can edit document sets, populate them with necessary
documents, assign correct labels and mark entities, prepare training data, and train models.

The system also provides ability to import document sets as a single package with all the data, labels, and models included. Document
Sets along with their content can also be deleted.

You can access the module by clicking Machine Learning Document Sets. Required Permission: DocumentSet-READ. See Role
Permissions .

oo) n @ @
© Document Sets
CREATE NEW
Filter by text
Q f:) Refresh Delete
©
D Name Document Type Description Last Update
[0 testcL cL 17.09.2021 12:00 |:°g o2 [
O  testie IE 17.09.2021 11:57 |:°g o2 i
b o _
O test test 17.09.2021 10:54 = 2 ]
= IE 17.09.2021 16:48 & 2 (]
Document Sets
—
| ML > sdels
Rows per page: 10 = 1-10 of 10

°|

Document Sets Overview

Columns Description

® Name - the Document set name. By clicking on the document set name you can see the documents included into the document
set.

® Document Type - the document type defines how the documents for Human Task are displayed for tagging, which output fields
should be extracted during the tagging and Machine Learning training.

® Document Processor - the name of an automation process that controls life-cycle of a document set and includes preparation
steps to display documents in the Human Task. By clicking on the Automation Process you can see the process runs.
Description - a short description of the Document Set.
Last Update - the last date and time when the documents were changed.

Control icons
® Refresh - to pull the last updates from the server.
® Train Model - to train an ML model on documents contained in the Document Set. Please note, it's required to prepare a

training set first. Required Permission: MIModel-CREATE.
® Delete - to delete the Document Set. Required Permission: DocumentSet-DELETE.

Filter by text
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Filtering allows you to search the Document Sets by Name, Document Type, Document Processor, Description.

Sorting

Ascending/descending sorting is allowed for Name, Document Type, Document Processor, Last Update columns.

—
o) »n @ @
° Document Sets
~ Filter by text
Q (:) Refresh Delete

O Name Document Type Description Last Update
©

O INtest IE 20.00.2021 12:10 & o [
g O testcL cL 17.09.2021 12:00 $ 2 (]
Q O  testE IE 17.09.2021 11:57 ] 2, ]
A 0O test test 17.09.2021 10:54 $ o i

Rows per page: 10 ¥ 1-10 of 11 > >l

ML

Manage Document Sets

Create Document Sets

To create a new Document Set, you need to:

® Navigate to the Document Sets. Required Permissions to get there: AutomationProcess-READ and DocumentType-READ.
® Click CREATE NEW button. Required Permission: DocumentSet-CREATE. See (v. 2.2) Role Permissions.

D) »n @ O
° Document Sets
A Filter by text
Q f:) Refresh Delete

O Name Document Type Description Last Update
(C]

O  INtest IE 20.09.202112:10 $ o, i
@ [0 testcL cL 17.09.2021 12:00 $ o, ]
Q O  testie IE 17.09.2021 11:57 & o, [
A O test test 17.09.2021 10:54 $ o 0]

Rows per page: 10 ¥ 1-10 0of 11 > >l

ML

® The New Document Set panel is displayed on the right.
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—e

oo E NN ORNCY

© Document Sets - New Document Set X
CREATE NEW
AN Filter by text —
Q ) rRefresh

O Name Document Type Description Last Update
© N T

O IN test IE 20.09.2021 12:10 [l 2 [ .
= O testcL oL 17.09.20211200 & 2 i
@ O testE iE 17.09202111:57 (& 20 i

v

A 0O st test 170020211054 & & & Clense brovide 21F Fle
8 O k2 E 70020211648 & 2 W m

m e e 170020211044 &1 2 "
ML

® Enter a document set Name.
® Optionally enter a short document set Description.
® Select a Document Type from the drop-down list.

The necessary document type should be created prior to creating a document set. A document type defines how the documents are
displayed on Human Task for tagging, which output fields should be extracted during the tagging and Machine Learning training. If the
required document type is missing from the drop-down list range navigate to Administration Human Task Types Human Task Type
Details Document Types to create a new document type. For more details see Create a new Document Type.

® Select a Document Processor from the drop-down list.

A document processor is an automation process that controls the document set workflow and includes preparation steps to display
documents on the Human Task. The necessary document processor should be created prior to creating a document set. If the required
document processor is missing from the drop-down list range navigate to Automation Processes to create a new document processor.
For more details see Create a new Automation Process.

® Optionally select a ML model from the drop-down list to process the document set .
® Click ADD button to upload a .zip file with documents for a new document set. A file explorer window is displayed. Select a .zip
file to be uploaded into the document set.

ee) E S ORI
©  Document Sets New Document Set X
] Filter by text N
Q ) refresh
O Name Document Type Description Last Update
O INtest iE 200920211210 % o ] .
O testcL oL 17.0920211200 & 2, ]
@ O  testE iE 170020211157 (& 2 ]
-
X O  ctest test 17.09.20211054 & 2 i
a O ez e 17.0920211648 (& 2 [
mn e e 17.0020211044 11 o [
ML

® Provide OCR configuration including Storage bucket name, Tesseract options, Image Magick and HocrFixWords options in the Se
ttings field below Add button.
® document_bucket - name of Storage bucket where OCR results will be saved;
® tesseractOptions - Tesseract OCR command line options. Please see the external documentation Tesseract Command
Line Usage.
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https://confluence.dc-iba.by/display/EAS/%28v.+2.2%29+Document+Types#id-(v.2.2)DocumentTypes-CreateanewDocumentType
https://confluence.dc-iba.by/display/EAS/%28v.+2.2%29+Automation+Processes#id-(v.2.2)AutomationProcesses-CreateanewAutomationProcess
https://github.com/tesseract-ocr/tessdoc/blob/master/Command-Line-Usage.md
https://github.com/tesseract-ocr/tessdoc/blob/master/Command-Line-Usage.md

® imageMagickOptions - ImageMagick command line options. ImageMagick tool is used to split pdf by pages and print as

images. Please follow Image Magick Command Line Documentation.

® hocrFixWords - Map with string key-value pairs. Key is a regex and it is used to find mistakes in each word separately.

All matches are replaced by value string.

® Click CREATE button the save the document set. A new document set is created.

J}

©  DocumentSets
~ Filter by text
Q ) Refresh

O weme Document Type Desciptio Last Updste

O mtest e 200020211210
= O testce oL 170020211200 [
Q O  teste 3 170020211157 [
X O test test 170020211054 Y
8 O ez IE 170020211648 [

[ IE 17002021 10:44 (&
ML

a o oL 170020211647 (&

o on oL 170020211042 (&

CREATE NEW

e
[ ]

De
[ ]

Q@ @
New Document Set X
Glassification
et
inrp s;mplg Remittance Advice -
\DP S;%’ple;oﬂ 09.20 12:52:35 A
;c‘!p:chssmcaﬂon -
IE_Forms zip X

To create a new document set, you need to be granted DocumentSet-CREATE permission (with AutomationProcess-READ and

DocumentType-READ). See (v. 2.2) Role Permissions.

Edit Document Sets

To edit key information about an existing document set click on the corresponding row with the document set. Edit Document Set panel
is displayed on the right. Required Permissions: DocumentSet-UPDATE (with AutomationProcess-READ and MIModel-READ). See (v.

2.2) Role Permissions.

—e
D))
© DocumentsSets
~ Filter by text
Q ) refresn
0O  neme Document Type Descriptio Last Update
O iNtest2 13 200020211300 &
=] 20002 °
O  iNtest IE 200020211270 &
Q@ O testcL oL 170020211200 &
By O  teste 3 170020211157 (@
2 s I3
B O test test 170920211054 9
5 5 I3
[ IE 170920211648 9
ML
2 I3
[ IE 170920211044 [H
& - .
clz2 cL 17.00.2021 1647 [Q

You can edit the following information about a document set on the displayed panel:

Name - the document set name;
Description - the document set short description;

CREATE NEW

De
-

De
-

@ @

Edit Document Set X

IN test2 [}

IE A

|E Document Processor hd

iemodel -

DETAILS

Document Type — a human task document type to be selected from the dropdown list, a document type defines how the
documents are displayed on Human Task for tagging, which output fields should be extracted during the tagging and Machine

Learning training;

® Document Processor — an automation process for the document set workflow, it includes preparation steps to display

documents on the Human Task;
® Model - a ML model used to process the document set.
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https://imagemagick.org/script/command-line-processing.php

® Settings - OCR configuration including Storage bucket name, Tesseract options, Image Magick and HocrFixWords options:

® document_bucket - name of Storage bucket where OCR results will be saved;

® tesseractOptions - Tesseract OCR command line options. Please see the external documentation Tesseract Command

Line Usage.

® imageMagickOptions - ImageMagick command line options. ImageMagick tool is used to split pdf by pages and print as
images. Please follow Image Magick Command Line Documentation.
® hocrFixWords - Map with string key-value pairs. Key is a regex and it is used to find mistakes in each word separately.
All matches are replaced by value string.

To manage documents within an existing document set click Details and proceed to Documents page.

To save the result of editing click UPDATE button.

© Document Sets
~ Filter by text
Q
O name
© LJ  IEinvoices
0O v
=)
[ automation_edit_document_sa.
[ CLSFtestset
ES
O  vyidocset
B O vyidocset2
ML [ cldocset (att 1)
& 1=

) Refresh Delete

Document Type

IE task
htt_doc_type_edit_documents_sam.
htt_doc_type_edit_documents_sam.
htt_doc_type_edit_documents_sam.
yiie doc type
yiie doc type

CLhtt

Document P

IE Document Processor

Invoice Plane Automation

CL Document Processor

CL Document Processor

IE Document Processor

IE Document Processor

CL Document Processor

extracting data from invoices

some description_1

CREATE NEW

Last Update

T5.U5.20271 T6:00

&

15.05.2021 16:02

o

15.05.2021 16:06

o

15.05.2021 16:07

{

15.05.2021 16:09

e

15.05.2021 16:21

o

15.05.2021 16:35

{Zo

nmn a0

Rows per page

10~ 1-100f 11

E N ORNCY
Edit Document Set X
ame
IPVN )
Description
Sample for Invoice Autoration w

Document Type *

htt_doc_type_edit_documents_sample

Document Proces:

Invoice Plane Automation

To edit a document set, you need to be granted DocumentSet-UPDATE permission. See (v. 2.2) Role Permissions.

Delete Document Sets

DETAILS

UPDATE

A single document set can be deleted by clicking Delete control icon in the corresponding document set row and confirming deletion.

-

0

Q O @

>

Document Sets

Filter by text

Q
D Name
0  INtest2
O  intest
O  testcL

(:) Refresh

Document Type

CcL

To delete multiple document sets you need to:

® Place checkmarks next to desired document sets.
® Click Delete icon at the top of the page.

Description
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EX

©)

®

CREATE NEW

Last Update

20.09.2021 13:00

20.09.2021 12:10

17.09.2021 12:00

Rows per page:

10 =

(=)
[Nl 2\
(2]
(na 2
(2]
[\ 2

1-100f 12

(]

>l


https://github.com/tesseract-ocr/tessdoc/blob/master/Command-Line-Usage.md
https://github.com/tesseract-ocr/tessdoc/blob/master/Command-Line-Usage.md
https://imagemagick.org/script/command-line-processing.php

® Confirm deletion.

° Document Sets

Filter by text

Q
)

= Name
@

[ |testcL

test IE
A

test
8 O |e2
ML

(:) Refresh ﬁ Delete

Document Type Description

CL

test

Last Update

17.09.2021 12:00

17.09.2021 11:57

17.09.2021 10:54

17.09.2021 16:48

Rows per page: 10 «

1-10 of 10

o

{Z

To delete a document set, you need to be granted DocumentSet-DELETE permission. See (v. 2.2) Role Permissions.

Train Model

To train a model on a prepared training set, you need to:

® click Train Model icon.

° Document Sets

N Filter by text

Q

D Name
®

0  iNtest2
= O  intest
© [0 testcL
A

(:) Refresh Delete

Document Type Description

cL

® The following dialog box appears:
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Train Model

Description

Version *

Please, provide training configuration ZIP archive *

ADD

CLOSE TRAIN

® In the dialogue box you need to provide the following details:
® Name - a name of the model to be trained.
® Description - a short description.
® Version - a model version.
® Click Add button to upload a .zip file with training configurations. A file explorer window is displayed. Select a .zip file to be
uploaded into the document set and click Open.
® A .zip file with configurations for Classification Models should contain one file:
® model.json - required

® A .zip file with configurations for Information Extraction Models may contain up to 4 files:
® model.json - required
® labels.json
® base_model_patterns.json
® post_processing_rules.json

Train Model

Name*

classification

Description

model

Version *
0.1

Please, provide training configuration ZIP archive *

ADD

CLOSE TRAIN

90(

® C(Click Train to start ML model training.
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Train Model

Name*

classification

Description

model

Version *
0.1

2.2.1-classification-build.zip

To train a model , you need to be granted MIModel-CREATE permission. See (v. 2.2) Role Permissions.

Model training can also be launched from the Documents page. See (v. 2.2) Documents.
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(v. 2.2) Details

® Details

The Documents page contains key information about an existing document set, its processing lifecycle and configuration parameters.
You can view/edit document set details, OCR configuration parameters, and manage documents. To view the document set details, you
need to be granted DocumentSet-READ permission. See (v. 2.2) Role Permissions.

To access Documents, you need to:

® Navigate to the Document Sets page.
® Click on the corresponding Document Set Name.

-
(X ] A @ @
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P CREATE NEW
® Filter by text
Q (:) Refresh Delete
D Name Document Type Description Last Update
O IN test2 4 [E 20.09.2021 13:00 l:oj P18 [ ]
A ()
O  iNtest IE 20.09.2021 12:10 (N 2 [ ]
8 O  testcL cL 17.09.2021 12:00 |:°g o2 [
ML
Rows per page: 10 w 1-100f 12 > M|

The Details tab displays general settings that are necessary for the document set creation and processing.
You can view/edit the following information about a document set on the Details tab:

Name - the document set name;
Description - the document set short description;
Document Type — a human task document type to be selected from the dropdown list;
Document Processor — an automation process for the document set workflow. The document processor includes converting
PDFs into images format, image improvements using ImageMagick scripts, sending images to OCR, sending documents with
OCR response to Human Task, processing Human Task response to convert results into Machine Learning input format.
Model - a ML model used to process the document set.
Settings - OCR configuration including Storage bucket name, Tesseract options and Image Magick options:
® document_bucket - name of Storage bucket where OCR results will be saved.
® tesseractOptions - Tesseract OCR command line options. Please see the external documentation Tesseract Command
Line Usage.
® imageMagickOptions - ImageMagick command line options. ImageMagick tool is used to split pdf by pages and print as
images. Please follow Image Magick Command Line Documentation.

® To save the result of editing click UPDATE.
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To manage documents within an existing document set click Documents tab.
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(v. 2.2) Documents

® Documents Overview
® Manage Documents
® Upload Documents to a Document Set
® Edit Document Details
® Delete Documents
® Process Documents
® Prepare Document Input for Tagging
Tag Documents by Model
Review and Edit Model Output
Tag Documents Manually
Prepare training set
® Generate Model Report
® Export Document Set Data
® Import Document Set Data
® Train Model
® Documents Status Lifecycle

The Documents page contains key information about an existing document set, its processing lifecycle and configuration parameters.
You can view/edit document set details, OCR configuration parameters, and manage documents. To view the document set details, you
need to be granted DocumentSet-READ permission. See (v. 2.2) Role Permissions.

To access Documents, you need to:

® Navigate to the Document Sets page.
® Click on the corresponding Document Set Name.

—e
oo n @ @
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5
@ Filter by text
Q (:) Refresh Delete
D Name Document Type Description Last Update
O Ntest2 < 20.09.2021 13:00 [\ 2 ]
A (e}
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ML
Rows per page: 10 w 1-10 0f 12 > >l

To manage documents within an existing document set click Documents tab.

Documents Overview

The Documents tab contains key information about all documents within a particular document set, their statuses as well as document
inputs and outputs.

You can manage the documents using control buttons. To access the documents of a particular document set, you need to be granted
DocumentSet-READ permission. See (v. 2.2) Role Permissions.
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Columns Description

® Name - the name of a document within a document set.
® Notes - the notes on a document within a document set.
® Status - the current status of the document processing.

Control icons

Upload documents - to upload/add documents to an existing document set. Required permission: DocumentSet-UPDATE.
Refresh - to pull the latest updates from the server.
Delete - to delete documents from a document set. Required Permission: DocumentSet-DELETE.
Process - to access dropdown run controls of documents:
® Re-process - to trigger document processor and prepare document input;
Execute Model - to launch tagging by ML model;
Move Model to Human - create a Human Task to review/edit (improve) ML model results;
Send to Workspace - create a Human Task for tagging;
Generate Model Report - generate statistics report of ML model results (both model and human output results are
required to generate statistics report);
® Prepare training set - prepare document set for training.

The run can be done for all documents if no documents are marked with checkmarks, or selected documents if there are marked with
checkmarks documents. Required Permission: DocumentSet-ACTION.

® Options - to access dropdown options to manage all documents of a document set:
® Export Document Set Data- store all files from File Storage folder into files of .zip and export records into a .csv;
® (Clear Document Set - delete all document from a training set;
® Train Model - launch model training;
® Import Document Set Data - store (with override) all files from .zip into File Storage, add new records into a datastore
using records.csv from .zip, replace all File Storage references with new paths;

® Open Automation Process Runs - opens document processor Runs page. See (v. 2.2) Automation Process Run.
® Open Document - to view/edit human and model output of a document. Required Permission: DocumentSet-READ.

Filter by text

Filtering allows you to search the documents by its Name, Notes and Status.

Sorting

Ascending/descending sorting is allowed for the Name, Notes and Status columns.

Manage Documents
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Upload Documents to a Document Set

To add documents to an existing document set, you need to:

® Navigate to the Documents.
® Click Upload documents.

—
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® In the pop-up window click ADD button to upload a .zip file with documents.

Please, Provide Documents

Please, provide ZIP file with documents

CANCEL  UPLOAD

® A file explorer window is displayed. Select a .zip file to be uploaded into the document set and click Open.
® Click UPLOAD. The documents from the .zip file are added to the document set.
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Please, Provide Documents

test set 2.zip

CANCEL | UPLOAD

To upload documents to an existing document set, you need to be granted DocumentSet-UPDATE permission. See (v. 2.2) Role
Permissions.

Edit Document Details

To view/edit key information about a document click on the row with the corresponding document. Document Details panel is displayed
on the right.
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You can view/edit the following information about a document on the displayed panel:

name - the name of a document;

notes — the notes on a document;

update_timestamp - the last moment in time when a document was updated in yyyy-MM-dd HH:mm:ss.SSS format;
uuid - the document unique identifier;

status - the current status of a document processing;

url — the document url;

s3_path - the document path on File Storage;

OCR json - the result of OCR document conversion in json format;

115



® Document Input — generated as a result of ‘Re-process’ action that triggers the document processor and prepares input data
for Human Tasks and ML.

® Human Output - generated as a result of tagging a document via Human Task;

® Model Output - generated as a result of ML model processing of a document;

When a document is new, OCR json, Document Input, Human Output and Model Output details are empty.

To save the result of editing click UPDATE button.
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To edit document records, you need to be granted DocumentSet-UPDATE permission. See (v. 2.2) Role Permissions.

Delete Documents

To delete documents from a document set, you need to:

® Place checkmarks next to desired documents.
® Click Delete icon at the top of the documents list.
® Confirm deletion.
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To delete all documents from a document set, click Clear Document Set in Options menu and confirm deletion.
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To delete documents, you need to be granted DocumentSet-UPDATE permission. See Role Permissions.

Process Documents

Process dropdown menu encapsulates tools targeted at preparing quality data sets to train ML models.

If no documents are marked with checkmarks on the documents list, the actions will be performed on all documents in a document set.
If there are documents marked with checkmarks on he documents list, the actions will performed on the selected documents.

Selecting actions on the Process dropdown menu will trigger Document Processor with specified actions. When a Document Processor

starts working, its progress can be monitored in Runs Management and Automation Process Runs. Automation Process Runs can be
accessed from Options dropdown menu:
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To process documents you need to be granted DocumentSet-ACTION permission. See (v. 2.2) Role Permissions.

Prepare Document Input for Tagging
To perform OCR conversion of documents and prepare document input for tagging, you need to:

Click Process icon at the top of documents list.

Place a checkmark next to Re-process on the dropdown menu.
Click PROCESS button.

Confirm your action.
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As a result of Re-process action OCR json and Document Input details are generated and can be viewed on Document Details panel.
This data contains the result of OCR in an appropriate format.

Tag Documents by Model

Document Input generated as a result of Re-process action can be used for tagging a document by a ML model if such model already
exists.

To launch document tagging by a ML model, you need to:

® Click Process icon at the top of documents list.
® Place a checkmark next to Execute Model on the dropdown menu.
® Click PROCESS button.
® Confirm your action.
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As a result of Execute Model action Model Output details are generated for a particular document and can be viewed on Document
Details panel.

Review and Edit Model Output

To review and edit tagging performed by a model after Execute Model action, you need to:
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Click Process icon at the top of documents list.

Click PROCESS button.
Confirm your action.
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As a result of manual tagging Human Output details are generated for a particular document and can be viewed on Document Details

panel.

Tag Documents Manually

Place a checkmark next to Move Model to Human on the dropdown menu.

E NN ORNCY

$ Upload documents

P Frocess  §3% options

ACTION_FOR_ALL

Status

(m]
TAGGED_BY_HUM
NEW =

[m]
NEW

[m]
NEW [m]

TAGGED_BY_HUM

TAGGED_BY_HUMAN

Rows per page: 10 1-10 of

NI

B @D ®O

©

Re-process
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Move Model to Human A
Send to Workspace

Generate Model Report

Prepare training set

Document Input generated as a result of a Re-process action can be used for tagging a document in a Human Task.

To create a Human Task to perform documents tagging, you need to:

Click Process icon at the top of documents list.

Place a checkmark next to Send to Workspace on the dropdown menu.
Click PROCESS button.

Confirm your action.

Documents should appear in Workspace as a Human Task under corresponding Document Type and manual tagging can be performed.
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Another way to access a Human Task for tagging is to click Open Document icon (Ctrl + Open Document icon to open in a new tab) in
the desired document row of the Documents tab.
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After document is tagged, Human Output details are generated for a particular document and can be viewed on Document Details
panel.

Prepare training set
When tagging is completed the data needs to be prepared for model training.

To prepare data for model training, you need to:

® Click Process icon at the top of documents list.

® Place a checkmark next to Prepare training set on the dropdown menu.

® Click PROCESS button.

® Confirm your action.
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Now the training set is prepared and a ML model can be trained.

Generate Model Report
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To calculate statistics and evaluate ML model performance, you need:

® Click Process icon at the top of documents list.
® Place a checkmark next to Generate Model Report on the dropdown menu.
® Click PROCESS button.
® Confirm your action
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1. Both model and human output results are required to generate statistics report.

Export Document Set Data

A document set can be exported as a .zip package containing a complete set of historical data about the document set including
metadata JSON file, initial document set files as well as files created as the result of document processor workflow conversions, a .csv
containing all records.

To export a document set click Export Document Set Data icon on the Options menu.
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To export a document set, you need to be granted DocumentSet-READ permission. See (v. 2.2) Role Permissions.

You can also export a document set using Export Document Set Data icon on Document Sets page. See (v. 2.2) Document Sets.

Import Document Set Data
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A .zip package with a document set that was earlier exported via Export Document Set Data and containing a complete set of files and
records can be imported. All files from an imported .zip are saved to File Storage overriding existing files, new records are added to a
document set datastore, all File Storage references are replaced with new paths.

To import a document set click Import Document Set Data icon on the Options menu.
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To import a document set, you need to be granted DocumentSet-UPDATE permission. See (v

Train Model

To train a model on a prepared training set, you need to:

® click Train Model icon on the Options menu.
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® The following dialog box appears.
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Train Model

Description

Version *

Please, provide training configuration ZIP archive *

ADD

CLOSE

® In the dialog box you need to provide the following details:
® Name - a name of the model to be trained.
® Description - a short description.
® Version - a model version.
® Click Add button to upload a .zip file with training configurations. A file explorer window is displayed. Select a .zip file to be
uploaded into the document set and click Open.
® A .zip file with configurations for Classification Models should contain 2 files:
® model.json
® ocr_fixes.json
® A .zip file with configurations for Information Extraction Models should contain 5 files:
model.json
ocr_fixes.json
labels.json
base_model_patterns.json
post_processing_rules.json

Train Model

Name *

ie_model

Description

model

Version *

odq

Please, provide training configuration ZIP archive *

ADD

CLOSE

® Click TRAIN to start ML model training.
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Train Model

Name*

ie_model

Description

model

Version *
0.9

2.2.7-ie-build.zip

CLOSE TRAIN

To train a model , you need to be granted MIModel-CREATE permission. See (v. 2.2) Role Permissions.

Model Training can also be launched from the Document Sets page. See (v. 2.2) Document Sets.

Documents Status Lifecycle

The lifecycle of a document is designed as a series of linked statuses that starts with creation of a document and follow it through
multiple processing steps. Status changes occur as a document goes through its lifecycle.

When the document is sent to a workflow, it passes the following statuses:

NEW - a document is created;

OCR_PROCESSING - a document is being digitized with OCR;

READY_FOR_TAGGING - a document is converted to be ready for displaying and processing in a Human Task and Machine
Learning;

TAGGING_BY_HUMAN - a document is being processed in a Human Task;

TAGGING_BY_MODEL - a document is being processed by a Machine Learning model;

TAGGED_BY_HUMAN - processing of a document in a Human Task is completed;

TAGGED_BY_MODEL - processing of a document by Machine Learning model is completed.

PREPARED_FOR_TRAINING - a document set is prepared for model training.
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(v. 2.2) Runs

The Runs tab contains detailed information about runs performed for this document set, their history, and event log which help users
to monitor particular process execution. To view the list of the document set runs, you need to be granted DocumentSEt-READ
permissions. See (v. 2.2) Role Permissions.

-
oo Document Sets / IE doc set (att 2) n ® ®
© Documents ¢ Backtolist T Urload documents
~
Details Runs

=]

) Refresh
o)
Run ID Creation Date
I§I |E Document Processor / 1038 Hanna Zaprutskaya 19.05.2021 22:13 @ Completed A
@ IE Document Processor / 1029 Hanna Zaprutskaya 19.05.2021 11:24 @ Completed y
X |E Document Processor / 1022 Nastassia Burak 18.05.2021 22:33 ® Completed A
E |E Document Processor / 1008 Nastassia Burak 18.05.2021 16:09 @ Completed A
ML
&

10~ 1-4of 4

Each run has its own ID, information about a user who started the Automation Process and start Date/Time and run status (see (v.
2.2) Automation Process Run for all status values).

Filter by text

Filtering allows you to search the runs by Run ID, creator full name (column Created By) and Status.
Sorting
Ascending/descending sorting is allowed for Creation Date and Status columns.

Logs

Press the arrow near particular run to view its logs. To access the Automation Processes Run Event Log, you need to be granted
AutomationProcess-READ permission. See (v. 2.2) Role Permissions.
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-
(X ]

Q@ P @ ™ X

bad

ML

Document Sets / IE doc set (att 2)

Documents ¢ Back to list

Details Documents

Filter by text

Q

Run ID

IE Document Processor / 1008

IE Document Processor / 1022

IE Document Processor / 1029

IE Document Processor / 1038

Runs

) Refresh

Created By

Nastassia Burak

Nastassia Burak

Hanna Zaprutskaya

Hanna Zaprutskaya

E NN ORNCY

$ Upload documents

Creation Date /™ Status

18.05.2021 16:09 @® Completed

18.05.2021 22:33 ® Completed

19.05.2021 11:24 @® Completed A

19.05.2021 22:13 ® Completed A
Rows perpage: 10 w 1-40f4

For detailed information about Automation Processes Run Event Log see (v. 2.2) Automation Process Run.
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(v. 2.2) Models

Models module provides users with a single point for ML models management: view all the models registered in the system, train new
models and delete existing ones, export and import models.

You can access the module by clicking Machine Learning Models. Required Permission: MIModel-READ permission. See (v. 2.2) Role
Permissions.

Export Model

Import Model

Train Model

Model Log

Model Status Lifecycle

Columns Description

® Name - the Model name.
® Description - the short description of the Model.
® Version - the Model version.
® Status - the Model status.
.:.‘) LA O]
° Models
IMPORT MODEL TRAIN MODEL
Q ) Refresh Delete
0O  name Description Version Status
®
O  cwaim 0.1.1 @ Ready [ 3 (4] A 2 [ ‘
& [J  yimodelie 0.0.1 @ Ready 4 (4] A 2 [
9
A
8
ML > Models e
@ Rows per page: 10 v -20f2

Control icons

Refresh - to pull the last updates from the server.
Export ML Model Package - to export the model as a single package. Required Permission: MIModel-READ. See (v. 2.2) Role
Permissions.

® Export Training Config - to export a ZIP archive with a set of configuration files used for training the model. Required
Permission: MIModel-READ. See (v. 2.2) Role Permissions.

® Open Model Log - to view the model's training log. Required Permission: MIModel-READ. See (v. 2.2) Role Permissions.
Delete - to delete the Model. Required Permission: MIModel-DELETE. See (v. 2.2) Role Permissions.

Filter by text

Filtering allows you to search the Model by Name, Description, Version columns.

Sorting

Ascending/descending sorting is allowed for Name, Version, Status columns.

Export Model
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You can export trained model artifacts as an archive file. Click "Export ML Model package" icon and .tar.gz file will be automatically
downloaded:

-
o) wn @ @
© Models
N Filter by text
Q (:) Refresh Delete
@
O Name Description Version Status
@
O clwam 0.1.1 @ Ready K4 A 2 ]
@ [0 yimodeLie 0.0.1 ® Ready e K4 A o ]
A
ML
@3 Rows perpage: 10 + 1-20f2
D 2021 IBA Group. All rights reserved. v2.1.0-35504/2.1-SNAPSHOT-35477

Import Model

EasyRPA allows to import ML models as a package with all the necessary files. To import a model, you need to:

® Click IMPORT MODEL button.

Please, Provide Package

Please, provide ML Model package tar.gz file

ADD

CANCEL  UPLOAD

Click ADD button and select .tar.gz file which contains previously exported model artifacts. Then click UPLOAD button:
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Please, Provide Package

ie_sample_debit_note-0.0.1.tar.gz

CANCEL | UPLOAD

To import a model, you need to be granted MIModel-CREATE permission. See (v. 2.2) Role Permissions.

Train Model

EasyRPA allows to train models using tagged data from a Document Set. The ML model is trained, packaged as a single archive, and
put into the models repository.

To train a model, you need to:
® Click TRAIN MODEL button.

The following dialog box appears:

Train Model

Document Set *

Description

Version*

Please, provide training configuration ZIP archive

CLOSE

® In the dialog box you need to provide the following details:
® Document Set - the document set with already prepared data for training. See (v. 2.2) Document Sets
® Name - the name of the model to be trained.
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® Description - the short description.
® Version - the model version.
® Click ADD button to upload a .zip file with training configurations. A file explorer window is displayed. Select a .zip file to be
uploaded into the document set and click Open.
® A .zip file with configurations for Classification Models must contain model.json
® A .zip file with configurations for Information Extraction Models must contain model.json and 3 optional files:
® labels.json
® base_model_patterns.json
® post_processing_rules.json

Train Model

Document Set *

IE invoices

Name*

ie_invoices

Description

training model for IE invoices

Version *
01

Please, provide training configuration ZIP archive

ADD

CLOSE

® Click TRAIN to start ML model training.

Train Model

Document Set *

IE invoices

Name *

ie_invoices

Description

training model for IE invoices

Version *
0.1

textcat.zip

CLOSE

To train a model, you need to be granted MIModel-CREATE permission. See (v. 2.2) Role Permissions.

Model Log

The system allows to view the training log for ML models created in the system. To view the log, you need to click Open Model Log icon
for the specific model.
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Model logs page is opened:

-
LXJ ’ Models / cl_train1

° Model Log ¢ Backto list

Pad Search by text

Q

Filter by severity

(:) Refresh Autorefresh ALL

N
copying files to cl_traini-e.1.1...
copying MANIFEST.in -> c¢l_traini-.1.1
tj copying meta.json -> ¢l_traini-0.1.1
copying model.json -> cl_traini-e.1.1
copying ocr_fixes.json -> cl_trainl-e.1.1
copying setup.py -> cl_traini-0.1.1

copying
copying
copying
copying
copying

@ @

copying cl_trainl/cl_trainl-6.1.1/meta.json -> cl_traini-0.1.1/cl_trainl/cl_traini-e.1.1
A copying cl_trainl/cl_traini-e.1.1/tokenizer —> cl_traini-e.1.1/cl_traini/cl_traini-0.1.1

copying cl_trainl/cl_trainl-6.1.1/textcat/cfg -> cl_traini-e.1.1/cl_trainl/cl_traini-e.1.1/textcat

copying cl_trainl/cl_traini-e.1.1/textcat/model -> cl_traini-@.1.1/cl_traini/cl_traini-0.1.1/textcat
a8 copying cl_trainl/cl_trainl-6.1.1/vocab/key2row -> cl_traini-e.1.1/cl_traini/cl_trainl-e.1.1/vocab

copying cl_traini/cl_traini-e.1

copying cl_trainl/cl_train1-6.1

copying cl_trainl/cl_traini-e.1.1/vocab/vectors -> cl_traini-0.1.1/cl_traini/cl_traini-e.1.1/vocab
ML Writing cl_trainil-0.1.1/setup.cfg

cl_trainl.egg-info/PKG-INFO —> cl_traini-0.1.1/c1_trainl.egg-info
cl_trainl.egg-info/SOURCES. txt -> cl_trainl-e.1.1/cl_trainl.egg-info
cl_trainl.egg-info/dependency_links.txt -> cl_traini-e.1.1/cl_trainl.egg-info
cl_trainl.egg-info/not-zip-safe -> cl_trainl-e.1.1/cl_trainl.egg-info
cl_trainl.egg-info/top_level.txt > cl_train1-e.1.1/cl_trainl.egg-info

creating dist
Creating tar archive
5§3 removing 'cl_traini-e.1.1' (and everything under it)

.1/vocab/lockups.bin -> cl_traini-e.1.1/cl_trainil/cl_traini-e.1.1/vocab
.1/vocab/strings.json -> cl_traini-e.1.1/cl_traini/cl_traini-e.1.1/vocab

View columns
timestamp, severity

To download full logs use Download button:

View columns

timestamp, severity v

class candidate for launch.
in class candidate for launch.
lass candidate for launch.

To copy the displayed logs only use Copy button:
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View columns

timestamp, severity v Sort by timestamp P

D |
Y

n class candidate for launch.
ion class candidate for launch.

r=
LJd

:lass candidate for launch.

To view a model training log, you need to be granted MIModel-READ permission. See (v. 2.2) Role Permissions.

Model Status Lifecycle

® Ready - the model is ready to be used for data processing.
® Submitted for training - the training process is in the progress.
® Training failed - the training process failed, the model is not operational.

Control icons
The following actions can be applied for the model with corresponding statuses:

Export ML Model Package Export Training Config Open Model Log

Ready
Submitted for training

Training failed
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(v. 2.2) Workspace

The Workspace is a build-in application for the Easy RPA Control Server that allows users to perform automation process steps that
cannot be done by machines and require human involvement, for example, decision-making. In the EasyRPA, such steps are called
Human Tasks. The Workspace displays a catalog of the Human Tasks available for execution and grouped by the Document Type.

To see the Human Tasks of the specific Document Type, the user should expand the list by clicking the h symbol near the
corresponding Document Type.

To see all tasks not grouped by Document Type switch ® ncar "Enable Grouping by Document Type".
:.:) n @ O
° Workspace Enable Grouping by Document Type .
N7 Filter by document types name

Q 0 Refresh

Name Available In Progress Completed

yi ie doc type 0 0 12

v IE task 0 0 0

@

Q @

v CLhtt 0 0 10

>

ML

/s per page: 10 ¥ -4of4

Columns Description

Name - the Document Type name.

Available - the number of Human Tasks of specific Document Type available for execution.

In Progress - the number of Human Tasks of specific Document Type that a user currently executes.
Completed - the amount of completed Human Tasks of a specific Document Type.

Filtering

® Filter by document type name - allows searching for the specific Document Type.

® Filter by priority - allows searching for the particular priority of the Human Task.

® Filter by status - allows searching the Human Task by its status - Available/In Progress/Completed.
Sorting

Ascending/descending sorting is allowed by the column Name.

Control Icons

® Refresh o - to pull the latest changes.

To view human task details, you need to be granted DocumentType-READ permissions. See (v. 2.2) Role Permissions.

Expanded View

In the expanded Document Type, the user can see the catalog of Human Tasks:
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o:) @ 0O

° Workspace Enable Grouping by Document Type @)
~ Filter by document types name
Q ) Refresh

Name \b AV Ccompleted

[O) A~ yiie doc type 0 0 12
Filter by text Filter by priority Filter by status
-

=) Q @) retesh Al - X
@ Name Priority Description Creation Date Status pdate: pdated By

8ccBC240-b550-11€-898b-600fd21db128 DNT64376. 0 Document tagging for 8cc8c240-b55b-11e2-898b-6d0 15.05.2021 16:14 ® Completed  15.05.202116:15  System Admin ]
~ 8cc7fef1-D55b-11ea-898b-6d0fd21db128 20190803- 0 Document tagging for 8cc7fef1-H55b-11ea-898b-6d0f.. 15.05.2021 16:14 @ Completed  15.05.202116:15  System Admin 4
E 8cc7d7e2-b55b-11ea-898b-6d0fd21db128 20190803-.. 0 Document tagging for 8cc7d7e2-b55b-11ea-898b-6d0 15.05.2021 16:13 @ Completed 15.05.2021 16:14 System Admin Z

8cc7d7e1-b55b-11ea-808b-6d0fd21db128 20190803~ 0 Document tagging for 8cc7d7e1-b55b-11ea-898b-6d0 15.05.2021 16:13 @ Completed  15.05.202116:14  System Admin (]
ML 8cc7d7e0-b55b-11ea-808b-6d0fd21db128 20190803~ 0 Document tagging for 8cc7d7e0-b55b-11e2-898b-6d0 15.05.2021 16:13 @ Completed  15.05.202116:14  System Admin &
o~ 8c8ba3a0-calf-11ea-aBb2-cbba47840d76 DNT67351 0 Document tagging for 8c8ba3a0-calf-11ea-agh2-cbb... 15.05.2021 16:50 @ Completed  15.05.202116:55  System Admin (2]

8c8a9230-calf-11ea-aBb2-cbba47840d76 DNT66502... 0 Document tagging for 8c8a9230-ca1f-11ea-agb2-cbb. 15.05.2021 16:50 @ Completed  15.05.202116:55  System Admin 4

Columns Description

Sorting

Ascending/descending sorting is allowed by the columns: Name, Priority, Description, Creation Date, Status, Updated Date, Updated

By.

Control icons

Name - the name of the document.
Priority - the priority (0-4) with which the Automation Process will process the Human Tasks.
Description - a short description of the document.

Creation Date - the date and time of the document creation.
Status - the current status of the document - Available/In Progress/Completed.
Updated Date - the date and time of the document updating.
Updated By - the user who edited the document.

Rows per page

10 « 1-40f4

® Start working Z - to navigate to the selected document. Required Permission: DocumentType-READ. See (v. 2.2) Role
Permissions.

—
® Reset X . to reset all filters. Required Permission: DocumentType-READ. See (v. 2.2) Role Permissions.
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(v. 2.2) Process Human Task

The EasyRPA Control Server supplies several standard Human Task Types:

® Sample Form Task
® Sample Classification Task

® Sample Information Extraction Task

General WorkFlow

The general procedure of working with the Human Tasks is as follows.

® Select the document to be processed by clicking the Start working z icon for the corresponding document.
® Click Accept task button in the upper right corner. The task status is changed from Available to In Progress.

e
L X ] Human Tasks / IE/6f3ea5fc-3a11-4475-856b-8482205d6274.pdf

© HumanTask < Backiolist

@ @

@ Available
e
SEC Form 4 Information Extraction INSTRUCTIONS @
Reporter Name
6/1212018 SEC FORM 4
- SEC Form 4 N
FORM 4 UNITED STATES SECURITIES AND EXCHANGE COMMISSION [~ B APPROVAL
Washington, D.C. 20549 Reporter Address
OMB Number: 32350287
Estimated average burden
a Gheck this bos fna fonger subject STATEMENT OF CHANGES IN BENEFICIAL OWNERSHIP — os
10Secton 16, Forn 4 or Fom 5
obligations may contnus. Ses
Instructon 1(5). Filed pursuant to Section 16(a) of the Securiies Exchange Act of 1934
‘or Section 30(n) of the Investment Company Act of 1940 Issuer Name:
@ 1. Name and Address of Reporting Person” 2. lssuer Name and Ticker or Trading Symbol 5. Relationship of Reporting Person(s) (o lssuer
[ vsaT ] (Check all applicable)
NASH JEFFREY M X Director 10% Owner
Officer (give tite Other (specify
A (Last) (First) (Middie) ;‘Dr;‘.:;;"‘“' hsnasoton (McrivCienf¥ese) beiow) below) Transaction Date
6155 EL CAMINO REAL )
4. 1f Amendment, Date of Original Filed (Month/Day!Year) . Indhidual o JointGroup Fiing (Check Applicabie
ne)
B (Street)
CARLSBAD  CA 92009 X Form fed by One Reporting Persor Security Title
Form filed by More than One Reporting
Person
ML (City) (State) @p)
Table | - Non-Derivative Acquired, of, or Owned
Prica
1. Title of Security (Instr. 3) 2 Transaction | 24.Desmed | 3. 4 Securitis Acauired (A) or S Amountof | 6. Ownership | 7. Nature
Date Execution Date, | Transaction | Disposed Of (D) (instr 3, 4 and 5) [ Securites Form: Direct | of Indirect
g (MontnDayYear) | i any Code s Benoticily | (0] o inairect | Benoficial
(Month/Day/Year) | 8) Owned Following | (1) (Instr. 4) m"-‘h
N N
Amount
[T S ————y mnsmne e | vena | n lemaal aikaes ' PaT— .
[od 25% + —

On the Human Task screen, the user has several available options:

® Process Human Task depending on the Human Task Type (a, b, ¢) and submit the answers by clicking the button. T
he task status is changed from In Progress to Completed.

a. Fill in the suggested form for Sample Form Task Type.
b. Define the correct class for the Sample Classification Task Type.
c. Tag the document for the Sample Information Extraction Task Type.

5] SKIP TASK

® Skip the current task by clicking the button.

® Save the current changes in the Human Task by clicking the L) button.

‘ Auto accept next

® Accept the next task automatically by switching the radio button. If the radio button is switched off,
the Human Task will be closed after clicking 'Send' or 'Skip task'. If the radio button is on - the user is redirected to the next
task in the queue.
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—e
.0 ' Human Tasks / IE/6f3ea5fc-3a11-4475-856b-848a205d6274.pdf

e

@ ©

© HumanTask ¢ Backtolist —
InProgress | @ SAVE @@ Auto accept next ‘ 5] SKIP TASK ‘
~ — —
SEC Form 4 Information Extraction INSTRUGTIONS @
Reporter Name
6/12/2018 SEC FORM 4
© SECFam 4 G
FORM 4 UNITED STATES SECURITIES AND EXCHANGE COMMISSION OMB APPROVAL
Washington, D.C. 20549 Reporter Address
OMB Number: 32360287
Estmated average burden
=] Check his box 00 longer subect STATEMENT OF CHANGES IN BENEFICIAL OWNERSHIP hous per response: o5 7
‘bhgations may contrue. See
Instruction 1(b). Filed pursuant to Section 16(a) of the Securities Exchange Act of 1934
or Section 30(h) of the Investment Company Act of 1940 Issuer Name
@ 1. Name and Address of Reporting Person” 2. lssuer Name and I['r.:esv :]_Tr]:mrw Symbol ?C:::u;:;a;::?omnn Person(s) to lssuer 7
X Director 10% Owner
Officer (give title. Other (specify
X wasy ) (M) T TTeastdton (oshDnew) below) beiow) Transaction Date
6155 EL CAMINO REAL
4. If Amendment, Date of Original Filed (Month/Day/Year) 6. Individual or Joint/Group Filing (Check Applicable
E (Street) Line)
CARLSBAD  CA 92009 X Fomm fled by One Reporting Person Security Title
Form filed by More than One Reporting
Person
ML ciy) (state) @n)
Table | - N Acquired, of, or Owned
Price
1. Title of Security (Instr. 3 2. Transaction | 2A_Deemed 3 4. Securities Acquired (A) or 5. Amount of 6.Ownership | 7. Nature
Bate Transaction 3,4 30d5) Form: Direct. | ofIndirect
fiod (MonthDayivear) | it any ot s Boncrciay | (0)orindrct | Bonaical
(Month/Day/Year) | 8) ‘Owned Following | (1) (Instr, 4) mv:,nb
cote [ [amont [(81er [orca | Hssciony
- Amount
Py —— nncnme an | venn | n lemanl ncaxe ' P .

25% + —

! The control buttons are generally determined by the Human Task author and can be customized depending on the task. The best
practice is to add the elaborated instruction on how to manage the Human Task. The Instructions are available by clicking the

INSTRUCTIONS @ i
button at the top right corner.

To view human task details, you need to be granted HumanTaskType-READ permissions. To accept a human task and start working on
it, you need to be granted DocumentType-ACTION permission. See (v. 2.2) Role Permissions.

Sample Form Task

The Form Task allows conducting surveys and assumes that the user fills out a customizable form. The Form Task supports the next
set of fields:

Simple text - single-line input field (type text).

Multiline text - multiline input field (type textarea).

Date picker (type date).

Radio buttons - elements of a single choice (type radio).

Select dropdown lists - a single choice from the list of values, better long list to choose from (type select).
Checkbox for a multiple choice - multiple choices from the list of values (type checkbox).
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-
LA Human Tasks / Test data for HT Sample Customer Survey B @ @

© HumanTask « Backtolist

@ Available ACCEPT TASK

v

General Information
©

1* Please, provide your Full Name
=]
@ 2* Please, provide your email
ES

3* Please, provide your birthday
=]
ML
& Provide your feedback

1> What is your main goal for using this website?

To process the Sample Form Task, the user needs to:

® Accept the required task.
® Fill in all the required fields/ answer all the required questions.
® Submit the answer by clicking the Send button.

Sample Classification Task

The Classification Task allows document classification by assigning them one or more categories (in Machine Learning - classes). The
Classification Task can be configured for Single-Label Classification (when one document belongs to only one class) or Multi-Label
Classification (when one document may belong to several classes at a time).

The Classification Task can be utilized for:

® Saving and processing category classified by a human in the automation process.
® Collecting Training Set for Machine Learning model training.
® Verification of data extracted by Machine Learning model.

B
(X ) Human Tasks / 8c88bd70-calf-11ea-a8b2-cbb447840d76 DNT6459645.pdf yA @ ®

© HumanTask & sacktolist

InProgress @) SAVE o SEND I Auto accept next ‘ 5] SKIPTASK ‘
~ B =
IDP Sample Document Classification
© EBIT NOTE O IE SAMPLE INVOICE
=]
© Report ID: VSRPIVO1
Vendor Nawe: PROCTER & GAMBLE INC Dabit Notes: DNT6L596L5
A Address: 4711 YONGE ST Debit Note Date: 2018-11-03
PO BOX 355 STN A
TORONTO,ON, M5W 1C5
8
RE: Vendor Support Program: New Store Billings
ML Contract Vendor Program#:  Contract #: Vendor #:
2135 0580720001 perpl3 2135
er #:  Buyer Name:
& BO‘;% John Nicholls (58)
Billing Frequency: Weekly ‘

30% + —
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To process the Sample Form Task, the user needs to:

® Accept the required task.
® (Classify the document into one or more categories (Single-Label and Multi-Label Classification, respectively).
® Submit the answer by clicking the Send button.

Sample Information Extraction Task

Information extraction (IE) is a process of extracting structured information (or key facts) from unstructured and/or semi-structured
documents (invoices, claims, dividend news, etc.).

The Information Extraction Task can be utilized for:
® Saving and processing data extracted by a human in the automation process.

® Collecting Training Set for Machine Learning model training.
® Verification of data extracted by Machine Learning model.

-
®0)  HumanTasks / IE/6f3easfc-3a11-4475856b-8482205d6274.pdf n @ @
© HumanTask ¢ Backtolist S
InProgress @) SAVE @@ ~uto accept next ‘ 5] SKIP TASK ‘
~ —
SEC Form 4 Information Extraction INSTRUCTIONS @
6/12/2018 SEC FORM 4 ) Reporter Name g
A (/NASHUEFFREYM X +
© FORM 4 UNITED STATES SECURITIES AND EXCHANGE COMMISSION OMB APPROVAL
‘Washington, D.C. 20549
w"" 250287 Reporter Address 8
Check this box f no longer sublject STATEMENT OF CHANGES IN BENEFICIAL OWNERSHIP hours per reeponee: "
o Secton 16, Fom & orForm 5
a ‘obligations may continue. See #6155 EL CAMINO REAL CARL' X +
Instruction 1(b). Filed pursuant to Section 16(a) of the Securities Exchange Act of 1934
or Section 30(h) of the Investment Company Act of 1940
- Issuer Name <]
me 2. Issuer Name and Ticks Trading Symbol 5. Relationship of Pe 1o Is:
@ 1. Name and Address of Reporting Person’ [V!S’:Tr] ing Sym! ‘c’mul'w:ma::;omnn erson(s) to lssuer 5]
X “'""’": - ‘0‘1“’”"" /' VIASAT INC [ VSAT | X+
Offcer (gve specly
(Last) (Firsty (Middie) (3,\0]”: ;,f;m“"m“m (MonDeyYes) below) beiow) -
A 6155 EL CAMINO REAL Transaction Date g
4. If Amendment, Date of Original Filed (Month/Day/Year) 6. Individual or Joint/Group Filing (Check Applicable
(Street) Line) 03/15/2018 X +
B CARLSBAD ~ CA 92009 X :""“::: "Vz“;:““"" GM'"“' :"“‘"
Person Y Here e o Security Title g
(City) (State) (@p)
ML Table | - N Acquired, of, or Owned 5.0001 par value co ot
1. Title of Security (instr. 3) 2 Transaction | 24. Deemed 3 4. Securities Acquired (&) or s Amountof | 6.Ownership | 7. Nature $.0001 par value c X+
Bt Transacton 3k nas) Form Diset. | af mdirect
(Month/Day/Year) | if any Code (instr. Beneficially (D) or Indirect | Beneficial
@ (Month/Day/Year) | 8) ‘Owned Following | (1) (instr, 4) mv:,hh
Code |V | Amount :::" Price ::;:f“:;‘:; =
g
5.0001 par value common stock® 03/152018 s 1800 | D [$125309 316765® 1® By Trust ) (e g
= - = = X+
o 25% + —

<

To process the Sample Form Task, the user needs to:

® Accept the required task.
® Tag the document carefully.
® Submit the answer by clicking the Send button.
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(v. 2.2) Tagging Overview

The tagging is a business process allowing users to label the original document to prepare data sets for the Information Extraction ML
model.

® Tagging Interface
® Tagging Tools
® Start Tagging Process

When tagging, it's highly recommended to stick to the following order of steps:

Find the required task in the Workspace.

Select the Start working button to open it.

Review the list of fields on the right panel.

Review the original document.

Accept the task to start tagging.

Find all the available fields in the document and tag them.

Review the tagged document, making sure there are no fields omitted.
Select the Send button.

@NOUHWN

Tagging Interface

The interface is simple, but you need to know every part of it to make the tagging process effortless. The Workspace interface has
three main areas:

® the window where the document after OCR is displayed.
® the panel with the list of fields for extraction.
® the control panel where the main task control icons are located. See Process Human Task

—
L4 ’ Human Tasks / |E/6f3ea5fc-3a11-4475-856b-848a205d6274.pdf Ey

Control panel ® e

I 1
Human Task < Backtolist Ft C s
° DOCM W\@V\t arcer O R InProgress B SAVE @@ Auto accept next ‘ 5] SKIP TASK ‘
~ — e
SEC Form 4 Information Extraction List of Fields wsrryctions @
1
Reporter Name
6/12/2018 SEC FORM 4
s SECFom 4 G
FORM 4 UNITED STATES SECURITIES AND EXCHANGE COMMISSION [~ B APPROVAL
Washington, D.C. 20549 Reporter Address
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Estimated average burden -
@ [ SES STATEMENT OF CHANGES IN BENEFICIAL OWNERSHIP [£5/7 =" 0 /
‘bagosons mey contnue. 56
Instruction 1(b). Filed pursuant to Section 16(a) of the Securities Exchange Act of 1934
or Section 30(h) of the Investment Company Act of 1940 Issuer Name
@ 1. Name and Address of Reporting Person” 2. Issuer Name and Ticker or Trading Symbol 5. Relationship of Reporting Person(s) to Issuer
it [vsar] (Check all appiicabie) ’
NASH JEFFREY M X Director 10% Owner
Officer (give title Other (specify
A (Last) (First) (Middle) ;‘Dr';fof;mm Tromeston (MenivDest Yosr) below) beiow) Transaction Date
6155 EL CAMINO REAL )
4.If Amendment, Date of Original Filed (Month/Day/Year) E. Individual or Joint/Group Filing (Check Applicable
ine)
=] (Street)
CARLSBAD  CA 92009 X Form filed by One Reporting Person Security Title
Form fied by More than One Reporting
Person
ML ciy) (State) @n)
Table | - Ne Acquired, of, or Owned
Price
1. Tite of Security (Instr. 3) 2 Transaction | 2A. Deemed |3, & Securites Acquired (\)or | 5. Amountof | 6. Ownership | 7. Natu
Execution Date, | Transaction | Disposed Of (D) (Instr. 3, 4 and 5) | Securities Form: Direct | of Indirect
fiod (MonthayiYear) | iany Code fnst. Beneficially | (D) orindirect | Beneficial
(MontnDayvear) | &) Somed Fomiog | A er. 4 [ Owmersip
oo [v [smoms [ oree | siony
Amount
Py —— nmnsnme e | venn | n lemanl acaae ' B T .

25% + —

Tagging Tools

To tag the document, you may use the following tagging tools.

Tool Displayed Description
Multiple field Indicator of the field with multiple values.
Correct Correct the data value.
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Append

Remove

Remove all

Drag-and-drop

Cancel the last action

OCR View

Zoom in/zoom out

X

[TT)
aw

®©

31% +

Add a tag to the data-value.

Remove the data-value/tag.

Remove all data-values/all tags of the field.

Use drag-and-drop to change data-values positions.

Functions like Ctrl+Z to undo the previous keystroke.

Switch to the OCR view.

Change the viewable scale.

On the following screenshot, you can see how those tagging tools look in the interface.

-
L L] ' Human Tasks / |E/6f3ea5fc-3a11-4475-856b-8482205d6274.pdf

Human Task « Back tolist

@ @

InProgress @) SAVE @@ Auto accept next ‘ 5] SKIP TASK ‘
P — R —
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Washington, D.C. 20549 Remove
m“’ 260281 Reporter Address B
Gesvtor sy aoe  STATEMENT OF CHANGES IN BENEFICIAL OWNERSHIP || oo™
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ine) 5 03/15/2018 X +
s 3 8
8 (c":;:.snm ca 92009 X Form e by One Raporting Person putpiElichd
P ¥ aa Ces Klperiay Security Title g
(City) (State) (@ip)
ML Table | - N Acquired, of, or Owned BER Drag-and-Drop
1. Tite of Security (nstr. 3) 2 Transaction | 2&.Doemed | 3. 4 Securitios Acauired (A) or Amountof | 6 Ownership | 7. Nature 0001 par value Y+
Date Transaction .34 na') | Secures Form: Dirct | o Indirect
(Month/Day/Year) | if any Code (Instr. Beneficially (D) or Indirect | Beneficial
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OCR View cote [V |Amaunt |07 [P |G inad) =
5
$.0001 par value common stock™ 03/152018 s 1500 | D [$725529 3167659 sl Zoom inZoom [NEREES g
= — = =
Cancel the last action X+

OCR View

The OCR View is available at the Human Task by clicking the © icon. The OCR View allows you to see the confidence of recognition of
the different document regions. By setting the OCR confidence threshold, it is possible to check what regions are poorly recognized, or
not recognized at all.

In the following screenshot, you can see an example of the OCR confidence set for 94%. Regions that recognized with less confidence
are highlighted in red.
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You can also check the OCR confidence of the particular region by triple-click on it:
—
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Start Tagging Process

The process of tagging a field is simple. You need to select the necessary field at the right panel and then highlight the required value
in the OCRed document.

When you find a text chunk that corresponds to one of the required fields:

1. Click at the required field on the right panel.
2. Drag the mouse over the corresponding chunk of text.

3. Once the field is tagged, the text chunk will be highlighted in that tag's color, and the corresponding value will appear in the
field on the right panel.
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Reporter Name

O | e w3 irovsof Raporteg Parson” 1. Name and Adkhees of Raparing Parscn
NASH JEFFREY M NASH JEFFREY M

Reporter Name
(/NASHUEFFREYM X +

Combinations to highlight the text:

® Double click - select one word.

1. Note the highlighted text chunk is what the model will see, and the data-value is what the user will receive as an output.
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(v. 2.2) Administration

The Administration section ensures the creation and customization of the Human Task Types, assigning user roles and combining them
into groups, configuring the Control Server settings, providing license management and audit function of the Easy RPA Control Server.

This section contains the following modules:

® (v. 2.2) Human Task Types
® (v. 2.2) Document Types
® (v. 2.2) Document Type Settings JSON Structure
® (v. 2.2) Playground
(v. 2.2) User Management
(v. 2.2) Group Management
® (v. 2.2) Role Permissions
® (v. 2.2) Security Access
(v. 2.2) Notification Management
(v. 2.2) Control Server Configuration
(v. 2.2) Control Server Logs
(v. 2.2) Activity Log
(v. 2.2) License Management
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(v. 2.2) Human Task Types

® Create a new Human Task Type
® Edit an existing Human Task Type

The Human Task Types module is a standalone application for the Easy RPA Control Server designed as a Human Tasks view editor.
The Human Task Type defines the input form of the Human Task in the Workspace. With the help of the Human Task Type, the
developer can customize the Human Task on Workspace according to the customer's expectations: to give the user interface a
preferable appearance and process input data of different formats.

To navigate to the Human Task Types module and view the list of task types, you need to be granted HumanTaskType-READ
permission. See (v. 2.2) Role Permissions.

.::')' @ ®

o Human Task Types -
CREATE NEW

~ Filter by text
Q ) Refresh Delete

0O  nNeme Description Version Last Update \/

@

o)
=

[J  information Extraction 2.1.22-36229 21.05.2021 15:22

1<
[ ]

o»

2.1.12-36228 21.05.2021 15:22

]
[ ]

Human Task Types e

o)
=

Q [

2.1.6-36230 21.05.2021 15:21

=]
[ ]

o)
P=%

2.1.6-33260 21.05.2021 13:13

bad
14
-

ML

Rows perpage: 10 v 1-40f 4

Columns Description

Name - the Human Task Type name.

Description - a short description of the Human Task Type.

Version - the Human Task Types version.

Last Update - the last date and time when the Human Task Type was changed.

Filter by text
Filtering allows searching for the Human Task Type by the columns Name, Description, Version.

Sorting

Ascending/descending sorting is allowed by the columns: Name, Description, Last Update.

Control Icons

g

® Download application - - to download a ZIP archive with all the applicable Human Task Type configurations. Required
permission: HumanTaskType-READ. See (v. 2.2) Role Permissions.

e Delete W - todelete the corresponding Human Task Type. Required permission: HumanTaskType-DELETE. See (v. 2.2) Role
Permissions.

® Refresh O - to pull the latest changes for the Human Task Types.

® Security Access 2\ to manage group access for the corresponding Document Type. See (v. 2.2) Security Access.
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Create a new Human Task Type

To create a new Human Task Type, you need to:

-
L X ]

® Navigate to the Administration Human Task Types module.

® Click Create New.

° Human Task Types

IR

Q@ b0 @

bed

ML

Filter by text

Q ) Refresh

Name
Information Extraction
Classification

Form

0O 0 0o o o

123

® Fill in Human Task Type details:

® a unique name to distinguish the Human Task Type (required).
® a short description of the Human Task Type functionalities (optional).

° Human Task Types

Q@ B @ m 3

bal

ML

Filter by text

Q ) Refresh Delete
0O  nName Description
O automation_htt_checkbox_refresh
[  Information Extraction
[  Classification
0O Fom
O 23

Delete

2.1.3-32556

2.1.22-36229

2.1.12-36228

2.1.6-36230

2.1.6-33260

2.1.22-36229

2.1.12-36228

2.1.6-36230

2.1.6-33260

21.05.2021 15:29

21.05.2021 15:22

21.05.2021 15:22

21.05.2021 15:21

21.05.202113:13

perpage: 10w  1-5of

1€

1€

1€

I¢

1<

Last Update s
21.05.2021 15:22 3 2 [ ]
21.05.2021 15:22 3 2 [ ]
21.05.2021 15:21 3 2 [ ]
21.05.2021 13:13 3 2 [ ]
Rows perpage: 10 + 1-40of 4
E NN OO

New Human Task Type X

o)
P-3

oy
P

oy
=

o)
=3

® Click Add to upload a ZIP file with the required Human Task Type configuration
latest build version of the appropriate Human Task Type.
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Name *

IE sample

tio

n

[ ]

'

= Please, provide ZIP file*
]

[ ]

[ ]

CREATE

. Navigate to http://10.224.0.50/htt/ to find the


http://10.224.0.50/htt/

e

0 @ @
° Human Task Types - New Human Task Type )4
CREATE NEW
AN Filter by text Name *
Q (") Refresh Delete IE sample
Description
0O  name Description Version Last Update
[  automation_htt_checkbox_refresh 21.3-32556 21.05.2021 1529 hd 2 [ ]
= [J  information Extraction 2.1.22-36229 21.05.2021 15:22 g 2, [
HTT Sample IE Task 13.05.2021 12_16.zip X
%} [0 classification 2.1.12-36228 21.05.2021 15:22 g 2, [
By O Fom 2.1.6-36230 21.05.2021 15:21 g 2, [
8 O 1 2.1.6-33260 21.05.202113:13 g 2, [
ML

Rows per page: 10 1-50f5

® Click Create.

To create a new human task type, you need to be granted HumanTaskType-CREATE permission. See (v. 2.2) Role Permissions.

Edit an existing Human Task Type

Key information about a particular Human Task Type is available at the pop-up panel at the right by clicking on the corresponding row
with the Human Task Type. To access the Edit Human Task Type panel, you need to be granted HumanTaskType-UPDATE permissions.
See (v. 2.2) Role Permissions.

e

oo E O
° Human Task Types - Edit Human Task Type X
CREATE NEW
AN Filter by text Name =
Q CJ Refresh Delete Information Extraction
Description
0O  neme Description version Last Update \b HTT for Information Extraction|
[0  automation_htt_checkbox_refresh 2.1.3-32556 21.05.202115:29 ° 2 [ 212
= [  Information Extraction 212236229 21.05.2021 15:22 4 2 ] m
Please, provide ZIP file*
) [0  cassification 2.1.1236228 21.05.2021 15:22 o 2 ] ease, provide ZIP file
x 0O fom 2.1.6-36230 21.05.2021 15:21 L3 2 [
8 0O = 2.1.6-33260 21.05.202113:13 8 2 [
ML

Rows perpage: 10 v 1-50f 5 DETAILS

You can edit the displayed fields (or overwrite the ZIP file by clicking Add button) and save the result by clicking the Update button.
Required Permission: HumanTaskType-UPDATE. See (v. 2.2) Role Permissions.

The pop-up panel contains the following information:
® Name - the Human Task Type name.

® Description - a short description of the Human Task Type.
® Version - the Human Task Types version, which will be updated if a new ZIP file is uploaded.
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For more information about the Human Task Type - click Details. Required Permission: HumanTaskType-READ. See (v. 2.2) Role
Permissions.
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(v.

2.2) Document Types

Create a new Document Type

Edit an existing Document Type
Security access to Document Type
Manage Notifications

The Document Type defines the output form of the Human Task in the Workspace: the fields that should be retrieved from the
document, and additional settings that are used by the Human Task to display the input document.

To access Document Types tab and view a list of document types, you need to be granted DocumentType-READ permissions. See (v.
2.2) Role Permissions.

—
L ’ Human Task Types / Information Extraction N @ ®
©  Human Task Type Details « Backolist
N
Document Types Playground JSON Documentation
=
Filter by text
2
©
O nNeme Description Last Update
[  RiRemittance Advice 21.05.2021 15:35 2 ]
A
ML

Rows perpage: 10 w 110f1

Columns Description

Name - the Document Type name.
Description - a short description of the Document Type.
Last Update - the last date and time when the Document Type was changed.

Filter by text

Filtering allows searching for the Document Type by the columns: Name, Description.

Sorting

Ascending/descending sorting is allowed by the columns: Name, Last Update.

Control Icons

Manage Notifications - See (v. 2.2) Notification Management.

Security Access - to manage group access for the corresponding Document Type. See (v. 2.2) Security Access.

Delete - to delete the corresponding Document Type. Required Permission: DocumentType-DELETE. See (v. 2.2) Role
Permissions.

Download application - to download a ZIP archive with all the applicable configurations of the current Human Task Type.
Refresh - to pull the latest changes for the Document Types.

Create a new Document Type

To create a new Document Type, you need to:
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® Navigate to the Administration Human Task Types module.
® Navigate to the Human Task Type Details of the corresponding Human Task Type.
® Click Create New.

-
(X ] ’ Human Task Types / Information Extraction YA @ ®

©  Human Task Type Details & Back tolist

Document Types Playground JSON Documentation
Filter by text
Q ) Refresh Delete
©
0O  name Description Last Update
©
[} RiRemittance Advice 21.05.2021 15:35 )<\ 2 [
)
ES
8
ML
&
Rows perpage: 10 w» 1-10of 1
® Fill in Document Type details:
® a unique name to distinguish the Document Type (required).
® a short description of the Document Type functionalities (optional).
® Add Settings JSON (required). For more details see (v. 2.2) Document Type Settings JSON Structure.
P
(X ] Human Task Types / Information Extraction ?l-\ @ ®
° Human Task Type Details < Back to list B vountosd New Document Type X
~ Name *
Document Types Playground JSON Documentation "E e .
sample
Filter by text Description
Q & et e IE sample for invoice
@ ting
0O  nNeme Description Last Update
=]
[  riRemittance Advice 21.05.2021 15:35 A o2 [}
9
-
8
ML
&
Rows per page: 10 v 110f1

® (Click Create.

To create a new document type, you need to be granted DocumentType-CREATE permission. See (v. 2.2) Role Permissions.

Edit an existing Document Type

Key information about a particular Document Type is available at the pop-up panel at the right by clicking on the corresponding row

with the Document Type. To access the Edit Document Type panel, you need to be granted DocumentType-UPDATE permission. See (v.
2.2) Role Permissions.
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-
®e)  Human Task Types / Information Extraction @ ©®

° Human Task Type Details « Back to list Edit Document Type X
N Name
Document Types Playground JSON Documentation
IE sample
Descrip
@ Filter by text Description
IE sample for invoice
Q ) Refresh Delete °
[C] Settings
0O nen Description tU)
[0 iEsample IE sample for invoice 21.05.2021 15:57 o [}
[  RiRemittance Advice 21.05.2021 15:35 2 [}
A
ML
Rows per page: 10 v 1-20f2

You can edit the displayed fields and Settings JSON, and save the result by clicking the Update button. Required Permission: Document
Type-UPDATE.

The pop-up panel contains the following information:

® Name - the Human Document Type name.
® Description - a short description of the Document Type.

® Settings - information about the fields that should be retrieved from the documents + additional settings. See (v. 2.2)
Document Type Settings JSON Structure.

Security access to Document Type

To manage the security access for the Document Type, you need to:

® Navigate to the Administration Human Task Types module.
® Navigate to the Human Task Type Details of the corresponding Human Task Type.
® Click at the Security Access icon for the corresponding Document Type.

—
L X ’ Human Task Types / Information Extraction ES @ ®
©  Human Task Type Details & Back o list
& Download [REIZNANT]
~
Document Types Playground JSON Documentation
& Filter by text
Q ) Refresh Delete
O Nam Description tu
[0 iEsample IE sample for invoice 21.05.2021 15:57 I\ [}
[[]  RiRemittance Advice 21.05.2021 15:35 2 [
A
ML
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® For further actions see (v. 2.2) Security Access.

Manage Notifications

The Manage Notifications button allows users to receive messages about a particular Document Type. To access the Notifications, you
need to be granted DocumentType-READ permission. See (v. 2.2) Role Permissions.

To manage the notifications for the Document Type, you need to:

® Navigate to the Administration Human Task Types module.
® Navigate to the Human Task Type Details of the corresponding Human Task Type.
® C(Click at the Manage Notifications icon for the corresponding Document Type.

-

o0 Human Task Types / Extraction £ @ ®
©  Human Task Type Details ¢ Backtolist
B pownload [RFNANEY
N
Document Types Playground JSON Documentation
@ Filter by text
Q ) Refresh Delete
O Name Description Last Update
RI Remittance Advice 16.06.2021 10:37 2 [}
[  extraction 16.06.2021 09:55 2 [
ES
ML
Rows perpage:. 10 v 120f2

Control icons
® Refresh - to refresh the page.

® Delete an existing channel via the recycle bin control icon in the table row or Delete icon above the table. Required Permission:
DocumentType-UPDATE. See (v. 2.2) Role Permissions.
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-
o0 ’ Document Type Notifications / RI Remittance Advice

° Document Type Notifications « Back to list

N Filter by text
Q ) Refresh D
O Trigger Template Channe
[  completed Document Type Template Notification Channel Email
A
ML

Rows per page: 10 110f1

Columns Description
® Trigger - the action for which the message is sent to the particular channel.
® Template - example of a message is sent to a channel.
® Channel - mailing list of contacts.
Filter by text
Filtering allows you to search the automation process by Trigger, Template and Channel.
Sorting

Ascending/descending sorting is allowed for the Trigger, Template and Channel columns.

Create a New Notification

To create a New Notification, you need to be granted DocumentType-UPDATE. See (v. 2.2) Role Permissions.

1. Go to the Document Type Notifications and click CREATE NEW button:
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-
L X ] ’ Document Type Notifications / RI Remittance Advice

° Document Type Notifications « Back to list

N~ Filter by text
Q ) Refresh Delete
O Trigger Template
[  completed Document Type Template

bad

ML

2. In the New Notification pop-up panel enter Trigger, Chanel, Template.

3. Click CREATE.

-
oo ’ Document Type Notifications / Rl Remittance Advice

° Document Type Notifications « Back to list

N Filter by text
Q ) Refresh Delete
0O  rigger Template Ghannel
[0 completed Document Type Template Notification Channel Email

>

ML

Rows per page:

View/Edit an existing notification
To update an existing Notification, you need to:

® Click on the corresponding Record.

® Change one of the field values in the Edit Notification popup panel.

® Click UPDATE.

10 ~

1-10f1

Required Permission: DocumentType-UPDATE. See (v. 2.2) Role Permissions.
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° Document Type Notifications « Back to list

Edit Notification X
Filter by text
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Q ) Refresh Delete Completed -
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bad
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(v. 2.2) Document Type Settings JSON Structure

This section describes how to create Settings JSON for the following Human Task Types:

® Form Task
® (Classification Task
® Information Extraction Task

Form Task

Below you can find an example of the Settings JSON for the Sample From Task:

Form Settings JSON example

{
"aut oSave": fal se,
"tasklnstructionText": "Carefully read and classify this text using the categories provided.",
"tasklnstructionLink": "https://172.20.194.57: 8444/ m ni o/ data/ ht_articles_classification/instruction.htm",
"t askTypelLabel ": "Forns",
"appLanguage": "en",
"groups": [
{
"groupTitle": "General Information",
"fields": [
{
"nane": "full_nane",
"l abel": "Please, provide your Full Nane",

"type": "text",
"required": true,
"val i dati onRegExp": "/~[a-zA-Z] +$/"

b
{
"name": "enail",
"l abel": "Pl ease, provide your enuil",
"type": "text",
"required": true,
"validationRegExp": "A[\\W\\.]J+@[\\wWw]H\)+[\\w]{2,4}3"
H
{
"nanme": "birthday",
"l abel": "Please, provide your birthday",
“"type": "date",
"required": true
oA
"nane": "CGender",
"l abel": "Please, provide your gender",
"type": "radio",
"required": false,
"itens": [
{ "label": "Male", "disabled": false },
{ "label": "Femal e", "disabled": false },
{ "label": "OQther", "disabled": true }
]
}
]
b
{
“groupTitle": "Provide your feedback",
"fields": [
{
"nanme": "goal _of _using",
"label": "What is your nmain goal for using this website?",
"type": "textarea",
"required": true
I
{
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"nanme": "what_changed",

"l abel ": "What changed for you after you started using our website?",
"type": "textarea",

"required": true,

"val i dati onRegExp": "/”"[a-zA-Z]{20,50}%/"

}
{
"name": "where_did_you_hear",
"label": "Wiere did you first hear about us?",
"type": "radio",
"required": true,
"items": [
{
"l abel": "On Google",
"di sabl ed": false
I
{
"l abel": "On Billboards",
"di sabl ed": false
b
{
"label": "On TV Ads",
"di sabl ed": false
}
]
H
{
"nane": "what_you_like",
"l abel": "What do you like npbst about our website?",
"type": "select",
"required": true,
"val ues": ["Design", "Experience", "Action Flow', "Ease of finding
required information"]
H
{
"nane": "what_you_interested",
"l abel": "what are you interested in?",
"type": "checkbox",
"required": true,
"di sabl ed": fal se,
"itens": [
{ "label": "Politic", "disabled": false},
{ "label": "Sport", "disabled": false},
{ "label": "History", "disabled": true }
]
}

These settings contain:

® autoSave (boolean) (optional) - allows saving intermediate task results automatically. By default, the setting has a "false"
value.
® tasklnstructionText (string) (optional) - represents the instructions text that will appear in the popup
® tasklInstructionLink (string) (optional) - represents the link to the remote instructions source. Having at least one of these fields
tasklInstructionText or tasklInstructionLink will cause the Instructions button to appear.
® taskTypelLabel (string) (optional) - allows to configure the task title. By default, it is set to "Forms".
® applLanguage (string) (optional) - allows the user to set up the Human Task localization. Currently available options are "en"
and "ru". By default, the task displays as "en".
® groups (list of objects) (required) - list of group settings. Each group in the list has the following structure:
® groupTitle (string) (required) - identifies the group name to display in Human Task.
® fields (list of objects) (required) - list of fields settings. Each field in the list has the following structure:
® name (string) (required) - is used as a key to get value from output result. It's never displayed on the Human
Task and must be unique for the entire form
label (string) (required) - label to display on Human Task.
® type (string) (required) - specifies the type of field. Should be one of the supported types: text, textarea, date,
radio, select, checkbox.
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® required (boolean) (optional) - shows if the field is required for filling, so the user won't be able to submit
Human Task without specifying the values for all required fields.
® validationRegExp (string) (optional) - provides possibility to validate filled values using regular expressions.
® disabled (boolean) (optional) - provides the possibility to disable the field which will prevent the user from
filling this field.
® values (list of strings) (required only for "type": "select") - is used only if "type": "select". Specifies possible
items in the select dropdown list.
® jtems (list of objects) (required only for "type": "checkbox") - is used only if "type": "checkbox". Specifies
possible items to check. Each item in the list has the following properties:
® label (string) (required) - the label of the checkbox to display on Human Task.
® disabled (boolean) (optional) - provides the possibility to disable the checkbox item which will prevent
the user from select it.

Classification Task

Below you can find an example of the Settings JSON for the Sample Classification Task:

Classification Settings JSON example

"aut oSave": fal se,
"tasklnstructionText": "Carefully read and classify this text using the categories provided.",
"tasklnstructionLink": "https://172.20.194.57: 8444/ m ni o/ data/ ht _articles_classification/instruction.htm",
"taskTypeLabel ": "Docunent Cl assification",
"appLanguage": "en",
"mul tipl eChoi ce": false,
"categories": [
"Sci ence",
"Politics",
"Sport",
"Busi ness"
1.
"scoreThreshold": 0.1

These settings contain:

® autoSave (boolean) (optional) - allows saving intermediate task results automatically. By default, the setting has a "false"
value.

® tasklInstructionText (string) (optional) - represents the instructions text that will appear in the popup

® tasklnstructionLink (string) (optional) - represents the link to the remote instructions source. Having at least one of these fields
tasklInstructionText or taskInstructionLink will cause the Instructions button to appear.

® taskTypelabel (string) (optional) - allows to configure the task title. By default, it is set to "Document Classification".

® applLanguage (string) (optional) - allows the user to set up the Human Task localization. Currently available options are "en"
and "ru". By default, the task displays as "en".

® multipleChoice (boolean) (optional) - allows enabling multiple choice mode, where you can select multiple categories instead of
one. By default, the setting has a "false" value.

® categories (list of strings) (required) - list of predefined classes your documents may relate to

® scoreThreshold (decimal) (optional) - is used when multipleChoice is true to auto-select the categories after ML. When multiple
Choice is false, the scoreThreshold doesn't matter because the category with the highest score is automatically selected.

Information Extraction Task

Below you can find an example of the Settings JSON for the Sample Information Extraction Task:

Information Extraction Settings JSON example

"regexFunctions": {
"nunber Morel0": "(value) => { return Nunber(value) > 10}",
"l engthMore3": "(value) => { return value.length > 3}"

Iy

"tasklnstructionText": "Carefully read and classify this text using the categories provided.",
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"tasklnstructionLink": "https://172.20.194.57: 8444/ m ni o/ data/ht_articles_classification/instruction.htm",
"taskTypeLabel ": "Information Extraction",

"autoSave": fal se,

"al | owCust onval ue": fal se,

"appLanguage": "en",

"excl udeUndefinedEntities": false,

"categories": [

{
"name": "Amount",
"mul tiple": true,
"regex": "~[0-9]*$"

b

{
"name": "Description",
"multiple": true

H

{
"nane": "ltemuantity",
"multiple": true,
"required": true

I

{
"nane": "ltenPrice",
"mul tiple": true,
"required": true,
"hel per Text": "Nunber should be nobre than 10",
"regexFnc": ["nunber Morel0Q", "Il engt hMore3"]

H

{
"name": "ltemAnount",
"multiple": true

}

These settings contain:

"o

regexFunctions (object) (optional) - a special object which contains "key" "value" pairs to specify custom fields validators,
where "key" is your custom function name which can be used as a link in "regexFnc" option of field settings under "categories"
setting. "value" - is your custom JavaScript lambda function.

® tasklInstructionText (string) (optional) - represents the instructions text that will appear in the popup
® tasklnstructionLink (string) (optional) - represents the link to the remote instructions source. Having at least one of these

fields taskInstructionText or taskInstructionLink will cause the Instructions button to appear.

® taskTypelabel (string) (optional) - allows to configure the task title. By default, it is set to "Information Extraction".
® autoSave (boolean) (optional) - allows saving intermediate task results automatically. By default, the setting has "false" value.
® allowCustomValue (boolean) (optional) - enables the possibility to enter a custom value without any connection to the input

document picture. This possibility is useful when OCR failed to extract some text from the document.
applLanguage (string) (optional) - allows the user to set up the Human Task localization. Currently available options are "en"
and "ru". By default, the task displays as "en
excludeUndefinedEntities (boolean) (optional) - allows getting the output only of fields that are configured in "categories"
setting. By default, the setting has "false" value.
categorles (list of objects) (required) - list of fields to extract from the document, where each item contains:
name (string) (required) - it serves as a key to receiving data from Human Task output
® multiple (boolean) (required) - shows if this field may have multiple values (uses when you have the list with details of
some items in your document, e.g. a list of products)
® required (boolean) (optional) - shows if the field is required for extraction, so human won't be able to submit Human
Task without specifying the values for all required fields
® helperText (string) (optional) - an additional text which is shown if the value is invalid due to additional validators
specified by regexp settings.
® regex (string) (optional) - specify regexp function to use for values validation
® regexFnc (list of string) (optional) - list of names of validator functions, which are specified by in "regexFunctions".
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(v. 2.2) Playground

The Playground is a built-in Human Task Type editor that allows users to check how the Human Task operates on the Workspace.

® Form Task
® C(Classification Task
® Information Extraction Task

Overview

The Playground section consists of the two main areas:

1. View on Workspace - which represents how the corresponding Human Task Type looks on the Workspace.
2. Test Data - which contains the Human Task Type Input and Output Data.

-

(X ] Human Task Types / IE htt Test data nh @0
©  Human Task Type Details ¢ Back tolist & bowniond b Test data
~ i}
Document Types Playground JSON Documentation Vl ew on WO V‘ksp ace HTT Input
INpUtJSON A
Information Extraction INSTRUCTIONS @ = .
ra
[©) o secromas [EEIE) Reporter Name® B "images" [
T s o pleteri HEIE
@ STATEMENT OF CHANGES IN BENEFICIAL OWNERSHIP
'—'f':":!'”_"""mm:” - Reporter Address B "id": "pageo"
ARAT 05 V511 | A "properties"
© 6155 EL CAMINO REAL CARL X + “obext
Issuer Name* <] 1
X 1
CEETE)
=] ) Transaction Date* [+ Rarcasy
- "id": "pageo_areae"
/03/15/2018 X+ B
"bbox"
ML |® Security Title <] 0.04366013071895425
& X + Output JSON A
X + I
= e
%+ — Price o

It is possible to make changes to both areas and see the effect of those changes straight away.
To see how the changes in the Test Data will reflect the view in the Workspace:

® Make changes to one of the Human Task Type Input JSONs.
® Click Send Input Data.
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To see how changes in the Workspace reflect the Human Task Type Output:
® Make changes to the View on WorkSpace area.
® Click Receive Output.
03 Human Task Types / IE htt »n @ O
° Human Task Type Details ¢« Back tollist 3 bownload ° Test data
~
DocumentTypes ~ Playground  JSON Documentation HTT Input
Input JSON v
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[O) waaons secroms [ETEE) Reporter Name® <] e
= Reporter Address 8 Task Output JSON v
@ 6155 EL CAMINO REAL CARL' X +
n Make changes to HTT Output
Issuer Name™ ]
A JSON
EEEETEE)
=] [ Transaction Date™ <]
(s +
ML Security Title g i
@ X+
X+ a Click Receive Output
> SEND INPUT DATA
(o] 13% + — @ Pprice B 3 gz )

SNAPSHOT-36144

/A The Playground serves only for testing purposes and the changes are not saved. If you refresh the page, it will return to its original
view.

Form Task

The Form Task allows conducting surveys and assumes that the user fills out a customizable form.
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©  Human Task Type Details & Back tolist 2 vonrlons (>) Test data
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DocumentTypes  Playground  JSON Documentation HTT Input
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INSTRUCTIONS
Form @ “groups D =
® £
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mail N
~ 2" Select products
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ML
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@ 4* Check value o ‘
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Value2 B SEND INPUT DATA

The test data of the Form HTT contains the following information:

® HTTP Input - contains the input of the Human Task.
® Input JSON - contains the structure of the form that we see on the Workspace.
® Qutput JSON - contains information entered in the form that we have as input on the Workspace (i.e. ML Model results
that the human should review).
® Settings - contain additional settings applied to the Form fields. For more details see Document Type Settings JSON

Structure.
® HTTP Output - contains the output of the Human Task (the JSON file the automation process receives after the Human Task is
completed).

® Qutput JSON - contains the Human Task results in JSON format.

1 The HTTP Output/ Output JSON has the same structure as the HTTP Input/ Output JSON. If there is nothing changed in the Human
Task, the Output JSON will be equal to the HTTP Input/ Output JSON.

Classification Task

The Classification Task allows document classification by assigning them one or more categories (in Machine Learning - classes).
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The test data of the Classification HTT contains the following information:

® HTTP Input - contains the input of the Human Task.
® Input JSON - represents the document's OCR result in JSON format superimposed on the original document picture.
® OQutput JSON - contains the information about selected classes in JSON format (i.e. ML model results that came to the
Human Task for the human's review).
® Settings - contain the list of categories (classes) and additional Human Task settings in JSON format. For more details
see Document Type Settings JSON Structure.
® HTTP Output - contains the output of the Human Task (the JSON file the automation process receives after the Human Task is
completed).
® Qutput JSON - the JSON file contains the output results.

! The HTTP Output/ Output JSON has the same structure as the HTTP Input/ Output JSON. If there is nothing changed in the Human
Task, the Output JSON will be equal to the HTTP Input/ Output JSON.

Information Extraction Task

Information extraction (IE) is a process of extracting structured information (or key facts) from unstructured and/or semi-structured
documents (invoices, claims, dividend news, etc.).
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The test data of the IE HTT contains the following information:

® HTTP Input - contains the input of the Human Task.
® Input JSON - represents the document's OCR result in JSON format superimposed on the original document picture.
® Qutput JSON - contains the input tagging results in JSON format (i.e. ML model tagging results that came to the
Human Task for the human's review).
® Settings - contain the categories to be extracted from the document, the validation rules applied to the categories, and
additional Human Task settings in JSON format. For more details see Document Type Settings JSON Structure.
® HTTP Output - contains the output of the Human Task (the JSON file the automation process receives after the Human Task is
completed).
® Qutput JSON - the JSON file contains the output tagging results.

! The HTTP Output/ Output JSON has the same structure as the HTTP Input/ Output JSON. If there is nothing changed in the Human
Task, the Output JSON will be equal to the HTTP Input/ Output JSON.
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(v. 2.2) User Management

Create a New User

Password

System User

View/Edit a User Properties

Delete, Disable/Enable, Restore a User
Download Developer configuration of a User
User Groups and Role Permissions

The User Management module displays a catalog of all the users in the system and provides access to all User Management functions.
The Lightweight Directory Access Protocol, or LDAP for short, is used for easy management user accounts. All users are accessed from
your external LDAP resource after adding users to EasyRPA and assigning user group with roles.

You can access the module by clicking Administration User Management. Required Permission: User-READ. See (v. 2.2) Role
Permissions.

L
o) @
° User Management -
CREATE NEW
N Filter by text
Q ) Refresh Enable Disable Delete
O  username E-mail Full Name Status Groups Creation Date
|:| easy_rpa_1 easy_rpa_1@itd.iba.by easy_rpa_1 easy_rpa_1 @ Enabled Administrators 27.04.2021 11:45 (%) 2, [}
=] [0 essympez casy_rpa_2@itd.iba by casy_rpa_2 easy_mpa_2 @ Disabled Administrators 27.04.2021 1145 @ 2, i
@ H Task Type easy_rpa_3@itd.iba.by easy_rpa_3 easy_rpa_3 Deleted Administrators 27.04.2021 11:46 D) 2
. User Management  sfffems llyuchyk_RA@itdiba.by Raman llyuchyk @ Enabled RP Administrators 27.04.2021 11:51 Q o, i
n NODE 4 dedicated user System Nodes 27.04.2021 11:35 §-L
6 NODE 2 dedicated user System Nodes 27.04.202111:34 KL}
ML
L if NODE 3 dedicated user System Nodes 27.04.202111:34 28
@ < s seEnE 0 NODE 1 dedicated user System Nodes 27.04.202111:33 2

EasyRPA Control Server allows to perform the following actions:

Create a new user via CREATE NEW icon above the table.

Edit user properties and user groups via Edit User popup panel.

Delete an existing user via the recycle bin control icon in the table row or Delete icon above the table.
Disable/Enable an existing user profile via Disable/Enable icon in the table row or above the table.

Download Developer configuration of an existing user via Download Developer configuration icon in the table row.
Restore a deleted user via Restore icon in the table row.

Filter by text

Filtering allows you to search the user by the columns: Username, E-mail, Full Name, Status, Groups.

Sorting

Ascending/descending sorting is allowed for the columns: Username, E-mail, Full Name, Creation Date.

Create a New User

To create a user:

1. Go to the User Management module and click CREATE NEW. Required Permission: User-CREATE. See Role Permissions .
2. In the New User popup panel:
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® Enter Username, First Name and Last Name, Password, Confirm Password, E-mail (optionally). If LDAP is enabled: Enter at
least 3 letters of Username and choose user from available in the dropdown list. The user credentials cannot be changed since
it is provided from your external LDAP resource.
Tick Enable user, if necessary.
Choose the user Groups from available in the dropdown list. To add a new User Group, go to Administration Group
Management.

® Default group contains permissions and selected automatically, when you choose a group.

3. Click CREATE.

- o
oe) E SO
° User Management New User X
~ Filter by text Usemame
@ Refresn Enable Disanle easyrpa-bind -
O usemame E-mail Full Name Status Groups Creation Date
O  admin admin@easyrpa.eu System Admin @ Enabled RO Minio Storage, Administrators ~ 27.04.2021 08:27 (%) P8 (]
= O burakna Burak_NA@itd.iba.by Nastassia Burak @ Enabled  Administrators 27.04.2021 16:41 (%) 2 [ ]
@ O  easyrpas easy_rpa_1@itd.iba.by easy_rpa_1 easy_rpa_ @ Enabled  RP Administrators, Administrators ~ 27.04.2021 11:45 [2) 2, ] Enable
_ Groups
X O  essyrpaz easy_rpa_2@itd.iba.by easy_rpa_2 easy_rpa_2 @ Enabled RP Administrators, Administrators ~ 27.04.2021 11:45 Q P8 []
Administrators X -
B [0 easyrpas easy_rpa_3@itd.iba.by easy_rpa_3 easy_1pa_3 @ Enabled  RP Administrators, Administrators ~ 27.04.2021 11:46 @ P8 [ ] .
Administrators -
O  iyuchykra llyuchyk_RA@itd.iba.by Raman llyuchyk @ Enabled  Administrators 27.04.2021 11:51 (%) P18 [ ]
ML
O tootskaya di Trotskaya_DI@itd.iba.by Darya Trotskaya @ Enabled  Administrators 29.04.202112:22 Q@ p-.8 [ ]
O  zaprutskaya_ng Zaprutskaya_HG@itd.iba Hanna Zaprutskaya @ Enabled  Administrators 27.04.202115:02 @ P18 [ ]
71 nodeuserserafone NODE 5 dedicated dedicated user System  Nodes 27.04.202118:10 P8

Password requirements:

® Ppassword should not contain the username.
® Passwords should be longer than 7 characters.
® Ppassword contain at least 1 alpha, 1 numeric character, 1 character in lower case and 1 character in upper case.

Change password:

1. If LDAP is disabled, admin user clicks the corresponding user row, changes the password in the popup panel, and click UPDATE.
Required Permissions: User-UPDATE. See (v. 2.2) Role Permissions.
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LX) E NN ONNCY
° User Management - Edit User X
CREATE NEW
N Filter by text J—
Q ) Refresh Enable Disable Delete —
O  usemname E-mail Full Name status Groups Creation Date N
© O oueue System Queue System 10.06.2021 10:34 o =
First Name *
(=] [  nodeuser-15d720de NODE 1 AP user System  Nodes 10.06.2021 13:41 S
easy_rpa_1
@ [J  nodeuser-s36252d4 NODE 2 AP user System  Nodes 10.06.2021 13:41 o LastName*
easy_rpa_1
|:| nodeuser-143adec3 NODE 3 AP user System  Nodes 10.06.2021 13:41 1} E-mail
2 a2
easy_rpa_1@itd.iba.by
|:| nodeuser-3b14bf4 NODE 4 AP user System  Nodes 10.06.2021 13:41 o
B Enable user
|:| burak_na Burak_NA@itd.ibaby  Nastassia Burak @ Enabled Administrators 10.06.2021 15:07 o [ 1
Groups
ML = Administrators X A
|:| easy_rpa_1 easy_rpa_1@itd.iba.by easy_rpa_1easy_rpa_1 @ Enabled Administrators 10.06.2021 15:40 @ kL3 [}
@ D 2 2@itd.iba.b, 2 2 @ Enabled Ad trat 10.06.2021 15:40 @ o» 1 pefault groo
easy_rpa_ easy_rpa_2@itdibaby  easy_rpa_2 easy_rpa. ministrators I :
il il @ 4 - s = u Administrators v

2. User clicks on the profile icon in the upper-right corner and selects "Change Password" row, fills in the specified fields: Current
password, New password, Confirm password according to the password requirements and clicks CHANGE.

.:.“)‘ ENNOINO)

° System Admin

admin@easyRpa.com

Change Password

Q@

Current password

Q [

New password

A
Confirm password
& TO HOME PAGE 6 CHANGE
ML

System User

The User Management module displays the system users, who are necessary for the correct operation of the application. They can be
created automatically (SCHEDULER) or manually, when creating a user (NODE). System Users have the "System" status.
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° User Management
Pad Filter by text
Q
Username
)

Q@ @O

>

easy_rpa_l

easy_rpa_2

0O 00O oooao

ML

E-mail

nodeuser-82a770f0

nodeuser-60ab89e6

nodeuser-7f1a5bbf

nodeuser-59e2b891

easy_rpa_1@itd.iba.by

easy_rpa_2@itd.iba.by

1. System user cannot be edited or deleted.

User Management

N~ Filter by text
Q
O  username
© 0O  quese
=] [ nodeusers2a770f0
@ [0  nodeuser-60absoes
[0  nodeuser-7fiashof
A
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ML
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NODE 2 dedicated user System Nodes 27.04.2021 11:34 >
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easy_rpa_1 easy_rpa_1 @ Enabled RP Administrators, Administrators 27.04.2021 11:45 pi X []
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Rows per page: 10 1-100f 16 > >l
@ ©®
Edit User X
Enable Disable Delete
First Name
Status Groups Creation Date
System 27.04.2021 08:27 X n .
System  Nodes 27.04.2021 11:33 2, o
System  Nodes 27.04.2021 11:34 2, Enable
System  Nodes 27.04.202111:34 2 Groups
System  Nodes 27.04.2021 11:35 S
Default group
easy_rpa_1 @ Enabled RP Administrators, Administrators ~ 27.04.2021 11:45 LN [}
easy_rpa_2 @ Enabled RP Administrators, Administrators ~ 27.04.2021 11:45 2 [ 1
easy_rpa3 @ Enabled RP Administrators, Administrators ~ 27.04.2021 11:46 S [}

View/Edit a User Properties

Rows per page: 10 v

1-100f 16

>l

To view or edit user information, click the corresponding user row, make changes in the popup panel, and click UPDATE. Required
Permissions: Required Permissions: User-UPDATE. See (v. 2.2) Role Permissions.

If LDAP is enabled, Username, First Name, Last Name, Password, E-mail cannot be changed.
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ee) E SO
° User Management Edit User X
~ Filter by text S
Q ) Refresh Enable Disable Delete casy_rpa_
i -
[0 usemame E-mail Full Name Status Groups Creation Date easy_rpa_
O admin admin@easyrpa.eu System Admin @ Enabled RO Minio Storage, Administrators ~ 27.04.2021 08:27 (%] 2 [ ] easy_rpa_
= O  buakna Burak_NAGiitd.iba.by Nastassia Burak @ Enabled  Administrators 27.04.202116:41 Q 2 ] easy_rpa_ .
@ O  easypat easy_rpa_1 @itd iba.by easy_rpa_1 easy_rpa_l @ Enabled RP Administrators, Administrators  27.04.2021 11:45 Q 2 [] Enable
_ Groups
X O easymaz easy_rpa_2@itd iba.by Eeasy_rpa_2 easy_rpa_2 @ Enabled  RP Administrators, Administrators ~ 27.04.2021 11:45 @ 2 [}
RP Administrators X
8 O easympas easy_rpa_3(@itd.iba.by easy_rpa_3 easy_rpa_3 @ Enabled  RP Administrators, Administrators ~ 27.04.2021 11:46 Q@ F-8 [} Administrators X -
_ Developers X
O  ilyuchyicra llyuchyk_RA@itd.iba.by Raman Ilyuchyk @ Enabled  Administrators 27.04.202111:51 @ 2N (]
ML
Default group
O totskayad Trotskaya_DI@itd.iba.by Darya Trotskaya @ Enabled  Administrators 29.04.202112:22 @ 2 [ ] RP Administrators -
[0  =zaprutskaya_hg Zaprutskaya_HG@itd.iba...  Hanna Zaprutskaya @ Enabled  Administrators 27.04.202115:02 Q@ 2 [ ]
M nodeuser-8e74f6bo NODE 5 dedicated dedicated user System  Nodes 27.04.202118:10 2
T s

Delete, Disable/Enable, Restore a User

To Delete user, use the recycle bin control icon in the table row or Delete icon above the table. Required Permissions: User-DELETE.
See (v. 2.2) Role Permissions.

To Disable/Enable or Restore user, use the control icons in the table row or above the table. Required Permissions: User-UPDATE. See (
V. 2.2) Role Permissions.

-

.:) n ® @

° User Management
~

Filter by text

Q ) Refresh Enable Disable Delete

D Username E-mail 4> Full Name Status Groups Creation Date
© Coont y " r0a20m 1145

D easy_rpa_1 easy_rpa_1@itd.iba.by easy_rpa_1 easy_rpa_1 @ Disabled RP Administrators, Administrators ~ 27.04.2021 11:45 @ Pl [ ]
@ D easy_rpa_2 easy_rpa_2@itd.iba.by easy_rpa_2 easy_rpa_2 @ Enabled  RP Administrators, Administrators ~ 27.04.2021 11:45 @ 2, [}
@ D easy_rpa_3 easy_rpa_3@itd.iba.by easy_rpa_3 easy_rpa_3 Deleted  RP Administrators, Administrators ~ 27.04.2021 11:46 piX

O  iyuchykra llyuchyk_RA@itd.iba.by Raman llyuchyk @ Enabled  Administrators 27.04.2021 11:51 @ o @
~

O  wotskaye di Trotskaya_DI@itd.iba.by Darya Trotskaya @ Enabled  Administrators 29.04.2021 12:22 @ o ]

D zaprutskaya_hg Zaprutskaya_HG@itd.iba.by  Hanna Zaprutskaya @® Enabled  Administrators 27.04.2021 15:02 (%) & [
ML — R, USSR PR A= As ARAS anan ~
(03 Rows per page: 20 v 1-16 of 16

! Disabled and deleted users cannot log in to Control Server until they are enabled.

Download Developer configuration of a User

To Download Developer configuration of a user, use the control icon in the table row.
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° User Management

A Filter by text
Q
O  usemame
P
@ D easy_rpa_1
@ D easy_rpa_2
@ D easy_rpa_3
D ilyuchyk_ra
P
D trotskaya_di
D zaprutskaya_hg
ML — -
&

t Download Developer configuration icon is available only for a user who is in Developers group. Required Permission:

(:) Refresh Enable

E-mail >

easy_rpa_l@itd.iba.by

easy_rpa_2@itd.iba.by

easy_rpa_3@itd.iba.by

llyuchyk_RA@itd.iba.by

Trotskaya_DI@itd.iba.by

Zaprutskaya_HG@itd.iba.by

See (v. 2.2) Role Permissions.

Full Name

easy_rpa_1 easy_rpa_1

easy_rpa_2 easy_rpa_2

easy_rpa_3 easy_rpa_3

Raman llyuchyk

Darya Trotskaya

Hanna Zaprutskaya

User Groups and Role Permissions

Disable

Status

@ Enabled

@ Enabled

@ Enabled

@ Enabled

@ Enabled

@ Enabled

Delete

Groups

Developers

RP Administrators, Administrators
RP Administrators, Administrators
Administrators
Administrators

Administrators

Creation Date

27.04.2021 11:45

27.04.2021 11:45

27.04.2021 11:46

27.04.2021 11:51

29.04.2021 12:22

27.04.2021 15:02

Rows per page: 10

3

1-10 of 16

e & 0 O © ©

@O @

CREATE NEW

o)

2, []
2, [ ]
2, [}
2, [}
2, [ ]
2, [}
P |
User-READ.

Each Control Server user may have one or more groups in the system. To view or modify a User membership in Groups, go to Administ
ration Group Management Users or open Edit User popup panel.

You can create a new Role with a custom set of Permissions and grant it to a user via Group membership. To view or modify
Permissions for a User Role, go to Administration Group Management Roles.
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(v. 2.2) Group Management

Create a New Group
View/Edit a Group Properties
View/Edit Roles in a Group
View/Edit Users in a Group
Delete an Existing Group

The Group Management module displays a catalog of all the user groups and provides access to all group management functions.

Groups allow to combine users and assign roles to them. See (v. 2.2) User Management, Group Management#View/Edit Users in a
Group, Group Management#View/Edit Roles in a Group.

To manage Groups, users must have Group Management modification permissions. See (v. 2.2) Role Permissions.

You can access the module by clicking Administration Group Management. Required Permission: Group-READ. See (v. 2.2) Role
Permissions.

- o
oo wn ® ®
° Group Management
CREATE NEW
~ Filter by text
Q ) Refresh Delete
Name Description
RP Administrators RI ]
@ . e Read/Wrote access 1o Minio Storage [}
@ = = Read only access to Minio Storage [}
6roup Management <immm
A Read-only system monitoring [ 1
E Process work items [}
Developers i
ML
Nodes [}
-
R S

Rows perpage: 10 ¥ 1-80f8

EasyRPA Control Server allows to perform the following actions:

Create a new group via CREATE NEW icon above the table.

Edit an existing group via Edit Group popup panel and its roles and users via Group Details.

Delete an existing group via the recycle bin control icon in the table row or Delete icon above the table.
Pull the last updates from the server via Refresh icon.

Filter by text
Filtering allows you to search the group by all columns.
Sorting

Ascending/descending sorting is allowed for all columns.

Create a New Group
To create a group:
1. Go to the Group Management module and click CREATE NEW. Required Permission: Group-CREATE. See (v. 2.2) Role
Permissions.

2. In the New group popup panel:

® Enter a unique Name to distinguish the user group.
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® Provide a user group Description.

° Group Management

P Filter by text
Q

O nNeme
o

[ RP Administrators
=) [0  RWMinio Storage
@ [0 RO Minio Storage
A O  Monitors
E O Operators

[ Developers
ML

[ Nodes

3. Click CREATE.

(}) Refresh Delete

Deseription

Rl

Read/Wrote access to Minio Storage
Read only access to Minio Storage
Read-only system monitoring
Process work items

Developers

Nodes

To combine users and assign roles to them:

® Group Management#View/Edit Roles in a Group
® Group Management#View/Edit Users in a Group

View/Edit a Group Properties

To view or edit group information, click the corresponding group row, make changes in the popup panel,

Rows per page

Permissions: Group-READ,UPDATE. See (v. 2.2) Role Permissions.

° Group Management

N~ Filter by text
Q

O nNeme

\:\ Group for AP Administrators
= [0  RP Administrators
@ [0  RWMinio Storage
A [J RO Minio Storage
8 [0  Monitors

[  operators
ML

[  Developers

) Refresh Delete

Description

The group can manage Automation Processes

RI

Read/Wrote access to Minio Storage

Read only access to Minio Storage

Read-only system monitaring

Process work items

Developers

View/Edit Roles in a Group

Rows per page

10

10

1-80f8

1-90f9

-

CREATE NEW

-

wn @ @

New group X

Name *
Group for AP Administrators

Description

The group can manage Automation Processes

CREATE

and click UPDATE. Required

n @ @

Edit Group X

Name *

RP Administrators

Description

The group can manage all modules

DETAILS UPDATE

To view or edit roles in a group, click Name of a Group, or click the corresponding group row and click DETAILS:
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-
o0 ’ Group Management / RP Administrators _ﬁ @ ®

° Group Details « Backto list

N
Roles Users
L2 Filter by text
Q (7)) Refresh Delete
©
O  context Context Name Permissions
[]  Schedule ALL READ, UPDATE, DELETE, ACTION, CREATE [ ]
[]  secretvault ALL READ, UPDATE, DELETE, ACTION, GREATE ]
A -
[ user ALL READ, UPDATE, DELETE, ACTION, CREATE [ ]
8 []  AutomatienProcess ALL READ, UPDATE, DELETE, ACTION, CREATE [
ML []  channel ALL READ, UPDATE, DELETE, ACTION, CREATE [ ]
& [ Node ALL READ, UPDATE, DELETE, ACTION, CREATE [ ]
Rows per page: 10 = 1-100f 13 > M|

Control Icons

® ADD ROLE - to add a role in the group. Required Permissions: Group-READ,UPDATE. See (v. 2.2) Role Permissions.

® Refresh - to pull the last updates from the server via Refresh icon.

® Delete - to delete the selected role in the group (via the recycle bin control icon in the table row or Delete icon above the table).
Required Permissions: Group-READ,UPDATE. See (v. 2.2) Role Permissions.

-
LX) ’ Group Management / RP Administrators

© GroupDetails « Backiolist

N
Roles Users
Fier byt
“
o)
O  context Context Name Permissions
=]
[]  Schedule ALL READ, UPDATE, DELETE, ACTION, CREATE B
@ []  secretvault ALL READ, UPDATE, DELETE, ACTION, CREATE [ ]
~ [ user ALL READ, UPDATE, DELETE, ACTION, CREATE []
8 [C]  AutomatienProcess ALL READ, UPDATE, DELETE, ACTION, CREATE [ ]
ML []  channel ALL READ, UPDATE, DELETE, ACTION, CREATE ]
& [T Node ALL READ, UPDATE, DELETE, ACTION, CREATE ]
Rows per page: 10 w 1-10 0f 13 > 31

When adding a role you are able to choose:

® Context - to specify what module you are going to manage. See (v. 2.2) Role Permissions.
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-
L] ’ Group Management / RP Administrators

@ b o

e

ML

Group Details « Backto list

Roles Users

Filter by text

Q

Context

Schedule

SecretVault

User

AutomationProcess

Channel

J OO o o oo

Node

-—
(X} ’ Group Management / RP Administrators

Q@ P @

>

ML

Group Details « Back o list

Roles Users

Filter by text

Q

Context

Schedule

SecretVault

User

AutomationProcess

Channel

J 0 oo o oo

Node

) Refresh

Delete

Context Name

ALL

) Refresh

Context Name

Delete

Permissions

READ, UPDATE, DELETE, ACTION, CREATE

READ, UPDATE, DELETE, ACTION, CREATE

READ, UPDATE, DELETE, ACTION, CREATE

READ, UPDATE, DELETE, ACTION, CREATE

READ, UPDATE, DELETE, ACTION, CREATE

READ, UPDATE, DELETE. ACTION, CREATE

Rows perpage: 10 w

® Context Name - to choose all or a specific entity to manage.

Permissions

READ, UPDATE, DELETE, ACTION, CREATE

READ, UPDATE, DELETE, ACTION, CREATE

READ, UPDATE, DELETE, ACTION, CREATE

READ, UPDATE, DELETE, ACTION, CREATE

READ, UPDATE, DELETE, ACTION, CREATE

READ. UPDATE, DELETE. ACTION, CREATE

Rows perpage: 10 +»
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1-100f 13

ADD ROLE

-

ADD ROLE

-

EA

New Context Role

Context *

@

X

=)

O

AutomationProcess

DataStore

DocumentSet

DocumentType

Group

HumanTaskType

MiModel

Node

Schedule

User

Administration

SecretVault

Channel

Template

O 0O O0O0OO0OO0OO0OO0OO0OO0OO0oOO0oOo

X

New Context Role

Context *

DataStore

® 6

X

Context Name *

All

HT_SAMPLE_INPUT
HT Sample Input DS

HT_SAMPLE_RESULT

DS with many columns
Data Store with many columns

DS with long data
Data store with long data

Product
product Data Store

® Role Permissions - to select appropriate role permissions from the list. See (v. 2.2) Role Permissions.
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-
o0 ’ Group Management / RP Administrators _ﬁ @ ®

° Group Details < Backtolist New Context Role X

N ol y Context*
oles sers
DataStore -
‘! Filter by text Context Name *
Q ) Refresh Delete All -
©
Role Permissions * UNCHECK ALL
O  context Context Name Permissions
=] CREATE
[J  Schedule ALL READ, UPDATE, DELETE, ACTION, CREATE [ ] READ
[]  secretvault ALL READ, UPDATE, DELETE, ACTION, CREATE [l UPDATE
A DELETE
[ user ALL READ, UPDATE, DELETE, ACTION, CREATE ]
ACTION
8 [J  AutomationProcess ALL READ, UPDATE, DELETE, ACTION, CREATE ]
ML [J  channel ALL READ, UPDATE, DELETE, ACTION, CREATE ]
[ Node ALL READ, UPDATE, DELETE. ACTION, CREATE [ ]

Rows perpage: 10 v 1-100f 13 > > CREATE

Filter by text
Filtering allows you to search the role by the columns: Context, Context Name.
Sorting

Ascending/descending sorting is allowed by the columns: Context, Context Name.

View/Edit Users in a Group

To view or edit users in a group, click Name of a Group and open Users tab, or click the corresponding group row, click DETAILS and
open Users tab:

-
o0 ’ Group Management / RP Administrators EA @ ®
° Group Details « Backtolist
N
Roles Users
& Filter by text
Q (}) Refresh Delete
O  username E-mail Full Name Status Creation Date
[0 easypas easy_rpa_3@itd.iba.by easy_rpa_3 easy_rpa_3 @ Enabled 27.04.2021 11:46 ]
\:\ easy_rpa_2 easy_rpa_2@itd.iba.by easy_rpa_2 easy_rpa_2 @ Enabled 27.04.2021 11:45 [ 1
A . _
O  easypa easy_rpa_1@itd.iba.by easy_rpa_1 easy_rpa_1 @ Enabled 27.04.2021 11:45 (]

ML

Rows perpage: 10 w

Control Icons
® ADD USER - to add a user in the group. Required Permissions: Group-READ,UPDATE and User-READ. See (v. 2.2) Role

Permissions.
® Refresh - to pull the last updates from the server via Refresh icon.
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® Delete - to delete the selected user in the group (via the recycle bin control icon in the table row or Delete icon above the table)
. Required Permissions: Group-READ,UPDATE. See (v. 2.2) Role Permissions.

e
(X ] ’ Group Management / RP Administrators EA ® ®

° Group Details « Backtolist

el
Roles Users
& Filter by text
Q () Refresh Delete
O  username E-mail Full Name Status Creation Date b
[0 easyrpasz easy_rpa_3@itd.iba.by casy_rpa_3 easy_rpa_3 @ Enabled 27.04.2021 11:46 El
[ easypa2 easy_rpa_2@itd.iba.by easy_rpa_2 easy_rpa_2 @ Enabled 27.04.2021 11:45 ]
A , _
\:\ easy_rpa_l easy_rpa_l@itd.iba.by easy_rpa_1 easy_rpa_l @ Enabled 27.04.2021 11:45 [}
ML
Rows perpage: 10 » 1-30f3

Filter by text
Filtering allows you to search the user by the columns: Username, E-mail, Full Name, Status.
Sorting

Ascending/descending sorting is allowed for the columns: Username, E-mail, Full Name, Creation Date.

Delete an Existing Group

To delete the user group, use the recycle bin control icon in the table row or Delete icon above the table. Required Permissions: Group-
READ,DELETE. See (v. 2.2) Role Permissions.

-
D)) n @ O
° Group Management p—
-~ Filter by text
Q ) Refresh
O Neme Description
\:\ Group for AP Administrators The group can manage Automation Processes B
=) [J  RPAdministrators The group can manage all modules [
@ [0  RrwMinio Storage Read/Wiote access to Minio Storage [
A O RO Minio Storage Read only access to Minio Storage [
E [0  Monitors Read-only system monitoring [
[  operators Pracess work items ]
ML
[ Developers Developers [

Rows per page: 10 » 1-90f9
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(v. 2.2) Role Permissions

® Role Permissions Descrip
® AutomationProce

Group related
HumanTaskType
MIModel related
Node related
Schedule related
User related

Channel related
® Template related
® Permission Restrictions

tion
ss related

DataStore related
DocumentSet related
DocumentType related

related

Administration related
SecretVault related

® Main menu items are not displayed
® Action buttons are disabled

Role Permissions can be granted to the user while creating a new User Group or editing an existing one. See (v. 2.2) Group

Management.

-

J

Group Management / Department 1

° Group Details « Back o list

Roles Users

Filter by text

Q

@

O  context

]  AutomationProcess

Q @

bad

ML

) Refresh

Context Name

Delete

Permissions

DELETE, READ, CREATE, UPDATE, ACTION

Rows per page 10

Role Permissions Description

All the Role Permissions are divided into groups according to relation to the modules in

There are the following Context types:

AutomationProcess
DataStore
DocumentSet
DocumentType
Group
HumanTaskType
MIModel

Node

Schedule

User
Administration
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'ADD ROLE

n @ 6

New Context Role X

Context *

Node -

Context Name *

All v

Role Permissions * UNCHECK ALL
CREATE

READ

<]

UPDATE

[ <

DELETE

<]

ACTION

CREATE




® SecretVault
® Channel
® Template

There are five types of Role Permissions:

READ
CREATE
UPDATE
DELETE
ACTION.

Each Context can be configured for a particular entity (i.e. Context Name) or for ALL scope. ALL scope applies to all entities (existing
now or created in the future) of a given Context type. If Context type has READ permission configured for ALL scope and only UPDATE
permission for a particular Context Name, overall permissions for this Context Name will be READ and UPDATE.

! CREATE permission only applies in ALL scope.

One of the User Groups must be defined as Default group for a user (see (v. 2.2) User Management). Any entities created by the user
will be automatically linked to the default User Group. It means that missing permissions in the default User Group are created for the
entity. E.g. after a node "example" is created with role Node-ALL-CREATE, role Node-example-DELETE, UPDATE, READ, ACTION is
added to the default User Group.

AutomationProcess related

! The user should have at least READ permission of Channel and Template Context to create/update an automation process
notification.

® CREATE
- to create a new automation process.
- to upload an automation process.
® READ
- to view the list of automation processes.
- to see the list of dedicated automation processes.
- to view the Automation Process Details.
- to save automation process as JSON file.
- to view the list of automation process runs in the Automation Processes/Schedules/Node Management/Document Sets
modules.
- to view and manage an automation process run history.
- to view and manage an automation process run event log.
- to view the automation process configuration parameters.
- to download automation process configuration parameters.
- to view the automation process JSON input data.
- to view the automation process notifications.
- to navigate to Runs Management module and view the list of active runs.
® UPDATE
- to update an existing automation process.
- to delete an automation process run.
- to add a new automation process configuration parameter.
- to update an existing automation process configuration parameter.
- to upload a new automation process configuration parameter.
- to delete an existing automation process configuration parameter.
- to update/upload input data.
- to add a new automation process notification.
- to update an existing automation process notification.
- to delete an existing automation process notification.
® DELETE
- to delete an existing automation process.
® ACTION
- to start an automation process run.
- to stop an automation process run.
- to retry an automation process run.

DataStore related

® CREATE
- to create/upload a new data store.
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® READ
- to view the list of data stores.
- to download an existing data store.
- to view the list of data store records (Data Stores Data Store Details).
- to download the list of data store records (Data Stores Data Store Details).
® UPDATE
- to update an existing data store.
- to create a new data store record.
- to update/delete an existing data store record.
® DELETE
- to delete an existing data store.
® ACTION
- backup permission for future usages.

DocumentSet related
! The user should have at least READ permission of AutomationProcess and DocumentType Context to create/update a Document Set.

® CREATE
- to create a new Document Set.
® READ
- to view the list of Document Sets.
- to view the Document Set details.
- to export a Document Set.
- to view the list of documents for a Document Set.
- to view the document details and open output.
® UPDATE
- to update an existing Document Set.
- to upload documents.
- to import a Document Set.
- to edit an existing document.
- to delete an existing document.
® DELETE
- to delete an existing Document Set.
® ACTION
- to run a process for documents using Process drop-down list.

DocumentType related

! The user should have at least READ permission of HumanTaskType Context to view the list of document types in a Human Task
Type and at least READ permission of Channel and Template Context to create/update a Document Type notification.

® CREATE
- to create a Document Type (Human Task Types -> Human Task Type Details -> tab Document Types).
® READ
- to view the list of document types (Human Task Types -> Human Task Type Details -> tab Document Types).
- to view the Document Type details (Human Task Types -> Human Task Type Details -> tab Document Types).
- to view the list of human tasks (Workspace module).
- to start working with a human task (Workspace module).
- to view the document type notifications (Human Task Types -> Human Task Type Details -> tab Document Types ->
Document Type Notifications).
® UPDATE
- to update a Document Type (Human Task Types -> Human Task Type Details -> tab Document Types).
- to add a new Document Type notification (Human Task Types -> Human Task Type Details -> tab Document Types ->
Document Type Notifications).
- to update an existing Document Type notification (Human Task Types -> Human Task Type Details -> tab Document Types -
> Document Type Notifications).
- to delete an existing Document Type notification (Human Task Types -> Human Task Type Details -> tab Document Types -
> Document Type Notifications).
® DELETE
- to delete a Document Type (Human Task Types -> Human Task Type Details -> tab Document Types).
® ACTION
- to accept a human task (Workspace module).

Group related

! The user should have at least READ permission of User Context to add users in an existing user group
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® CREATE

- to create a user group.

- to create a user group for the corresponding entity using Security Access.
® READ

- to view the list of user groups.

- to view the user group description.

- to view the list of roles for an existing user group.

- to view the list of users for an existing user group.

- to view the list of groups (and roles) for the corresponding entity using Security Access.
® UPDATE

- to update the user group description.

- to add/update/delete roles in an existing user group.

- to add/delete users in an existing user group.

- to update an existing user group for the corresponding entity using Security Access.
® DELETE

- to delete an existing user group.
® ACTION

- backup permission for future usages.

HumanTaskType related

® CREATE

- to create a human task type.
® READ

- to view the list of human task types.

- to view the human task type details.

- to download application.
® UPDATE

- to update an existing human task type.
® DELETE

- to delete an existing human task type.
® ACTION

- backup permission for future usages.

MIModel related

® CREATE
- to import a model.
- to train a new model.
® READ
- to view the list of models.
- to export ML Model Package and Training Config of an existing model.
- to view model log.
® UPDATE
- backup permission for future usages.
® DELETE
- to delete an existing model.
® ACTION
- backup permission for future usages.

Node related

! The user should have at least READ permission of Channel and Template Context to create/update a node notification.

® CREATE
- to create a new node.
® READ
- to view the list of nodes.
- to view the Node Details.
- to view the node configuration parameters list.
- to download the node configuration parameters list.
- to view the node features list.
- to view a node feature configuration.
- to view a node logs and node feature logs.
- to view the node notifications.
® UPDATE
- to update an existing node.
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- to create a new node configuration parameter.
- to update an existing node configuration parameter.
- to upload a new node configuration parameter.
- to delete an existing node configuration parameter.
- to update a node feature configuration JSON.
- to import CSV with configuration parameters.
- to enable/disable a node feature.
- to add a new node notification.
- to update an existing node notification.
- to delete an existing node notification.
® DELETE
- to delete an existing node.
® ACTION
- to restart/shut down node.
- to download node agent package.
- to ping all nodes.
- to upgrade node version.
- to restart a node feature.

Schedule related

! The user should have at least READ permission of AutomationProcess Context to create a Schedule and at least READ permission of
Channel and Template Context to create/update a schedule notification.

® CREATE
- to create a new schedule.
® READ
- to view the list of schedules.
- to view the Schedule Details.
- to view the schedule notifications.
® UPDATE
- to update/enable/disable an existing schedule.
- to add a new schedule notification.
- to update an existing schedule notification.
- to delete an existing schedule notification.
® DELETE
- to delete an existing schedule.
® ACTION
— backup permission for future usages.

User related

1 The user should have at least READ permission of Group Context to create/update a user.

® CREATE

- to create a new user.
® READ

- to view the list of users.

- to view user details.

- to download Developer configuration.
® UPDATE

- to update/enable/disable/restore an existing user.
® DELETE

- to delete an existing user.
® ACTION

- backup permission for future usages.

Administration related

® CREATE
- to create/upload a new control server configuration parameter (the user should have READ permission of Administration
Context).
- to update an existing control server configuration parameter using upload with Override existing keys (the user should have
READ permission of Administration Context).

® READ
- to navigate to Control Server Configuration module.
- to download control server configuration parameters.
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- to navigate to Activity Log module and view the activity log history (the user should have READ permission of an appropriate
module to view current record state).
- to view and manage Control Server Logs.
- to view current info for an existing license.
® UPDATE
- to update an existing control server configuration parameter using right-side panel (the user should have READ permission of
Administration Context).
- to upload a license.
- to update an existing license.
® DELETE
- to delete an existing control server configuration parameter (the user should have READ permission of Administration
Context).
® ACTION
- backup permission for future usages.

SecretVault related

® CREATE

- to create/upload a new secret vault entry.

- to update an existing secret vault entry using upload with Override existing keys.
® READ

- to view the list of secret vault entries.
® UPDATE

- to update an existing secret vault entry using right-side panel.
® DELETE

- to delete an existing secret vault entry.
® ACTION

- backup permission for future usages.

Channel related

® CREATE
- to create a new channel.
® READ
- to view the list of channels.
® UPDATE
- to update an existing channel.
® DELETE
- to delete an existing channel.
® ACTION
- backup permission for future usages.

Template related

® CREATE
- to create a new template.
- to validate the template being created.
® READ
- to view the list of templates.
- to validate an existing template.
® UPDATE
- to update an existing template.
® DELETE
- to delete an existing template.
® ACTION
- backup permission for future usages.

Permission Restrictions

When a user has a Role without appropriate Permissions, the following restrictions can be applied to the user interface:

Main menu items are not displayed
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® Restricted Permissions:

0
° Node Management

A Filter by text

Q

Name

RI NODE

NODE 5 dedicated Dedicated
NODE 4

NODE 3

NODE 2

o 0o 0 0o 0o 0 0d

NODE 1 Dedicated

® All Permissions:
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° Node Management

' Filter by text

Q

D MName

[] RINODE

©] [[]  NODES5 dedicated Dedicated

User Management

>

Group Management
E Notification Management
Configuration l:l

Activity Log

[ap]
[7s]
[

ML

i:c:lz > License Management

Action buttons are disabled

® Restricted Permissions:

183



.:) wn ® O

° Group Management
GREATE NEW
~ Fiter by text
Q ) Refresh Delete

0O  Neme Description
©

[  RrP Administrators
] O RW Minio Storage Read/Wrote aceess to Minio Storage
@ [J RO MinioStorage Read only access to Minio Storage
A [0  Monitors Read-only system monitoring
E [  operators Process work items
ML

Rows perpage: 5 v 150f8 >l

® All Permissions:

.:) n @ O

° Group Management
Pad

Filter by text

Q (7)) Refresh Delete

O Neme Description
©

[  RP Administrators ]
@l [0  RWMinio Storage Read/Wrote access to Minio Storage [}
@ [ RO Minio Storage Read only access to Minio Storage ]
A O Monitors Read-only system monitoring [
8 [  operators Process work items [
ML

Rows per page: 5 v 1508 P |
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(v. 2.2) Security Access

® Create a new Group for an entity
® Add an entity to a Group
® View/Edit a Group

To view the list of groups (and roles) for the corresponding entity using Security Access, you need to be granted Group-READ permissio
n. See (v. 2.2) Role Permissions.

To manage a group for a specific entity, click Security Access icon in the table row in of the following modules:

(v. 2.2) Automation Processes
(v. 2.2) Schedules

(v. 2.2) Data Stores

(v. 2.2) Secret Vault

(v. 2.2) Node Management
(v. 2.2) Document Sets

(v. 2.2) Models

(v. 2.2) Human Task Types
(v. 2.2) Document Types
(v. 2.2) User Management
Channels

Templates

o:) n @ @

° Automation Processes _
T Upload package RGNV

~ Filter by text
Q ) Refresh Delete

Name Capabilities Created By Creation Date \s Changed By Last Update

@

Invoice Plane Automation DED2 System Admin 14.06.2021 12:53 System Admin 14.06.2021 12:59

]
be
-

Invoice Plane Automation DED System Admin 14.06.2021 12:46 System Admin 14.06.2021 12:59

Q@ @
&
De
-

Debtor Analysis Raman llyuchyk 14.06.2021 10:19 Raman llyuchyk 14.06.2021 10:19

1€
-

JNLP/WebStart Demo Raman llyuchyk 14.06.2021 09:51 Raman llyuchyk 14.06.2021 09:51

2]
e
-

IDP Sample System Admin 14.06.2021 09:45 System Admin 14.06.2021 09:45

I«
be
-

IE Document Processor for Rl Sets Raman Ilyuchyk 11.06.2021 17:01 Raman llyuchyk 11.06.2021 17:02

]
be
-

ML

>
0O 00O 0o oo o

SAP Material Management NODE1 System Admin 11.06.2021 15:57 Raman llyuchyk 14.06.2021 10:30

14
e
-

Rows per page: 10 v 1-100f 12 > >

i, Groups that already have a Context Role with ALL Context Name (see View/Edit Roles in a Group) for the
module are displayed and cannot be deleted for the entity. If a Group has a Context Role with ALL Context
Name for the module and a permission, the permission is already granted for the entity.
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https://confluence.dc-iba.by/display/EAS/%28v.+2.2%29+Notification+Management#id-(v.2.2)NotificationManagement-Channels
https://confluence.dc-iba.by/display/EAS/%28v.+2.2%29+Notification+Management#id-(v.2.2)NotificationManagement-Templates
https://confluence.dc-iba.by/display/EAS/%28v.+2.2%29+Group+Management#id-(v.2.2)GroupManagement-View/EditRolesinaGroup

.:) wn ® O

° Group Management (Debtor Analysis AutomationProcess) « Backto list o Edit Group X
22, show all groups CREATE NEW
N Filter by text Name *
Q (}) Refresh Delete Department 1
Description
O nNeme Description Permissions
o~
© Context Role
[  Department2 READ, UPDATE ] -
[0  Department 1 READ D
%) [J  vigroupz CREATE
Role Permissions * CHECK ALL
A O  Monitors Read-only system monitoring READ
CREATE
a [0  Dpevelopers Developers CREATE, ACTION, READ, UPDATE
O  Nodes Nodes CREATE, ACTION, READ, DELETE, UPDATE O uppaTE
ML
[0 DELETE
[0  Administrators Administrators CREATE, ACTION, READ, DELETE, UPDATE
& M acTioON
Rows per page: 10 v 1-70f 7 DETAILS

i CREATE permission only applies in ALL scope (see (v. 2.2) Role Permissions). CREATE permission cannot be
used to create a new Group for an entity (see Create a new Group for an entity) or edit an existing Group (see A
dd an entity to a Group and View/Edit a Group).

-

.:) wh @ O

° Group Management (Debtor Analysis AutomationProcess) « Back to list o Edit Group X
22, show all groups CREATE NEW
tad Filter by text Name *
Q ) Fefresh Delete Department 2

Description

O Neme Description Permissions
PN
© Context Role

[0  Dpepartment2 READ, UPDATE [

[0  Dpepartment1 READ

Name
@ O  vigroup2 CREATE
Role Permissions * CHECK ALL

A [0  Monitors Read-only system monitoring READ
E \:\ Developers Developers CREATE, ACTION, READ, UPDATE READ

O  Nodes Nodes CREATE, ACTION, READ, DELETE, UPDATE UPDATE
ML

[0 DELETE

O  Administrators Administrators CREATE, ACTION, READ, DELETE, UPDATE

& M acTion
Rows per page: 10 + 1707 DETAILS

Control Icons

Show all groups - to show all groups.

ADD - to add an entity role to an existing group. See Add an entity to a Group

CREATE NEW - to create a new group for the entity. See Create a new Group for an entity

Refresh - to pull the last updates from the server via Refresh icon.

Delete - to delete the selected group (via the recycle bin control icon in the table row or Delete icon above the table).

186



.:) wn ® O

° Group Management (Debtor Analysis AutomationProcess) « Backto list o
22, show all groups CREATE NEW

N Filter by text
Q ) Refresh Delete
O Name Description Permissions
©
O Department 2 READ, UPDATE |E|
[ Dpepartment1 READ
%) [J  vigroupz CREATE
A O  Monitors Read-only system monitoring READ
a [0  Developers Developers CREATE, ACTION, READ, UPDATE
[ Nodes Nodes CREATE, ACTION, READ, DELETE, UPDATE
ML
[0  Administrators Administrators CREATE, ACTION, READ, DELETE, UPDATE

Rows per page: 10 w

Filter by text

Filtering allows you to search the group by the columns: Name, Description.

Sorting

Ascending/descending sorting is allowed by the columns: Name, Description.

Create a new Group for an entity

To create a new Group for an entity, click CREATE NEW, fill in the required fields on the New group right-side panel and click CREATE. R
equired Permissions: Group-READ,CREATE. See (v. 2.2) Role Permissions.

.:) wn ® O

©  Group Management (Debtor Analysis AutomationProcess) « Backto list o sowan m New group X
ow all groups
N Filter by text Name *
Q ) Refresh Delete Department 3
Description
O Neme Description Permissions
PN
© Context Role
[  Department2 READ, UPDATE [
[0  Dpepartment1 READ
ext Name
%) O  vigroupz CREATE
Role Permissions * CHECK ALL
A O  Monitors Read-only system monitoring READ
CREATE
a [0  Dpevelopers Developers CREATE, ACTION, READ, UPDATE READ
O  Nodes Nodes CREATE, ACTION, READ, DELETE, UPDATE UPDATE
ML
[0 DELETE
O  Administrators Administrators CREATE, ACTION, READ, DELETE, UPDATE
& M acTioON
Rows perpage: 10 = 1-70f7

Add an entity to a Group
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To add an entity to an existing Group, click ADD, fill in the required fields on the Add Context Role right-side panel and click UPDATE. R
equired Permissions: Group-READ,UPDATE. See (v. 2.2) Role Permissions.

-
o) wn @ @
° Group Management (Debtor Analysis AutomationProcess) « Back to list o Add Context Role X
23, show all groups CREATE NEW
Fad Filter by text Groups *
Q ) Refresh Delete Department 4 -
Context Role
O Name Description Permissions te
© AutomationProcess
\:\ Department 3 READ, UPDATE [ ] text Name
[ Department2 READ, UPDATE [ 1
Role Permissions * GHECK ALL
@ Department 1 READ R e
o ’ CREATE
A D VLgroup2 CREATE READ
UPDATE
E O Monitors Read-only system monitoring READ
[0 DELETE
[0  Developers Developers CREATE, ACTION, READ, UPDATE
ML [0 AcTION
[ Nodes Nodes CREATE, ACTION, READ, DELETE, UPDATE

i, Groups list contains only groups that do not have a granted role for the entity (or ALL Context Name for the
module).

View/Edit a Group

To view or edit an existing group with the corresponding Context Role, click the corresponding group row, make changes on the Edit
Group right-side panel, and click UPDATE. Required Permissions: Group-READ,UPDATE. See (v. 2.2) Role Permissions.

—e
ee) »n @ @
° Group Management (Debtor Analysis AutomationProcess) « Back to list o Edit Group X
22 Show all groups [N CREATE NEW
~ Filter by text Name *
Q ) Refresn Delete Department 4
Description
O  nNeme Description Permissions
© Gontext Role
[0  Department 4 READ, UPDATE (] .
|§l AutomationP ess
[  Department3 READ, UPDATE [ ]
text Name
@ [ Department2 READ, UPDATE [ 1
Role Permissions * CHECK ALL
A \:\ Department 1 READ
CREATE
E O  vigroup2 CREATE READ
O Monitors Read-only system monitoring READ UPDATE
ML
DELETE
[0  Developers Developers CREATE, ACTION, READ, UPDATE
& M anTioN
Rows per page: 10 v 190f9 DETAILS
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(v. 2.2) Notification Management

® Channels
® Create a new channel
® Edit an existing channel
® Templates
® Create a new template
® Edit an existing template
® Validate template
® Examples of templates

The Notification Management module allows users to set up channels and examples for receiving messages about Control server
activities: Automation processes, Schedules, Nodes, and Human tasks.

You can access the module by clicking Administration Notification Management. Required Permission: Channel-READ and Template-
READ. See (v. 2.2) Role Permissions.

Channels

Channels allows configuring the address of the final recipient of the notifications. You are able to set notifications for email and slack
(see Notification Service).

Also to receive results of some Automation processes (for example, Debtor Analysis, SAP Material Management) you need to add
channels with the name that are specified in the Automation process configuration parameters. Option sending results is configured by
developers; the templates are included in the AP package and loaded with upload button in Automation Process module.

.?)- £ O]

CREATE NEW

° Notification Management

emplates

Channels

@

Filter by text

Q ) Refresh Delete
O Name Description Config Name Channel Type
[  sAP Notification Channel email email i
[[J  mnvoice Plane channel email [}
A [ Notification Channel Slack Notifications slack [}
ML

Columns Description:

Name - the template name.
® Description - a short description of the template.
Config Name - specify additional parameters to configure multiple channels for the notifications.
1 For config name must be specified settings in CS configuration and notification.channels.config. See Notification Service.
® Channel Type - define, where to send notifications: email or slack.

Filter by text

Filtering allows you to search the channel by the columns: Name, Description, Channel Type.
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Sorting
Ascending/descending sorting is allowed for the columns: Name, Description, Config Name, Channel Type.
Control icons

® Refresh - to refresh the page.

® Delete an existing channel via the recycle bin control icon in the table row or Delete icon above the table. Required Permission:
Channel-DELETE. See (v. 2.2) Role Permissions.

.7_)' @ @

° Notification Management -
CREATE NEW

Channels Templates

@

Filter by text

Q ) Refresh Delete

O Name Description Config Name Channel Type

[  sAP Notification Channel email email E

[[J  mnvoice Plane channel email [}
A [ Notification Channel Slack Notifications slack [}
ML

Rows per page: 1

- 1-30f3
1 Channel can't be deleted if it's used in any module.

Create a new channel
To create a channel:

1. Go to the Administration Notification Management module Channels tab and click CREATE NEW. Required Permission: Channel-
CREATE. See (v. 2.2) Role Permissions.

o) wn @ O
° Notification Management
CREATE NEW
~
Channels ~ Template:
!
Q @ retesn
®

O were sescription onfig Name
=]

[ AP Notifcation channel emai email &
© email ]
~ Slack Notifcations slack [
a8
ML
&

2. In the New Channel popup panel enter:

Name,

Description (optionally),

Channel Type - email or slack,

Recipients - if Channel Type is email, emails should be from the host added to the Control Server Configuration; if

Channel Type is slack, you should add slack channel ID to the Recipients and check that token is added to the Control
Server Configuration. See Notification Service.
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® Config Name (optionally).

3. Click CREATE.

—

oo LS ORNCY
° Notification Management - New Channel X
CREATE NEW
~ T tes Name *
Channels emplates
IE Notification Channel
Filter by text Description
Q () Refresh Delete
© Config Name
email
O Name Description Cconfig Name Channel Type
B Channel Type *
— email -
[  sAPNotification Channel email email [ ]
@ Recipients +2, Add recipient
[  invoice Plane Channel email [} Search recipients
Q
A [ nNotification Channel Slack Notifications slack ] New recipient
DTrotskaya@ibagroup.eu @ x
No recipients
ML

Edit an existing channel

To edit a channel:

1. Go to the Administration Notification Management module Channels tab and click record with created Channel. Required
Permission: Channel-UPDATE. See (v. 2.2) Role Permissions.
2. In the Edit Channel popup panel change:

Name,

Description (optionally),

Channel Type - email or slack,

Recipients - if Channel Type is email, emails should be specified in domain company according to notification.channels.
config in the Control Server Configuration; if Channel Type is slack, you should add slack channel ID to the Recipients
and check that token is added to the Control Server Configuration. See Notification Service.

® Config Name (optionally).
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3. Click UPDATE.

—

0 LS ORNCY
° Notification Management - Edit Channel X
CREATE NEW
~ T tes Name*
Channels emplates
SAP Notification Channel
Filter by text Description
Q () Refresh Delete
© Config Name
email
O Name Description Cconfig Name Channel Type
B Channel Type *
— slack -
[[J  sAPNotification Channel < email email (]
@ Recipients +2, Add recipient
[ invoice Plane Channel email [ ] Search recipients
Q
A [ nNotification Channel Slack Notifications slack ]
JMorozova@ibagroup.eu |_D /7 0
ML

Templates

User is able to design and validate a template containing the information that will be received in the notification. It is currently possible
to receive a notification about the Automation Process, Node, Document Type, or Schedule.

-
o) E AN OB
° Notification Management -
CREATE NEW
N
Channels Templates
Filter by text
Q ) Refresh Delete
O Name Description Template Type
[J  saPEmail Template SAP Analysis Email Template FreeMarker A [
] wifytemplate ThymeleafText = [
A [0 viaptempl ThymeleafHtml A ]
8 [0 vtest1newassigned ThymeleafHtml = i
VL [J  vLnodetemplate example ThymeleafHtml A ]

vs per page: 10 w 1-50f 5

Columns Description:
® Name - the template name.

® Description - a short description of the template.
® Template Type - a template writing format.

Filter by text

Filtering allows you to search the template by the columns: Name, Description, Template Type.
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Sorting
Ascending/descending sorting is allowed for the columns: Name, Description, Template Type.

Control icons

® Refresh - to refresh the page.

® Delete an existing template via the recycle bin control icon in the table row or Delete icon above the table. Required
Permission: Template-DELETE. See (v. 2.2) Role Permissions.
® Open template details of a current template via icon in the table row.

o:) @ ®

° Notification Management

CREATE NEW
N~

Channels Templates
Filter by text
Q
o)
0O name Description Template Type
=]
D SAP Email Template SAP Analysis Email Template FreeMarker [}
@ [0 wffytemplate ThymeleafText A @
A [0 viaptempl ThymeleafHtml = [
=] [J  vitest1newassigned ThymeleafHtml A ]
ML [J  vLnodetemplate example ThymeleafHtm! A [
&

Create a new template
To create a template:

1. Go to the Administration Notification Management module Templates tab and click CREATE NEW. Required Permission:
Template-CREATE. See (v. 2.2) Role Permissions.

oo) IO
© Notification Management
CREATENEW
~
Channels  Templates
F xt
Q @ ren T oo
(]
O
(=]
[ s emaiTempime SAP Analysis Email Template FreeMarker [z ]
[ wytempiace ThymeleafText [ ]
A O wertemp ThymeleafHimi [ ]
=] [ veestt newsssignes Thymeleafhimi [ ]
" [ vinocetempiste example Thymeleathimi [z ]

2. In the New Template page:
® Enter Name, Description (optionally),
® Choose Template Type - ThymeleafText, FreeMarker, or ThymeleafHtml
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-
(X ] ’ Templates / New Template

° New Template ¢ Back to list

N Name Description Template Type *
New Template -
Template O  ThymeleafText
QO  FreeMarker
)
o ThymeleafHtm
=
A
ML

® make Template according to selected Template Type

- ThymeleafHtml - allows to make a template using HTML standard, including HTML5, HTML 4, and XHTML. Validation is
not performed, and the code/structure of the original template will be followed to the maximum extent possible. Note,
that for slack channel better to use other 2 template types.

- ThymeleafText - allows to use a special syntax for templates without markup. Examples of such templates can be
text messages or template documents. Note, that HTML or XML templates can also be processed as TEXT, in which
case the markup is not parsed, and each tag, DOCTYPE, comment, and so on will be treated as plain text. Read more
about template modes here. Also useful documentation about Thymeleaf dialect is here.

- FreeMarker - template engine: a Java library for generating text output (HTML pages, xml, configuration files, source
code, etc.). The input is a template, for example, html, which contains special expressions, prepares data
corresponding to this expression, where Freemarker dynamically inserts this data and a dynamically filled document is
obtained. Getting started manual is here.

To check what information will be taken for your notification see the Validate template section below. At the end of the
page are examples in ThymeleafText format.
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https://www.thymeleaf.org/doc/tutorials/3.0/usingthymeleaf.html#textual-template-modes
https://www.thymeleaf.org/doc/articles/standarddialect5minutes.html
https://freemarker.apache.org/docs/dgui_quickstart_basics.html

4. Click CREATE.

D e d
oo Templates / New Template E W)

° New Template < Back to list

A Name * Description Template Type *
New Template FreeMarker -

Template

o B

Q @B @

>

ML

VALIDATE CREA

Edit an existing template

To edit a template:

1. Go to the Administration Notification Management module Templates tab and click the Open Template Details icon in the row.
Required Permission: Template-UPDATE. See (v. 2.2) Role Permissions.
2. In the Edit Template page:

® Edit Name, Template Type and Template, Description (optionally). See more details about Template Type and
Template in the Create a new template section

3. Click UPDATE.

-

(X} Templates / New Template £ @ ®

©  EditTemplate « Backtolist

Name * Description Template Type *

2

New Template FreeMarker -

Template *

@

o B

Q @© @

bal

ML

VALIDATE UPDATE
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Validate template

This functionality allows user to validate created template, its format, see what information will be taken if you use special expressions.
User can validate templates during developing or editing a template.

To validate template during creating or editing:

1. Go to the Administration Notification Management module Templates tab and click CREATE NEW button or open an existing
template via Open Template Details icon in the row. Required Permission: Template-CREATE. See (v. 2.2) Role Permissions.
2. Click Validate. Validate template modal opens.

—
®e)  Templates / schedule_entity

© EditTemplate < packtolist

~ Name Description
schedule._entity

% @ @

Template Type

ThymeleafText v

Template -
stia)

${updateTimeStamp}

S{cresteTinestanp)

s{createdsy. id)
S{createdsy. Firsthane)
(=] S{createdsy . lasthane}

S{createdBy. fullName}

${updatedBy.1d}
S{updatedy . Firstianc)
S{updatedBy. lastName}
${updatedsy. fullane}
A Snane}
s{status)
S{cronExpression)

S{automationProcess. id}
${autonationProcess. updateTimeStanp}
${automationProcess. createTineStamp}
ML { }

S{automationProcess. createdBy . id}
S{automationProcess. createdBy . FirstName}

& s{autonationProcess. createdBy . LastNane}
S{automationProcess. createdsy. fullName}

B

e |

3. In the Validate Entity field select a module: Automation Process, Node, Document Type, or Schedule.

4. Validation Settings section contains response to the GET request in JSON format with information about selected Validate
Entity. Note, real request and response can be different, required for check format and results created template according to
information in the validate settings. If necessary, user can change Validation Settings. The changes made are saved, when you

click CLOSE.
5. Click VALIDATE.

Validate Template

Validate Entity *
AutomationProcess

Validation Settings *

"id": 1065
"updateTimeStamp": "2021-06-
17T16:08:47.6264894+03:00"
"createTimeStamp": "2021-06-
17T16:08:47.6264894+03:00"
A "createdBy"
"qd": 1
"firsthame”: "System"
"LastNam Admin”
"fullName": "System Admin"

~  "updatedBy"
"qd": 1
"firstName": "System"
"lastName": "Admin"
"fullName": "System Admin"

"uuid": "bfea65f9-6a63-4b2b-8cca-
88e6CT71l5ef2"
~  "automationProcess"

"id": 1020

"updateTimeStamp": "2021-06-
17T10:32:55.401585+03:00"

"createTimeStamp": "2021-06-
17T16:32:55.401585+03:00"
o "createdBy"

wigns 1

Examples of templates

® Automation Process

Automation Process Template Example

validation Result

VALIDATE | CLOSE
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1D [(${id})],

updat eTi neSt anp: [ (${updat eTi neStanp})],

createTi meStanmp: [(${createTimeStanp})],

creat edBy:

id: [(${createdBy.id})],

firstName: [(${createdBy.firstNanme})],

| ast Narme: [ (${createdBy.lastNane})],

full Name: [(${createdBy.full Nane})],

updat edBy:

id: [(${updatedBy.id})],

firstName: [(${updatedBy.firstNanme})],

| ast Narme: [ (${updatedBy. | ast Nane})],

full Nanme: [(${updatedBy.fullNane})],

uuid: [ (${uuid})],

status: [(${status})],

runUui d: [(${runUuid})],

apUuid: [(${apUuid})],

aut omat i onProcess:

id: [(${automationProcess.id})],

updat eTi meSt anp: [ (${aut omati onProcess. updat eTi meSt anp})],
createTi meStanp: [ (${automationProcess. createTi meStanmp})],
creat edBy:

id: [(${automationProcess.createdBy.id})],

firstName: [(${autonmationProcess.createdBy.firstNane})],

I ast Narme: [ (${autonmationProcess. createdBy.|astNane})],
full Name: [ (${automationProcess.createdBy.full Nanme})],
updat edBy:

id: [(${automationProcess. updatedBy.id})],

firstNane: [(${automationProcess. updatedBy.firstNane})],

| ast Narme: [ (${aut omati onProcess. updat edBy. | ast Nane})],
full Name: [(${automationProcess. updatedBy.fullNane})],,

uui d: [(${autonmationProcess.uuid})],

name: [ (${autonationProcess. nane})],

description: [(${automationProcess.description})],
repositoryld: [(${automationProcess.repositoryld})],

nodul ed ass: [ (${automati onProcess. nodul ed ass})],

dedi cated: [(${automationProcess. dedicated})],

statistic: [# th:if="${automati onProcess.statistic.isEnpty()}"]—f/][# th:each="statistic : ${autonmationProcess.
statistic}" ]

[(${statistic.key})] - [(${statistic.value})][/]
capabilities: [# th:if="${#lists.isEnpty(autonationProcess.capabilities)}"]—f/][# th:each="cap :
${ aut omat i onProcess. capabilities}" ]

[(${cap})][/]

dedi cat edNodes: [# th:if="${#lists.isEnpty(autonationProcess. dedi catedNodes)}"]—f/][# th:each="node :
${ aut omat i onProcess. dedi cat edNodes}" ]

[(${node})][/]

® Schedule

Schedule Template Example

1D [(${id})],
updat eTi neSt anp: [ (${updat eTi meStanp})],
createTi meStamp: [(${createTi meStanp})],
creat edBy:

id: [(${createdBy.id})],

firstName: [(${createdBy.firstNanme})],

| ast Narme: [(${createdBy.|astNane})],
full Name: [(${createdBy.fullNane})],
updat edBy:

id: [(${updatedBy.id})],

firstNane: [(${updatedBy.firstName})],

| ast Narme: [ (${updatedBy.|ast Narme})],
full Nanme: [ (${updatedBy.fullNane})],
nane: [(${name})],

status: [(${status})],

cronExpression: [(${cronExpression})],
aut omat i onProcess:
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id: [(${automationProcess.id})],

updat eTi neSt anp: [ (${aut omati onProcess. updat eTi neSt anp})],
createTi neStanp: [(${automati onProcess. createTi neStanp})],
creat edBy:

id: [(${automationProcess.createdBy.id})],

firstName: [(${automationProcess.createdBy.firstNane})],

| ast Narme: [ (${aut omati onProcess. creat edBy. | ast Nane})],
full Name: [(${automationProcess. createdBy.fullNane})],
updat edBy:

id: [(${automationProcess.updatedBy.id})],

firstName: [(${autonmationProcess. updatedBy.firstNane})],

| ast Narme: [ (${aut omati onProcess. updat edBy. | ast Nane})],
full Nanme: [ (${automationProcess. updatedBy.full Name})],,

uui d: [(${autonationProcess.uuid})],

nane: [(${autonationProcess. nane})],

description: [(${automationProcess.description})],
repositoryld: [(${automationProcess.repositoryld})],

reposi toryType: [(${automationProcess.repositoryType})],
nodul ed ass: [ (${automati onProcess. nodul ed ass})],

dedi cated: [(${autonmtionProcess. dedicated})],

statistic: [# th:if="${automati onProcess.statistic.isEmty()}"]—F/] [# th:each="statistic : ${automati onProcess.
statistic}" ]

[(${statistic.key})] - [(${statistic.value})][/]
capabilities: [# th:if="${#lists.isEnpty(autonmationProcess.capabilities)}"]—f/] [# th:each="cap :
${aut omati onProcess. capabilities}" ]

[(${cap})][/]

dedi cat edNodes: [# th:if="${#lists.isEnpty(automationProcess. dedi catedNodes)}"]—f/] [# th:each="node :
${ aut omat i onPr ocess. dedi cat edNodes}" ]

[(${node})][/]

startDate: [(${startDate})],

endDate: [(${endDate})]

® Node

Node Template Example

1D [(${idH)],

updat eTi neSt anp: [ (${updateTi neStanp})],
createTi neStanmp: [(${createTi meStanp})],
creat edBy:

id: [(${createdBy.id})],

firstNane: [(${createdBy.firstName})],

| ast Narme: [(${createdBy.|astNane})],
full Name: [(${createdBy.full Nane})],
updat edBy:

id: [(${updatedBy.id})],

firstNane: [(${updatedBy.firstName})],

| ast Narme: [ (${updatedBy. | ast Nane})],
full Name: [(${updatedBy. full Nane})],
nane: [(${name})],

description: [(${description})],

status: [(${status})],

workDir: [(${workDir})],

dedi cated: [(${dedicated})],
capabilities: [# th:if="${#lists.isEnpty(capabilities)}"]—f/][# th:each="cap : ${capabilities}" ]
[(${cap})][/]

details:

address: [# th:if="${#lists.isEnpty(details.address)}"]—f/][# th:each="addr : ${details.address}" ]
[(${addr})][/]

total Menory: [(${details.total Menory})],
freeMenory: [(${details.freeMenory})],
cpu: [(${details.cpu})],

versi on:

version: [(${details.version.version})],
build: [(${details.version.build})],
sha: [(${details.version.sha})]
features: [# th:each="feature : ${details.features}" ]
type: [(${feature.type})]

enabl ed: [(${feature.enabled})]
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status: [(${feature.status})]

heal thy: [(${feature.heal thy})]

details: [# th:if="${feature.details.isEmty()}"]—F/]1[# th:each="detail
[(${detail.key})] - [(${detail.value})][/][/]

| ast _seen: [(${last_seen})]

® DocType

DocType Template Example

1D [(${id})],

updat eTi neSt anp: [ (${updat eTi meStanp})],

createTi meStanp: [(${createTimeStanp})],

updat edBy:

id: [(${updatedBy.id})],

firstName: [(${updatedBy.firstName})],

| ast Narme: [ (${updat edBy. | ast Nane})],

full Nanme: [ (${updatedBy.full Nane})],

uuid: [(${uuid})],

nane: [(${name})],

description: [(${description})],

docunent Type:

id: [(${docunent Type.id})],

updat eTi meSt anp: [ (${docunent Type. updat eTi neSt anp})],
createTi meStanp: [ (${docunent Type. creat eTi neStanp})],
creat edBy:

id: [(${docunentType.createdBy.id})],

firstName: [(${docunentType.createdBy.firstName})],
| ast Narme: [ (${docunent Type. creat edBy. | ast Nane})],
full Name: [ (${docunent Type. createdBy.full Nane})],
updat edBy:

id: [(${docunent Type.updatedBy.id})],

firstName: [(${docunent Type.updatedBy.firstName})],
|l ast Nare: [ (${docunent Type. updat edBy. | ast Nane})],
full Name: [ (${docunent Type. updat edBy. ful | Nane})],
httld: [(${docunent Type. httld})],

nane: [(${docunent Type. nane})],

description: [(${docurment Type. description})],
settings: [# th:each="setting : ${docunent Type.settings}" ]
[(${setting. key})] - [(${setting.value})][/]
status: [(${status})],

priority: [(${priority})],

httid: [(${httid})],

${feature.details}" ]

inputJson: [# th:if="%${inputJson.isEmpty()}"]—F/]1[# th:each="param: ${inputJson}" ]

[(${param key})] - [(${paramvalue})][/]
outputJson: [# th:if="%${outputJson.isEmty()}"]—F/]1[# th:each="param :
[(${param key})] - [(${paramvalue})][/]
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(v. 2.2) Control Server Configuration

® Create a New CS Configuration Parameter
® Upload a CS Configuration Parameter
® Update a CS Configuration Parameter

The Control Server Configuration module displays a catalog of system configuration parameters and allows the user to manage them.

You can access the module by clicking Administration CS Configuration. To access the CS Configuration module, you need to be
granted Administration-READ permission. See Role Permissions .

-
oe) n @ @
° Control Server Configuration
Va4 Filter by text
Q (:) Refresh ¢ Upload Delete  {  Download All
O Key Value Scope
'@ (] mongoab.timeout 100Uy AF ]
@ D mongodb.index longds AP ]
- easyrpa AP []
https://10.224.0.35 AP B
B
10.224.0.35 AP i
E https://10.224.0.35:8444 AP i
CS Configuration —-fje———
ML
Activity L Rows per page: 10 ¥ -10 of 33 > >l
L el
%

EasyRPA Control Server allows to perform the following actions:

Create a new CS Configuration Parameter. Required permission: Administration-CREATE + Administration-READ.

Edit an existing CS Configuration Parameter. Required permission: Administration-CREATE + Administration-READ.
Download existing CS Configuration Parameters in CSV file. Required permission: Administration-READ.

Upload CS Configuration Parameters in CSV file. Required permission: Administration-CREATE + Administration-READ.
Delete an existing CS Configuration Parameter. Required permission: Administration-DELETE + Administration-READ.

Filter by text
Filtering allows you to search the CS Configuration Parameter by all columns.

! Filtering does not allow you to search the CS Configuration Parameter with Secret value by the Value column.

Sorting

Ascending/descending sorting is allowed for all columns.

Control icons

Refresh - to pull the last updates from the server.
Upload - to upload CS Configuration Parameters in CSV file. Required permission: Administration-CREATE + Administration-
READ.

® Delete - to delete the CS Configuration Parameter (via the recycle bin control icon in the table row or Delete icon above the
table). Required Permission: Administration-DELETE + Administration-READ.
Download All - to download existing CS Configuration Parameters in CSV file. Required permission: Administration-READ.
Show setting - to show the Value for the CS Configuration Parameter with Secret value.
Hide setting - to hide the Value for the CS Configuration Parameter with Secret value.
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o‘o) @ @
° Control Server Configuration
~ Filter by text
Q ) Refresh ¥ Upload Delete & Download All
D Key Value Scope N
'®‘ (] s3.secret_key == AP o [ ]
rpa-trust. jks.password bl AP L) @
=) O
D cs.mq.node_password o AP ]
©
D cs.mq.public_url ssl// cs []
-
D cs.elk.public_url https:// /elastic/_bulk cs [
E D nexus [{"id""hosted", "url""https:// /nexus/repository/aps/", "username”"depl... cs i
ML
Rows per page: 10 » 11-20 of 33 I< < > >1
8
Create a New CS Configuration Parameter
To create a CS Configuration Parameter:
® Click CREATE NEW.
® On the New Configuration popup panel:
® Enter a unique Key to distinguish the Configuration Parameter.
® Enter the Value of the Configuration Parameter.
® Choose the Scope from the dropdown list (AP - for Automation Process level, CS - for Control Server level).
® Tick Secret value, if the Value should be hidden.
® Click CREATE.
—
. :) n @ ®
° Control Server Configuration New Configuration X
~ Filter by text oy
Q () Refresh F Upload Delete & Download All mongodb.user
Value *
O ke Value Scope
operator
o (] S3.56CTRt_Key i AP « ]
S ® Json
@ D rpa-trust.jks.password ok AP & [ icspe* .
O  csmanode password o AP LN L] [] Secret value
©
O  csmapublic_url ssl:// cs [
B
D cs.elk.public_url https:// /Jelastic/_bulk cs [
E O rnexws e cs E ) [
ML
Rows per page: 10 v 1120 of 33 I < > >
©

! Parameters with the scope "AP" can also be added to the Automation Process and Node Configuration Parameters modules. If all
three modules have the same parameter with different values, priority is given to Node Configuration Parameter, then Automation
Process, and the last CS Configuration Parameter.

To create the CS Configuration Parameter, you need to be granted Administration-CREATE permission (with Administration-READ). See
(v. 2.2) Role Permissions.

Upload a CS Configuration Parameter
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The other way to create a CS Configuration Parameter is to Upload file with CS Configuration Parameters in CSV format:

1. Click Upload.
-—e
o) E RO
° Control Server Configuration
s Filter by text
O\ (:) Refresh E Upload Delete 2 Download All
(E]
|:| Key Value Scope
@ (] s3.56C18T_Key b AP (83 ]
|§| D rpa-trust jks.password Raad AP £ []
[0  csmanode_password d AP PNy ]
D cs.ma.public_url ssli/f cs ]
ES
D cs.elk.public_url https:/ [elastic/_bulk Ccs i
E D nexus b cs = []
ML
Rows per page: 10 v 11-20 of 33 I< < > >1
::63 2021 IBA Group. All rights reserved. v2.1.0-34376/2.1-SNAPSHO0T-34329

2. Choose CSV format:

Please, Provide Configuration Parameters

Please, provide CSV file with columns: key, value

ADD

Choose CSV format
DEFAULT

/ CANCEL  UPLOAD

D Override existing keys

CSV format settings:

DEFAULT - CSV file as a delimiter comma (,)

SEMICOLON_SEPARATED - CSV file as a delimiter semicolon (;)
TAB_SEPARATED - CSV file as a delimiter tab (\t)

CUSTOM - CSV file as a delimiter comma (,) other options - for advanced user.
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Please, Provide Configuration Parameters

Please, provide CSV file with columns: key, value

D Override existing keys| DEFAULT
SEMICOLON_SEPARATED
TAB_SEPARATED | UPLOAD

CUSTOM

3. Click ADD to select CSV file and provide CSV file with columns: key, value, scope, secret.
4. Please, use Override existing keys checkbox if needed.

5. Click UPLOAD to load the file:

Please, Provide Configuration Parameters
CS_config.csv

Choose CSV format

D Override existing keys DEFAULT

CANCEL | UPLOAD

To upload a CS Configuration Parameter, you need to be granted Administration-CREATE permission (with Administration-READ). See (
V. 2.2) Role Permissions.
Update a CS Configuration Parameter
To update an existing CS Configuration Parameter, you need to:
® Click on the corresponding CS Configuration Parameter.

® Change one of the field values on the Edit CS Configuration popup panel
® Click UPDATE.
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0:) »n @ ®

° Control Server Configuration Edit CS Configuration X
CREATE NEW
P4 Filter by text ey
Q (") Refresh 7§ Upload Delete & Download All s3.access_key

Value* @

D Key Value Scope Ny
® |

[0  remoteExecutionService taskTimeout 10 AP (] 1 JSON
I§I Scope *

D mongodb.user node AP [ ] AP v
@ D mongodb.password ek AP Py i Secret value
.(K D s3.access_key ok AP LS i'

D s3.secret_key i AP Q i

M roa-trust iks password wxx AP o "
ML

Rows per page: 10 + 11-20 of 33 1< < > >l UPDATE

To update the CS configuration parameter, you need to be granted Administration-CREATE permission (with Administration-READ). See
Role Permissions .
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(v. 2.2) Control Server Logs

Control Server Log module displays the logs of the processes running at Control Server level, such as processes' assigning on nodes,
auxiliary db operations, etc. You can access the module by clicking Administration CS Logs. The module is available for users from
Administrators group only. To access the Control Server Log, you need to be granted Administration-READ permission. See (v. 2.2)
Role Permissions.

»n @ @

° Control Server Logs
Search by text

Q_ bura X (:) Refresh Autorefresh

Filter by severity

w columns

ALL +  timestamp, severity -

Sort by timestar

ra

D o

®©

Q@ O

bed

caldwtvalid

cSLogs
ML

B ST T

@ Not Full Logs

Control icons

® Refresh - to pull the latest logs from the server.
® Autorefresh checkbox - to turn on/off an automatic refresh of logs.

.:) n @ @

° Control Server Logs

~ arch by text Filter by severity View columns
Q. bura X I () Refresn Autorefresh I ALL +  timestamp, severity v ooy tmest
L2v21-83-24 18i41110.5011 LT SIS LU Iy, | S50 2805 -U 10— 43 /U= 8 1 85-U81 383 18815, S5U5LHUS-D44 | 488 -DOEL-BULE LLELIYE ) LU NUUE NUUE 2
[2021-05-24 14:41:16.728] Retransmitting [34ee23a5-dlee-437b-878a-d2af3e9faaf5, 93¢6d7b2-805d-4f0b-2347-85188d880303] to node NODE 2
[2021-65-24 14:41:16.887] Retransmitting [34ee2aa5-dlee-437b-878a-d2af3edfaaf5, 33d5lad8-544f-4e82-b5ec-664c42ccc590] to node NODE 2 :: |—D
© [2021-05-24 14:41:16.899] Assigning [34ee2aas-dlee-437b-878a-d2af3e0faaf5, 80d6a65F-ae67-4cc5-a06e-adblbeobafcl] on node CS
[2021-05-24 14:41:16.921] Sending message into queue ocr.input.queue for task 80d6a65f-ae67-4cc5-206e-adblbedbafcl
[2021-05-24 14:41:16.943] Completing OCR Task 80d6a65f-ae67-4cc5-ab6e-adblbe@b4fcl
@ [2021-05-24 14:41:16.970] ] OCR error b ter is requir d b
[2021-05-24 14:41:17.045] Retransmitting [24ee23a5-dlee-437b-8783-d2af3e8faaf5, 2006365f-3e67-4cc5-306e-3dblbedbdfcl] to node NODE 2
[2021-05-24 14:41:17.078] Assigning [24ee2a335-dlee-437b-8783-d2af320f3af5, 4c6baad3-2eca-4441-3082-3d50331b82de] on node CS
@ [2021-05-24 14:41:17.092] Retransmitting [34ee2aa5-dlee-437b-878a-d2af3edfaaf5, 93c6d7b2-805d-4fBb-2a47-85188d880a03] to node NODE 2
[2021-05-24 14:41:17.098] Sending message into queue ocr.input.queue for task 4c6baad3-3eca-4441-8082-3d50a21b89dc
[2021-05-24 14:41:17.115] Completing OCR Task 4c6baad3-3eca-4441-8082-3d50a31b89dc
[2021-05-24 14:41:17.135] OCR er b t parameter is required dur 4 ad. 3 p!
J\ [2021-05-24 14:41:17.190] Retransmitting [34ee2aa5-dlee-437b-878a-d2af3e9faaf5, 4cb6baad3-3eca-4441-8082-3d50a31b89dc] to node NODE 2
[2021-05-24 14:41:18.866] AP status updated, id: 34ee2aza5-dlee-437b-8783-d2af3e9faaf5 status: FAILED

[2021-05-24 14:41:20.962] [ERROR] Nexus Component Search error

rk.web.client.Resource

: I/0 error on GET r
doExecute (RestTempl

/service/rest/vl/search": PKIX path building failed: sun.security.provider.certpath.sunCer

ML

at eu.ibagror

at eu.ibagror
& at

rtifac

ceImpl.predelete | viceImpl.jav

reflect. orImpl.invek tive Metho

@ NotFull Logs

reflect.

odAccessorImpl.inveoke (Na ethodAccessorl

ddicain Al A I A T s R ki At ineHethadAccessarTmnl . 9a

Search by text

You can search for a particular log by its text. The logs found are highlighted in yellow.
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)

E NN ORNCY

.o
° Control Server Logs
~; Search by text Filter by severity View columns
Q. humantd X | @ Refresh Autorefresh ALL + timestamp, severly v Sortoy tmestamp A
—
[2021-05-24 14:43:42.930] AP status updated, fd: c2415e82-f23¢c-4fd3-8372-660a41d5ba52 status: DEPLOYING_ON_NODE
[2021-05-24 14:43:43.443] AP status updated, id: c2415e82-f23c-4fd3-8372-660a41d5ba52 status: IN_PROGRESS [: |—D o
© [2021-05-24 14:43:47.473] Assigning [c2415e82-f23c-4fd3-8372-660241d5ba52, b3c31882-ce66-4b38-9200-8d487cF720d8] on node NODE 4 =
[2021-05-24 14:43:47.765] Assigning [c2415e82-f23c-4fd3-8372-660a41d5ba52, a2lc6342-flag-40fa-b42d-le3aedca®6ea] on node NODE 3
[2021-05-24 14:43:49.648] SELECT » FROM ds_df9d36bea73b4131 ORDER BY "uuid" ASC OFFSET 0 LIMIT 10
[2021-05-24 14:43:49.649] SELECT COUNT(*) AS total FROM ds_df9d36bea73b4131
@ [2021-05-24 14:43:54.347] Retransmitting [c2415e82-f23c-4fd3-8372-660a41d5ba52, b3c31882-ce66-4b38-9e00-8d487cf720d8] to node NODE 4
[2021-05-24 14:43:54.547] Retransmitting [c2415e82-f23c-4fd3-8372-660a341d5ba52, b3c31882-ce66-4b38-9e90-8d487¢f720d8] to node NODE 4
[2021-05-24 14:43:54.777] Retransmitting [c2415e82-f23c-4fd3-8372-660a41d5ba52, a21c6342-fla8-48fa-b42d-1le3aedca®bBal to node NODE 4
@ [2021-05-24 14:43:54.982] Retransmitting [c2415e82-F23c-47d3-8372-660241d5ba52, 221c6342-F1ag-40fa-ba2d-1e32edcans0a] to node NODE 4
[2021-05-24 14:43:55.088] Assigning [c2415e82-f23c-4fd3-8372-660241d5ba52, 0331b437-4979-4c6f-8da3-42c6bflldbca] on node CS
[2021-05-24 14:43:55.144] Assigning [c2415e82-f23c-4fd3-8372-660a41d5ba52, b5aa48c2-4b7h-4a45-b921-67dc80d7a8be] on node CS
A [2021-05-24 14:43:55.168] Creating Human Task for task ©331b437-4979-4c6f-8da3-42c6bflldbca
[2021-05-24 14:43:55.182] Creating Human Task for task b53adgc2-4b7b-4345-b821-67dc80d7a8be
[2021-05-24 14:43:55.306] Human Task 1090 injected ino workspace for task b53a48c2-4b7b-4345-b921-67dc80d7a8b0
E [2021-05-24 14:43:55.360] Human Task 1091 injected ino workspace for task 0331b437-4979-4¢6f-8da3-42¢6bflldbea
[2021-65-24 14:44:17.796] SELECT = FROM ds_8d466977628242cc ORDER BY "uuid" ASC OFFSET 6 LIMIT 10
[2021-05-24 14:44:17.866] SELECT COUNT(*) AS total FROM ds_sd466977628242cc
ML [2021-05-24 14:44:31.324] SELECT = FROM ds_8d466977628242cc ORDER BY "uuid" ASC OFFSET @ LIMIT 1@
[2021-05-24 14:44:31.332] SELECT COUNT(#*) AS total FROM ds_8d466977628242cc
[2021-05-24 14:44:36.482] SELECT » FROM ds_df9d36bea73b4131 ORDER BY "uuid" ASC OFFSET 0 LIMIT 10
[2021-05-24 14:44:36.483] SELECT COUNT(*) AS total FROM ds_df9d36bea73b4131
@ [2021-05-24 14:44:36.500] SELECT = FROM ds_8d466977628242¢cc ORDER BY '"uuid" ASC OFFSET @ LIMIT 10
[2021-05-24 14:44:36.506] SELECT COUNT(*) AS total FROM ds_8d466977628242¢cc @ Not Full LDQS
[2021-05-24 14:44:48.873] SELECT = FROM ds_fob7942c51faa18b ORDER BY "uuid" ASC OFFSET 0 LIMIT 16
[2021-05-24 14:44:48.874] SELECT COUNT(») AS total FROM ds_fob7042c51fadlsb l

Filter by severity

Filtering allows you to choose the level of severity of the displayed logs from the dropdown menu. The available options are as follows:

Filter by severity View columns

Autorefresh ALL ~  timestamp, severity v

S T

ALL

teHttpsURLConnection.connect(Abstrac

tionImpl.connect(HttpsURLConnectionI

ra

TRACE
1tHttpRequest.executeInternal(Simple

ientHttpRequest.executeInternal (Abst DEBUG
2quest.execute (AbstractClientHttpReq

ttpRequestSInterceptingRequestExecut java:109)

INFO

ticationInterceptor.intercept(BasicA

ttpRequestSInterceptingRequestExecut java:93)

WARN

ttpRequest.executelnternal(Intercept

ientHttpRequest.executeInternal (Abst

O O O O 0O @

2quest.execute (AbstractClientHttpReq ERROR

te(RestTemplate.java:742)

View columns

You can add or remove the columns timestamp/severity/node name from the event log view.
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View columns

timestamp, severity

4 Sort by timestamp ™

-9025-1f5bf9338¢]

-rpa-debtors-ap/i

-rpa-debtors-ap/i

-rpa-debtors-ap/i

timestamp

severity

1o 8 K
:?: ec) !l

11.0 KBf=tc)
11.8 KB/sec)

-rpa-debtors-ap/2.1-SNAPSHOT /maven-metadata.xml (785 B at 10.2 KB/sec)

-rpa-debtors-ap/2.1-SNAPSHOT /maven-metadata.xml (785 B at 12.4 KB/sec)
-rpa-debtors-ap/2.1-SNAPSHOT /maven-metadata.xml (785 B at 10.2 KB/ sec)

1b®a-3293-467d-8ce5-081878eb1078

Sort by timestamp

Ascending/descending logs sorting by the timestamp is allowed.

In the upper-right corner of the logs window there are buttons for opening logs in the full browser window, copying logs to the
clipboard and downloading a .txt file with logs:

-
o0

B3

Q @B @

>

ML

Control Server Logs

search by text

Q

[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24

[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24
[2021-05-24

14:08:28.
14:08:32.

14:08:43.
14:08:42.
14:08:51.
14:08:51.
14:08:58.
14:08:58.
14:09:05.
14:09:06.
14:09:14.
14:09:14.
14:09:21.
14:09:21.
14:09:24.
14:09:24.
14:10:34.
14:10:34.
14:13:52.
14:13:56.
14:17:58.
14:20:23.
14:20:29.

295]
413]
119]
240]
622]
718]
971]
093]
099]
213]
201]
331]
548]
743]
067]
265]
696]
007]
2171
413]
523]

[ERROR]
[ERROR]
[ERROR]

[ERROR]

wn @ ©

o Filter by severity View columns
Refresh  [Vg Autorefresh
¥ ] ALL ~  timestamp, severity ~  Sortby timestamp
AP 12fc9252-f03e-477c-8fa8-7898f14F5062 is finished but got update for [d7 715df5al-alc7-428¢c-! 3072a5F¢OT
SELECT = FROM ds_29b4e0c197234a30 ORDER BY '"uuid" ASC OFFSET 6 LIMIT 10
SELECT COUNT(+) AS total FROM ds_20b4e@c197234a30 e
Completing OCR Task 34605fab-5561-4399-0bdc-c6f01b58b363
AP 12fcg9252-fe3 -8fag: f14f5062 is finished but got update

Completing OCR Task 0f348984-c392-4286-80cf-ce6355692chT

AP 12fc8252-fe3e-477c-8Fa8~

Completing OCR Task c4bf8635-c@e9-4c0f-b335-cff380e81b3f
AP 12fc9252-f03e-477c-8f28-7808F14f5062 is finished but got update

9814f5062 is finished but got update

Completing OCR Task f535fbda-981f-4755-a8ac-a0477eledc36

AP 12fc9252-f03e-477c-8fa8-7898714f5062 is finished but got update for [
Completing OCR Task 5903d18b-e981-4331-836e-c53b2e34aTac
9811415062 is finishes

Completing OCR Task ©104d6c7-1855-4203-a7e7-f6c30lledfod

AP 12fc9252-f03e-477c-8Fa8-

AP 12fc8252-fe3e-477c-8Fa8~

Completing OCR Task 03b20314-3196-4fc2-b5ff-320528650¢d2

AP 12fc8252-f03e

98f14f5062 is finished but got update

7c-8Fa8-7808F14F5062 is Finished but got update for [

0352031,

Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-cldp-ap/2.1-SNAPSHOT /maven-metadata.xml (337 B at 4.2 KB/sec)

Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-cldp-ap/2.1-SNAPSHOT /maven-metadata.xml (337 B at 4.8 KB/sec)

Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-cldp-ap/2.1-SNAPSHOT /maven-metadata.xml (337 B at 4.6 KB/sec)

Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/easy-rpa-cldp-ap/2.1-SNAPSHOT /maven-metadata.xml (337 B at 4.8 KB/sec)

$1000-32306-1519 - Unexpected error occurs:
51000-1887-8858 - Unexpected error occurs:
$1800-2211-9535 - Unexpected error occurs:

CREATE TABLE ds_f9b7042c51fad18b(_id_oao_

51000-5621-6286 - Unexpected error oceurs:

No property status found for type Documentset!
No property status found for type Documentset!
No property status found for type DocumentSet!
SERTAL, "uuid" TEXT, "name" TEXT,"notes" TEXT,"status" TEXT,"url" TEXT,"s3_path" TEXT,"ocr_json" TEXT,"input_: (@ NetFulllogs ,¢ ;.
No property status found for type DocumentSet!

"Not Full Logs"

indicator appears at the bottom right corner when the log becomes too long for one page:
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.o
° Control Server Logs
~; Search by text Filter by severity View columns
Q ) Refresh Autorefresh ALL + timestamp, severly
[2021-05-24 .831] Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/sanples)ap/easy-rpa-debtore-ap/2. 1-SNAPSHOT /maven-netadata.
[2621-05-24 .0371 Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/sanples/ap/easy-rpa-debtors-ap/2.1-SNAPSHOT /maven-metadata.
© [2021-05-24 .844] Submitted Debtor Analysis by ilyuchyk_ra
[2021-05-24 .067] Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/samples/ap/easy-rpa-debtors-ap/2.1-SNAPSHOT /maven-metadata.
[2021-05-24 .288] Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/sanples/ap/easy-rpa-debtors-ap/2. 1-SNAPSHOT /maven-netadata.
021-05-24 .3571 AP status updated, id: 538el®7e-5f39-4e05-8b82-66Ce23c36106 status: QUEUED
@ [2021-05-24 .359] AP Debtor Analysis 5a38el@7e-5f39-4e05-8b82-66ce23c36106 submitted into queue. Session 82411b03-3293-467d-8ce5-081878eblO79
[2021-05-24 .388] Assigning [538e107e-5f39-4e05-8b82-66¢e23¢36106] on node NODE 1
[2021-05-24 .524] AP status updated, fd: 538e107e-5f39-4e05-8b82-66ce23¢36106 status: DEPLOYING_ON_NODE
@ [2021-05-24 .078] AP status updated, id: 5a8e187e-5f309-4e05-8b82-66ce23c36106 status: IN_PROGRESS
[2021-05-24 .720] Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/samples/ap/easy-rpa-debtors-ap/2.1-SNAPSHOT /maven-metadata.
[2021-05-24 .947] Downloaded: https://10.224.0.35/nexus/repository/easyrpa-group/eu/ibagroup/sanples/ap/easy-rpa-debtors-ap/2. 1-SNAPSHOT /maven-netadata.

A .193] Assigning [5aBel07e-5f33-4e05-8bB2-66ce23¢36106, 843efe96-8719-4bca-b7fd-6460df93776f] on node NODE 1
.632] easy-rpa-engine-parent-2.0-SNAPSHOT. pom
.632] secret.3.json
E .632] easy-rp3-debtors-ap-2.0-SNAPSHOT.pom
[2021-05-24 15:46:11.632] ap.json
[2021-65-24 15:46:11.632] secret.2.json
[2021-05-24 15:46:11.632] secret.1.json
ML :11.632] easy-rpa-debtors-ap-2.0-SNAPSHOT. jar
:11.632] easy-rpa-debtors-2.0-SNAPSHOT . pom
:11.646] [ERROR] There is an error during package import
533 eu.ibagroup.easyrpa.engine.exception. EasyRpaException: S4018-0550-2400 - Wrong structure of the automation process package

Wrong package item json
class eu.ibagroup.easyrpa.cs.controller.dto. AutomationProcessDto

o bozr oL ooy Do o e packagine PockoceTton Tood(PockoceTton dovasTs

xml

xml

xml

xml

xml

xml

(785
(785

(785
(785

(785
(785

e

E NN ORNCY

Sort by timestamp M

11.0 KB/sec)
18,2 KEfgec)

I

12.4 KB/sec)
10.2 KB/sec)

11.8 KB/sec)
10.2 KB/sec)

@ Not Full Logs

To download full logs use Download button:

View columns

+  fimestamp, severity ¥ Sort by timestamp ‘T

Download Full
I /Maven-metadata.XmL (337 B 3T 4.b KB/SecC)

10T /fmaven-metadata.xml (337 B at 4.8 KB/sec) '

r1™ TEXT,"s3_path" TEXT,"ocr_json" TEXT,"input_json" TEXT,"output_j:

To copy the displayed logs only use Copy button:

View columns

timestamp, severity ¥ Sort by timestamp ‘T

maven-metadata.xml (337 B at 4.8 KB/sec)

S+l RN B4

TEXT,"s3_path" TEXT,"ocr_json" TEXT,"input_json" TEXT,"output_j

TEXT,"s3_path" TEXT,"ocr_json" TEXT,"input_json" TEXT,"output_j

To view more log records simultaneously enter the full screen mode via pressing the corresponding button:
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View columns

timestamp, severity ¥ Sort by timestamp ‘M

Enter Full Screen
194-943efa9070a7 . pdf

116-42e@-9327-5a73590 75004 . pdf r—
127-5a73590f5004 . pdf [j ik
ifd-4d84-af57-eec6d7131294 ., pdf

B5T7-eectd7131254 . pdf

i25-4cBT7-a3c5-ec62dfoco774.pdf
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(v. 2.2) Activity Log

® View Activity Log History
® View Activity Log Record Changes

The Activity Log module provides audit functionality to track user and system actions (login sessions, editing Automation Processes
/Data Stores, creating AP runs, etc.).

EasyRPA Control Server allows to perform the following actions:
® View the activity log history. To access the Activity log module, you need to be granted Administration-READ permission. See R

ole Permissions .
® View the particular activity record changes.

View Activity Log History
To view the Activity Log history, you need to:

® Navigate to Administration Activity Log.

:.‘) n @ @
° Activity Log
Document Type - -
® 1016 @ INITIAL_CHANGE_STATUS 1 htt_doc_type_refresh_che. admin ‘settings, humanTaskType, 04.05.2021 17:16 Q
@ 1015 @ INITIAL_CHANGE_STATUS 1 htt_doc_type_refresh_che. admin ‘settings, humanTaskType, 04.05.2021 17:09 Q
@ AL_CHANGE_STATUS 1 htt_doc_type_refresh_che. admin ‘settings, humanTaskType, 04.05.2021 16:56 Q
\TE_CHANGE_STATUS 2 CLtaska burak_na settings 04.05.2021 14:58 Q
A
AL_CHANGE_STATUS 1 Cltaska burak_na settings, humanTaskType,. 04.05.2021 14:56 Q
a AL_CHANGE_STATUS 1 htt_doc_type_refresh_che. admin settings, humanTaskType,. 04.05.2021 14:32 Q
ML
Activity Log i Rows perpage: 10 v >
53—
® Chose object name from the dropdown list.
® Chose object field from the dropdown list.
® If necessary, fill field value (the records can be found only if complete case-sensitive field values are entered).
® Click Search button.
! Please note, that the searchable value should be entered completely into the Search field. A full match is the only way to
search.
—
.o »n @ @
° Activity Log
A e Choose object field Fill field value
Automation Process Name ~ Q CLDocumentProcessor X
Automation Process Run
Automation Process Parameter Version Name Changed By Changed Fields Event Date
Py Data Store
@ GE_STATUS 1 CL Document Processor admin updatedBy, createdBy, mo. 04.05.2021 12:28 Q
Node
@ Node Parameter
Schedule
@ Secret Vault
User
A User Group

Human Task Type
E ocument Type
Human Task

ML ML Model

Document Set Rows per page: 10 =
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To apply filter by Record ID, you need to click on loupe

-
o) @ @
° Activity Log
N Choose object name* Choose object field
Automation Process > Al v SEARCH
Record D Change Type Version Name Changed By Changed Fields Event Date
,@ 1047 UPDATE_CHANGE_STATUS 5 Automation Test DeleteSo admin params 04.05.2021 18:04 Q
1047 UPDATE_CHANGE_STATUS 4 Automation Test DeleteSo admin params 04.05.2021 18:03 E
Apply filter by Record 1D
1047 UPDATE_CHANGE_STATUS 3 Automation Test DeleteSo... admin params 04.05.2021 18:02 =
m

Columns Description

Record ID - the ID of the entity on which the action was performed.
Change Type - the type of the activity (Update, Create, Delete)
Version - the entity change version.

Name - the Name of the object.

Changed By - an author of the performed action.

Changed Fields - the field(s) that have been changed.

Event Date - the date and time of the performed action.

View Activity Log Record Changes
To view the particular activity record changes, you need to:

® Navigate to Administration Activity Log.
® Click on the corresponding Activity Log Record ID.

-
o0 ’ Activity Log / 1047.0.1289.AutomationProcess £ @ ®
° View Activity Changes - Backtolist
VIEW CURRENT RECORD STATE
g Filter by text
Q (:) Refresh
Field Name Change Type Value Type 0ld Value New Value
(C]
updatedBy @ CREATED_CHANGE_STATUS Reference User/1 Q
)] createdBy @ CREATED_CHANGE_STATUS Reference ..User/1 e
@ moduleClass @ CREATED_CHANGE_STATUS Value eu.ibagroup.easyrpa.ap.productsreader.ProductsReaderAp &
name @ CREATED_CHANGE_STATUS Value Invoice Plane Automation 2021.05.04 18:02:17 2
-
repositoryType @® CREATED_CHANGE_STATUS Value NEXUS Q
repositoryld @® CREATED_CHANGE_STATUS Value eu.ibagroup.samples.ap:easy-rpa-invoiceplane-ap:jar:2.1-SNAPSHOT 9
ML
10w 1-100f 12 > >l

Columns Description

Field Name - the name of the field modified.

Change Type - the type of action performed. (Created, Deleted, Updated)

Value Type - the type of value on which the action was performed. (Value, List, Reference)
Old Value - the value before the action is performed (empty for "Created" Change Type)
New Value - the value after the action is performed (empty for "Deleted" Change Type)
Download Activity - to download existing record.

View Current Record State
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Button View current record state allows to view the actual state and others details of the Record:

-
oo ’ Activity Log / 1047.0.1289.AutomationProcess g @ ®
§ oo s [
VIEW CURRENT RECORD STATE
~ Filter by text
Q (:) Refresh
(2]
Field Name Change Type Value Type 0ld Value New Value
@
updatedBy @ CREATED_CHANGE_STATUS Reference ..User/1 2

If record doesn't exist anymore, its details are empty:

Record Details

Record does not exists yet!

For existing records the details are displayed in JSON format:

Record Details

"updateTimeStamp": "2021-03-03723:19:31.792585+03:00",
"createTimeStamp": "2021-02-28T11:29:56.929067+03:00",
"createdBy":

"updateTimeStamp": "2021-02-28T10:03:36.215051+03:00",

"createTimeStamp": "2021-02-28T10:03:36.215051+03:00",

"id": 1e4e,

"firstName": "Veranika",

"lastName": "lLetska",

"email": "Letska_VS@itd.iba.by",

"username": "letska_vs",

"active": true,

"groups": [

"updateTimeStamp": "2021-02-26T08:38:37.331005+03:0
"createTimeStamp": "2021-02-26T08:38:37.331005+03
"d": 1

"name": "ADMIN",

"description": "Administrater Build-in Group",
"systemGroup”: true,

musers": [,

"contextGroupRoles”

"deleted": false,
"systemUser": false,
"permissions”: []

A "updatedBy"
"updateTimeStamp": "2021-02-28T10:03:36.215051+03:00" ,
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(v. 2.2) License Management

® License General Information
® Upload the License

® Online License

® Offline License
® Replace the License

® Offline License

® Online License

The License Management module displays the current license information and allows you to upload and replace the current license.

You can access the module by clicking Administration License Management.

License Management

System Id: e1758fe2d6ac84c85042b34ac (5}
Product name: EasyRpa
O Customer name: Customer_1
Expiry date: 2022-09-09 00:00:00 UTC
(@] Components:
Registered Processes: 100
Registered ML/OCR Processes: 10
@ Robot Workplaces: 10
Users: 100
Access to Internet: Offline

A

CHANGE LICENSE CHANGE ONLINE
ML
8> License Management e

To access the License Management module, you need to be granted Administration-ALL-READ permission. See (v. 2.2) Role
Permissions.

License General Information

The current license information displays the following information specified in the license:

System Id - a unique system identifier of the particular instance.
Product name - the name of the licensed product
Customer name - the name of the customer to whom the license is granted.
Expiry date - the expiration date of the license.
Components:
® Registered Processes - the maximum number of RPA processes that can be registered in the Control Server (including
the number of ML/OCR Processes).
Registered ML/OCR Processes - the maximum number of ML or OCR processes that can be registered in the Control
Server. A process involving both ML and OCR counts as one process.
Robot Workplaces - the maximum number of Nodes available for automation processes execution.
Users - the maximum number of users in enabled status that can work simultaneously in the Control Server.
® Access to Internet - a type of license access (Online/Offline).
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License Management

System Id: e1758fe2d6ac84c85042b34ac... D
Product name: EasyRpa

Customer name: Customer_1

Expiry date: 2022-09-09 00:00:00 UTC
Components:

Registered Processes: 100
Registered ML/OCR Processes: 10
Robot Workplaces: 10

Users: 100

Access to Internet: Offline

CHANGE LICENSE CHANGE ONLINE

Control icons

® Copy System Id D - to copy a unique system identifier of the particular instance.

Upload the License

There are two possible ways to upload the license, depending on the required type of License Access: Online or Offline.

Online License
To upload the Online Licence, you know the need to:

1. Create a new Online License in the License Manager. See Create a new License.

-
®e)  Customers / UAT2 B ® ®
M

° Customer Details < Back to list -

CREATE NEW
Details  Licenses
Sa Filter by text
Q

[  ProductName Version Description Expiry Date Status Created By

O  Easyrpa 2XX-SNAPSHOT cdebS18e-25a7-4072-a839-86e4d2d5ded 1 21.08.2024 ® Enabled  Iryna Nestsiarchuk &) Q@

Rows perpage: 10 v 1-10f1

2. Add License Components in the License Manager. See Create a New Component.
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https://confluence.dc-iba.by/display/EAS/Customer+Details#CustomerDetails-CreateanewLicense
https://confluence.dc-iba.by/display/EAS/License+Details#LicenseDetails-CreateanewComponent

—~
®e)  Customers / UAT 2 / EasyRpa (2XX-SNAPSHOT)
LM

©  License Details « Backrolist

E SO

CREATENEW

Components Instances
EN Filter by text
Q @) Retresh Dele
O ke Value
&
[0 Registered Processes 200 1
O Robot Workplaces 100 ]
O users 125 L ]
[0 Accesstointemet L ]
Rows per page: 10 v 1-40f4
! The Access to Internet component should be chosen as Online.
3. Copy the appropriate License UUID from the License Manager Customer Details.
wn @ ©

-
(X ]

-
®e)  Customers / UAT.2
M

° Customer Details < Back to list

betals Lienses
o Filter by text
Q
2
[0  ProductName Version
[0 ceasyrpa 2 X X-SNAPSHOT

@ Copied to clipboard

CREATE NEW.

) Refresh Enable Disable
License UUID Description  Expiry Date Status Created By l
cdeb518e-25a7-4072-a839-86e4d2d5ded1 21.08.2024 @ Enabled  Iryna Nestsiarchuk (%)

Copy |

Rows per page: 10 v 110f1

n @ @

License Management

You don't have a license

System Id: a2120edb14895b7897d0888ce8eb6672809287... B

UPLOAD LICENSE
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Online Registration

License UUID *
cdeb518e-25a7-407a-a839-86e4d2d5ded1  *

CLOSE APPLY

o:) »n ® O

o ©

Success

Your license has been successfully updated

System Id: a2120edb14895b7897d0888ce... [}
Product name: EasyRpa
Customer name: UAT_2
Expiry date: 2024-08-21 00:00:00 UTC
Components:

Registered Processes: 200

Robot Workplaces: 100

Users: 123

Access to Internet: Online <——

‘ C' RELOGIN

2021 IBA Group. All rights reserved. v2.2.0-41509/2.2.0-SNAPSHOT-41535

Offline License

Copy Sistem Id:
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License Management

You don't have a license

System Id: a2120edb14895b7897d0888ce8eb6672809287... ——

Click Upload License:

e
X ] ’ Customers / UAT_2 / EasyRpa (2.X.X-SNAPSHOT)
LM

° License Details « Backto list

0
Components Instances
Sa Filter by text
Q (:) Refresh
2
D System Id Status Last Seen
ey

1. Create a new Instance

UPLOAD LICENSE ONLINE REGISTRATION

Delete

Last Status Changed

Empty Collection

Press Create New button to start your work
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Created By

Rows per page:

10 «

and Copy License UUID in the License Manager. See Create a New Instance.

0-0of 0

X

*

® ©

® ©


https://confluence.dc-iba.by/display/EAS/License+Details#LicenseDetails-CreateanewInstance

Create Instance

System Id *

a2120edb14895b7897d0888ce8eb667280928730e0b07b06c69467557971752

L X ] ’ Customers / UAT_2 / EasyRpa (2.X.X-SNAPSHOT)

° License Details < Back to list

0
Components Instances
;OQ Filter by text
Q (:) Refresh
2
D System Id

D a2120edb14895b7897d0888ceB8eb6672809...

New license instance was successfully created! ——

[u license_a2120edb14...lic ~ ~ -

O Delete

Status >

Last Seen ] Last Status Changed [T Created By
01.01.1970 03:00 20.09.2021 16:31 System Admin rD
Rows per page: 10 « 1-1 of

2021 IBA Group. All rights resen
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CREATE NEW

I&
&
-

1 I< < > >l

ved. v1.0.0-41487/1.0.0-SNA

Show all
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o:) »n ® O

License Management

You don't have a license

System Id: a2120edb14895b7897d0888ce8eb6672809287... )

UPLOAD LICENSE ONLINE REGISTRATION

2021 IBA Group. All rights reserved. v2.2.0-41509/2.2.0-SNAPSHOT-41535

Please, Provide License

Please, provide license file

CANCEL UPLOAD
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Please, Provide License

license_a2120edb14895b7897d08... X

CANCEL | UPLOAD

o:) »n ® O

o ©

Success

Your license has been successfully updated

System Id: a2120edb14895b7897d0888ce... [}
Product name: EasyRpa
Customer name: UAT_2
Expiry date: 2024-08-21 00:00:00 UTC
Components:

Registered Processes: 200

Robot Workplaces: 100

Users: 123

Access to Internet: Offline <=—

‘ C' RELOGIN

2021 1BA Group. All rights reserved. v2.2.0.

2.2.0-SNAPSHOT-41535

Replace the License

There are 2 ways to replace the current license depending on the type of license access (Offline or Online).

Offline License

To replace the Offline License, you need to:
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1. Click the Copy System Id icon.

o) W O 0

License Management

System Id: e1758fe2d6ac84c85042b34ac... -—
Product name: EasyRpa
© Customer name: Customer_1
Expiry date: 2022-09-09 00:00:00 UTC
@ Components:
Registered Processes: 100
Registered ML/OCR Processes: 10
Q Robot Workplaces: 10
Users: 100
Access to Intemet: Offline

A
ML

his ¢ 220-11719/22 0SNAPSHOTAL

2. Create a new Instance in the License Manager. See Create a New Instance.
3. Click Change License.

.‘5)‘ wn @ @

License Management

System Id: e1758fe2d6ac84c85042b34ac.. [
Product name: EasyRpa
@ Customer name: Customer_1
Expiry date: 2022:09-09 00:00:00 UTC
@ Components:
Registered Processes: 100
Registered ML/OCR Processes: 10
@ Robot Workplaces: 10
Users: 100
Access to Internet: Offline

A
=]
ML
e

s resarve n7 NAPSHOT 40865

4. Click Add and choose the downloaded license file from the file system.

Please, Provide License

Please, provide licens

CANCEL UPLOAD

5. Click Upload.
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https://confluence.dc-iba.by/display/EAS/License+Details#LicenseDetails-CreateanewInstance

Please, Provide License

license_e1758fe2d6ac84c85042b... X

UPLOAD

6. As a result, the Success message will appear.
7. Click Relogin to apply the license and login to the EasyRPA Control Server.

.’:J‘ H @ O
>
° @

Success

Your license has been successfully updated

System Id: 2916aab0cf37/0b90f5ef43114.. B
Product name: EasyRpa
Customer name: Customer_1
Expiry date: 2022-09-09 00:00:00 UTC
Components:

Registered Processes: 100

Registered ML/OCR Processes: 10

Robot Workplaces: 10

Users: 100

Access to Intemet: Offline

C RELOGIN

2041179722 0SNAPSHOT4

1 If any changes have been made to the Offline license, you need to re-export the license file from the License Manager and replace

the license file in the EasyRPA Control Server Lisence Management module.

Online License
To replace the Online License, you need to:

1. Copy the appropriate License UUID from the License Manager Customer Details.

P
o:) Customers / Customer_1 n 0@ 6
M

° Customer Details < Back to list

Details Licenses

N Filter by text
Q ) Refresh | @ fratle | () Disable
2
[0  ProductName Version License UUID Description Expiry Date [ Status /] Created By l
[  casyrpa XXX 7e8-ad4 I 31.10.2021 @ Enabled Julia Mikitjuk (%)
[0  Easyrpa XXX 4845h2d9-4128-470a-94f7-0cd362f7741b 09.09.2022 @ Enabled Julia Mikitjuk &) Q
Rows per page: 10 v 1-20f2

021 1BA Group. Al reserved 41181/2.2.0-SNAPSHOT-41192
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2. Click Change License.

o) W O 0

License Management

System Id: acb270fadf9a32794001833¢62.. B
Product name: EasyRpa
© Customer name: Customer_1
Expiry date: 2022-09-09 00:00:00 UTC
@ Components:
Registered Processes: 100
Registered ML/OCR Processes: 10
Q Robot Workplaces: 10
Users: 100
Access to Intemet: Offline

A
a8
ML
@

his ¢ 22041092722 DSNAPSHOT

3. Paste the copied License UUID to the Change Online dialog.
4. Click Apply.

Change Online

License UUID*

7d3caes6by29-47es-ad47-cbf312f6c4be]

CLOSE

5. As a result, the Success message will appear.
6. Click Relogin to apply the license and login to the EasyRPA Control Server.

) @ 0

~ ©

@ Success

© Your license has been successfully updated
System Id: ach?270fad{9232794001833¢62.. B
a Product name: EasyRpa
Gustomer name: Customer_1
Expiry date: 2021-10-31 00:00:00 UTC
@ Components:
Registered Processes: 100
Registered ML/OCR Processes: 10
A Robot Workplaces: 10
Users: 20
Access to Internet: Oniine
=]
.
Eed
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